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Abstract 

Power converters are essential components in modern electrical systems, 

including renewable energy integration, electric vehicles, and industrial drives. 

Ensuring their reliable operation is critical, as faults in power converters can 

lead to system inefficiencies, downtime, and safety hazards. Traditional fault 

detection methods rely heavily on expert knowledge and hardware-based 

monitoring, which are often slow and limited in scalability. Recently, machine 

learning (ML) techniques have emerged as powerful tools for fault detection 

and diagnosis (FDD) in power converters. This paper presents a comprehensive 

review of ML-based methods for fault detection and diagnosis in various types 

of power converters, including DC-DC converters, inverters, and rectifiers. The 

study discusses feature extraction techniques, supervised and unsupervised 

learning methods, and hybrid approaches. Key challenges such as data 

scarcity, real-time implementation, and model interpretability are also 

examined. The paper concludes by highlighting emerging trends and future 

research directions in integrating machine learning for smart power converter 

monitoring. 
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INTRODUCTION 

Power converters, including DC-DC converters, AC-DC rectifiers, and DC-AC inverters, play 

a vital role in modern electrical systems by converting electrical energy efficiently between 

different voltage and current forms. These converters are widely used in renewable energy 

systems, electric vehicles (EVs), industrial drives, and microgrids. However, power converters 

are prone to various faults such as switching device failures, short circuits, open circuits, and 

control system anomalies. Such faults can degrade system performance, reduce efficiency, and, 

in extreme cases, damage the equipment. 

 

Traditionally, fault detection and diagnosis (FDD) in power converters rely on hardware-based 

sensors, expert-designed thresholds, or model-based observers. While these methods are 

effective, they often suffer from slow detection, limited adaptability, and high implementation 

costs. 

 

The rise of machine learning (ML) provides a promising alternative for power converter FDD. 

ML techniques can automatically extract patterns from data, classify fault types, and even 

predict potential failures before they occur. This paper reviews recent developments in machine 

learning for power converter fault detection and diagnosis, highlighting techniques, 

advantages, limitations, and future directions. 

 

2. TYPES OF FAULTS IN POWER CONVERTERS 

Power converters are susceptible to various faults due to their complex structure, switching 

elements, passive components, and control systems. Understanding fault types is critical for 

designing robust fault detection and diagnosis (FDD) strategies. Broadly, faults can be 

categorized into electrical faults, thermal faults, control faults, and intermittent or aging-

related faults. 

2.1 Electrical Faults 

Electrical faults are primarily caused by abnormal current or voltage conditions, often leading 

to immediate degradation of converter components. Common types include: 

2.1.1 Short-Circuit Fault 

 Description: A short-circuit occurs when a low-resistance path forms unintentionally 

between two nodes, allowing excessive current flow. 
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  Typical Causes: IGBT or MOSFET failures, insulation breakdown in capacitors or 

inductors, soldering defects. 

 Effects: Overcurrent may trigger protection devices or damage components; can lead 

to catastrophic failure if undetected. 

 Detection Challenges: High-speed short-circuits may occur within microseconds, 

requiring high-bandwidth monitoring or predictive detection. 

 

2.1.2 Open-Circuit Fault 

 Description: An open-circuit occurs when the current path is interrupted. For example, 

one phase of an inverter may fail to conduct. 

 Typical Causes: Semiconductor device failure, solder joint cracking, blown fuses, 

loose connections. 

 Effects: Partial or total loss of output, unbalanced operation in multi-phase converters, 

increased harmonic distortion. 

 Detection Challenges: Open-circuit faults may produce subtle changes in voltage or 

current, requiring sensitive detection algorithms. 

 

2.1.3 Overvoltage and Undervoltage Faults 

 Description: Voltage exceeds or drops below safe operational limits. 

 Typical Causes: Sudden load changes, grid disturbances, faulty feedback from sensors, 

or control errors. 

 Effects: Overvoltage can damage semiconductors or capacitors; undervoltage may 

reduce efficiency or cause system shutdown. 

 Detection Challenges: Voltage fluctuations may be transient; distinguishing between 

normal transients and actual faults is non-trivial. 

 

2.2 Thermal Faults 

Thermal faults arise due to excessive heating of converter components, usually resulting from 

high losses or inadequate cooling. 

2.2.1 Overheating of Switching Devices 

 Description: Switching devices such as IGBTs and MOSFETs generate heat during 

operation; insufficient cooling can lead to thermal runaway. 
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  Typical Causes: High switching frequency, excessive load, poor heat sink design, fan 

or liquid-cooling failure. 

 Effects: Permanent damage to semiconductors, reduced lifespan, or immediate failure. 

 Detection Challenges: Thermal faults develop gradually, requiring temperature 

sensors and predictive models for early detection. 

 

2.2.2 Capacitor and Inductor Thermal Stress 

 Description: Passive components may overheat due to ripple currents or high-

frequency operation. 

 Typical Causes: Aging, overloading, or degraded material properties. 

 Effects: Capacitance reduction, increased ESR, insulation failure, or open-circuit 

faults. 

 Detection Challenges: Gradual degradation makes early detection difficult without 

continuous monitoring. 

 

2.3 Control Faults 

Control faults arise from malfunctions in the converter’s control system, software, or sensing 

network. 

2.3.1 Sensor Faults 

 Description: Feedback sensors providing voltage, current, or temperature readings 

may fail or drift. 

 Typical Causes: Sensor aging, electrical noise, wiring faults. 

 Effects: Incorrect control actions, oscillations, or protective shutdowns. 

 Detection Challenges: Hard to detect using only output signals; often requires model-

based or ML-based fault detection. 

 

2.3.2 Controller and Software Faults 

 Description: Errors in digital controllers, microcontrollers, or DSP algorithms. 

 Typical Causes: Software bugs, improper tuning of PI/FLC controllers, or memory 

corruption. 

 Effects: Wrong switching patterns, overcurrent, and unbalanced operation. 

 Detection Challenges: Faults are often intermittent and may not trigger immediate  
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alarms. 

 

2.4 Intermittent and Aging-Related Faults 

 Description: Intermittent faults occur occasionally due to material fatigue, loose 

connections, or environmental factors like humidity and vibration. 

 Effects: Irregular operation, random shutdowns, or transient overvoltages. 

 Detection Challenges: Intermittent faults are difficult to reproduce for testing; ML-

based anomaly detection can help identify these rare events. 

 Aging-Related Faults: Long-term operation leads to gradual degradation of 

components such as capacitors, semiconductors, and connectors. Symptoms are subtle 

but can eventually evolve into major failures. 

 

Table 1: Summary of Power Converter Fault Types 

Fault Type Description Typical Cause 

Short-circuit fault 
Unintended connection between 

terminals 

Semiconductor failure, 

insulation breakdown 

Open-circuit fault Interruption in current path 
MOSFET/IGBT failure, 

connection loosening 

Overvoltage/Undervoltage 
Voltage exceeding or dropping 

below safe limits 

Load variations, control 

malfunction 

Thermal fault 
Excessive heating of 

components 

Inadequate cooling, high 

switching losses 

Control faults 
Abnormal behavior of control 

signals 
Software bugs, sensor failure 

Intermittent faults 
Occasional and unpredictable 

faults 

Aging components, 

environmental factors 

 

3. MACHINE LEARNING TECHNIQUES FOR FAULT DETECTION 

Machine learning (ML) has emerged as a promising approach for fault detection and diagnosis 

(FDD) in power converters. ML models learn patterns from operational data and can identify 

deviations caused by faults. Depending on the availability of labeled data and the complexity 
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of the problem, ML-based FDD can be categorized into supervised learning, unsupervised 

learning, and hybrid approaches. 

 

3.1 Supervised Learning 

Supervised learning requires labeled datasets containing examples of normal and faulty 

operating conditions. The model is trained to map input signals (such as voltage, current, 

temperature, or switching waveforms) to fault categories. Once trained, it can classify new 

unseen data accurately. 

 

Common Algorithms: 

1. Support Vector Machines (SVM): 

 Principle: Finds an optimal hyperplane that separates data points of different fault 

classes. 

 Strengths: Works well for small and medium-sized datasets; robust to high-

dimensional feature spaces. 

 Limitations: Computationally intensive for very large datasets; performance depends 

on kernel selection. 

2. Artificial Neural Networks (ANN): 

 Principle: ANN consists of interconnected layers of neurons that can approximate 

complex nonlinear relationships between input features and fault types. 

 Strengths: Can model multiple fault types simultaneously; suitable for nonlinear and 

dynamic behaviors. 

 Limitations: Requires large datasets for training; often considered a "black box" with 

limited interpretability. 

3. Decision Trees and Random Forests: 

 Principle: Decision trees split data into classes based on feature thresholds; Random 

Forests aggregate multiple trees to improve accuracy and generalization. 

 Strengths: Highly interpretable; can handle multiclass classification; less sensitive to 

noisy features. 

 Limitations: Single decision trees may overfit; ensemble methods are more complex 

to implement. 
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Example: 

In a study by Zhang et al. (2022), an ANN-based model was trained to detect IGBT open-

circuit faults in a three-phase inverter. Using current and voltage waveforms as inputs, the 

network achieved 98% detection accuracy and could distinguish between partial and total 

open-circuit faults. 

 

Workflow for Supervised Learning-Based FDD: 

1. Data acquisition (voltage, current, temperature, switching signals) 

2. Data preprocessing (filtering, normalization) 

3. Feature extraction (time, frequency, and time-frequency features) 

4. Model training with labeled data 

5. Model validation and testing 

6. Real-time deployment for fault detection 

 

3.2 Unsupervised Learning 

Unsupervised learning is applied when labeled datasets are unavailable, which is often the case 

in real-world power converter monitoring. Instead of learning explicit fault labels, 

unsupervised methods identify patterns of normal operation and detect anomalies based on 

deviations. 

Common Techniques: 

1. K-Means Clustering: 

 Principle: Groups operational data into clusters representing normal behavior. Data 

points far from clusters indicate anomalies or faults. 

 Strengths: Simple to implement; effective for identifying gross anomalies. 

 Limitations: Requires pre-specifying the number of clusters; sensitive to outliers. 

 

2. Principal Component Analysis (PCA): 

 Principle: Reduces high-dimensional sensor data to a smaller set of principal 

components while retaining most variance. Faults appear as deviations in the principal 

component space. 

 Strengths: Effective for high-dimensional datasets; highlights subtle changes not 

visible in raw data. 

 Limitations: Linear method; may not capture nonlinear fault patterns. 
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3. Autoencoders: 

 Principle: Neural networks trained to reconstruct normal operational data. 

Reconstruction error indicates deviations caused by faults. 

 Strengths: Can capture nonlinear relationships; suitable for detecting both abrupt and 

gradual faults. 

 Limitations: Requires careful tuning; may produce false positives if normal data is 

highly variable. 

 

Applications: 

 Real-time anomaly detection in grid-tied inverters 

 Detection of intermittent faults in DC-DC converters 

 Early identification of capacitor or IGBT degradation 

 

Workflow for Unsupervised Learning-Based FDD: 

1. Collect normal operating data 

2. Perform feature extraction and normalization 

3. Train unsupervised model (e.g., autoencoder, PCA, or clustering) 

4. Define anomaly threshold based on reconstruction error or distance metrics 

5. Continuously monitor live data and flag deviations as potential faults 

 

3.3 Hybrid Approaches 

Hybrid learning combines supervised and unsupervised methods to leverage the strengths of 

both approaches, addressing limitations such as insufficient labeled data and high-dimensional 

complexity. 

1. Semi-Supervised Learning: 

 Principle: Uses a small labeled dataset combined with a larger set of unlabeled data for 

model training. 

 Strengths: Reduces dependence on labeled fault data; improves model generalization. 

 Limitations: Model performance is sensitive to quality of labeled data. 

2. Ensemble Learning: 

 Principle: Combines multiple classifiers (e.g., SVM + ANN + Decision Tree) to 

improve reliability and reduce misclassification. 
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  Strengths: Higher accuracy, robust to noise, and capable of handling multiclass faults. 

 Limitations: Increased computational complexity; requires careful integration of 

model outputs. 

 

Example Application: 

 Semi-supervised ANN with autoencoder pretraining for DC-DC converter fault 

detection 

 Ensemble of SVM, Random Forest, and K-Means for multi-level inverter FDD in 

renewable energy systems 

 

Benefits of Hybrid Approaches: 

 Handles both labeled and unlabeled data 

 Detects subtle or intermittent faults 

 Reduces false positives and improves overall system reliability 

 

Workflow for Hybrid ML-Based FDD: 

1. Pretrain unsupervised model on normal data (e.g., autoencoder or PCA) 

2. Fine-tune supervised model using small labeled fault dataset 

3. Combine multiple models through ensemble voting or weighted averaging 

4. Deploy for real-time monitoring and adaptive learning 

 

4. FEATURE EXTRACTION FOR ML-BASED FAULT DIAGNOSIS 

Accurate feature extraction is crucial for ML-based FDD. Features are derived from 

measurable signals such as voltage, current, temperature, and switching patterns. Common 

feature extraction techniques include: 

 Time-domain features: RMS values, peak-to-peak amplitude, mean, standard 

deviation. 

 Frequency-domain features: Harmonic content, spectral power density using Fast 

Fourier Transform (FFT). 

 Time-frequency features: Wavelet transform to capture transient behaviors. 
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Table 2: Example features for DC-DC converter fault detection 

Feature Type Feature Example Fault Sensitivity 

Time-domain RMS current, voltage deviation Open-circuit, short-circuit 

Frequency-domain Harmonic distortion, THD Switching faults 

Time-frequency Wavelet energy coefficients Intermittent faults 

Feature selection methods, such as Principal Component Analysis (PCA) or Mutual 

Information, are used to reduce redundancy and enhance classifier performance. 

 

5. CASE STUDIES IN POWER CONVERTER FAULT DETECTION 

5.1 DC-DC Converters 

In DC-DC converters, ML techniques have been applied for detecting IGBT/MOSFET faults, 

capacitor degradation, and inductor short-circuits. ANN and SVM are commonly used due to 

their ability to model nonlinear relationships. Studies show that wavelet-based features with 

SVM classification can achieve detection accuracy exceeding 95%. 

5.2 Inverters 

For grid-tied inverters, faults like open-circuit IGBT failures or DC-link capacitor degradation 

are critical. Real-time monitoring with deep learning autoencoders has been shown to detect 

anomalies without labeled fault data, providing faster response than traditional threshold-based 

protection. 

5.3 Rectifiers 

Uncontrolled rectifiers in industrial systems can suffer from diode failures or overvoltage 

events. Clustering methods (K-Means) combined with spectral analysis allow detection of 

subtle deviations in current waveforms, enabling predictive maintenance. 

 

CHALLENGES AND LIMITATIONS 

Despite the success of ML-based FDD, several challenges exist: 

 Data Scarcity: Faulty operating data is rare; generating synthetic data or simulating faults 

is often required. 

 Real-Time Implementation: High computational requirements of ML models may limit 

real-time deployment in embedded systems. 

 Model Interpretability: Deep learning models, while accurate, are often black boxes; 

understanding the cause of detection can be difficult. 



  
 

 

87 Page 77-88 © MANTECH PUBLICATIONS 2021. All Rights Reserved 

 

Journal of Power Electronics and Drives 

Volume 6, Issue 3, September-December 2021 

 

  Variability in Operating Conditions: Load and environmental variations can affect 

model accuracy; models need to generalize well. 

Addressing these challenges is essential for widespread adoption in industrial applications. 

 

FUTURE TRENDS 

 Digital Twins: Combining ML with digital twin models of converters allows virtual fault 

simulation and training of predictive algorithms. 

 Edge AI: Deploying ML models on embedded platforms near converters enables real-time 

fault detection. 

 Explainable AI (XAI): Development of interpretable ML models can help operators 

understand faults and improve trust in automated FDD. 

 Integration with IoT: Cloud-based monitoring with ML models enables predictive 

maintenance across distributed power systems. 

 

CONCLUSION 

Machine learning offers a powerful and flexible approach to fault detection and diagnosis in 

power converters. Supervised, unsupervised, and hybrid ML techniques provide high accuracy 

and adaptability compared to traditional methods. Feature extraction from time, frequency, and 

time-frequency domains is essential for effective fault classification. While challenges such as 

data scarcity, real-time deployment, and model interpretability remain, ongoing advancements 

in edge computing, digital twins, and explainable AI promise a future of intelligent, self-

monitoring power converters. 
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