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ABSTRACT 

The ageing global population has created urgent demand for affordable, 

scalable solutions to support independent living, continuous health monitoring, 

and timely clinical intervention for older adults. Internet of Things (IoT) 

technologies — including wearable sensors, ambient sensors, smart-home 

actuators, and cloud/edge analytics — enable real-time collection, 

transmission, and interpretation of physiological and behavioural data. This 

paper reviews core IoT application areas in elderly care (remote health 

monitoring, fall detection, medication adherence, cognitive support, and social 

connectedness), summarizes enabling architectures and algorithms, and 

discusses practical challenges in usability, interoperability, data security, 

ethics, and cost. Finally, the paper identifies research gaps and proposes 

directions to increase trust, accessibility, and clinical integration of IoT systems 

for assisted living. 
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INTRODUCTION 

Population ageing is accelerating worldwide and places growing pressure on healthcare 

systems and caregiving resources. Technologies that enable monitoring and assistance outside 

institutional settings promise to improve quality of life, reduce avoidable hospital admissions, 

and alleviate caregiver burden. IoT — a network of connected devices that sense, communicate, 

and act — has emerged as a practical toolkit for ageing-in-place and assisted living solutions. 



 
 

 

120 Page 119-126 © MANTECH PUBLICATIONS 2025. All Rights Reserved 

 

Journal of Internet of Things and Information Technology  

Volume 8, Issue 3, September-December, 2025  

ISSN: 3107-4502 (Online) 

 

Early studies and systematic reviews show that IoT-based solutions can support continuous 

monitoring and enable timely clinical responses while preserving autonomy. 

 

TYPICAL IOT ARCHITECTURE FOR ELDERLY CARE  

A typical IoT architecture for elderly care and assisted living is designed to ensure continuous 

monitoring, real-time response, data security, and user-friendly interaction. The 

architecture is generally structured into multiple layers, each with a specific role in sensing, 

communication, data processing, and service delivery. This layered approach improves 

scalability, interoperability, and reliability of elderly care systems. 

 

1. Sensing and Data Acquisition Layer 

This is the foundational layer of the IoT architecture and is responsible for collecting real-time 

physiological, behavioural, and environmental data from elderly individuals and their 

surroundings. 

Key components include: 

 Wearable sensors: Smartwatches, wristbands, chest straps, or patches that monitor 

heart rate, body temperature, blood oxygen level (SpO₂), ECG signals, gait, and activity 

levels. 

 Ambient and environmental sensors: Motion sensors, pressure sensors on beds or 

chairs, door/window sensors, smoke and gas detectors, humidity and temperature 

sensors. 

 Assistive and safety devices: Fall detection sensors, panic buttons, smart walking aids, 

and location trackers for dementia patients. 

 

These devices are designed to be low-power, lightweight, and non-intrusive, ensuring 

comfort and long-term usage by elderly users. Data accuracy and energy efficiency are critical 

at this stage. 

 

2. Communication and Gateway Layer 

The communication layer enables secure and reliable transmission of sensor data from the 

sensing devices to processing units. 
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Key technologies and functions include: 

 Short-range communication protocols such as Bluetooth Low Energy (BLE), Zigbee, 

Z-Wave, and Near Field Communication (NFC) for in-home connectivity. 

 Long-range communication technologies like Wi-Fi, LTE/5G, and LPWAN 

(LoRaWAN, NB-IoT) for remote monitoring and outdoor tracking. 

 IoT gateways that aggregate data from multiple sensors, perform initial filtering, and 

forward relevant data to edge or cloud platforms. 

 

Gateways also manage device authentication, protocol translation, and basic security 

functions, acting as a bridge between resource-constrained sensors and powerful processing 

environments. 

 

3. Edge Computing Layer 

The edge layer introduces local intelligence close to the data source, which is especially 

important in elderly care applications where latency and privacy are critical. 

Core responsibilities include: 

 Real-time preprocessing and noise removal from raw sensor data. 

 Local anomaly detection such as sudden falls, irregular heart rate, or prolonged 

inactivity. 

 Temporary data storage during network failures to ensure system resilience. 

 Privacy preservation by processing sensitive health data locally instead of transmitting 

raw data to the cloud. 

 

Edge computing significantly reduces response time, enabling immediate alerts to caregivers 

or emergency services when critical events occur. 

 

4. Cloud and Data Analytics Layer 

The cloud layer provides high-performance computing, long-term storage, and advanced 

analytics capabilities. 

Major functions include: 

 Aggregation and storage of large volumes of longitudinal health and activity data. 

 Advanced analytics using machine learning and artificial intelligence for trend analysis, 

risk prediction, and personalized care recommendations. 
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 Integration with electronic health records (EHRs), hospital information systems, and 

telemedicine platforms. 

 Support for dashboards and reporting tools used by healthcare professionals and 

caregivers. 

 

Cloud platforms enable scalable monitoring across multiple users and locations, making 

them suitable for assisted living facilities and community healthcare programs. 

 

5. Application and Service Layer 

This layer provides user-facing services and decision-support tools based on processed data. 

Examples include: 

 Mobile and web applications for caregivers and family members showing real-time 

health status and alerts. 

 Clinical dashboards for doctors and nurses displaying trends, risk scores, and 

intervention recommendations. 

 Automated alert and notification systems via SMS, app notifications, or voice calls. 

 Smart-home automation services such as automatic lighting, climate control, and 

appliance shutdown for safety. 

 

Applications are designed with simple interfaces, large fonts, voice commands, and 

multilingual support to accommodate elderly users with sensory or cognitive limitations. 

 

6. Security, Privacy, and Management Layer (Cross-Cutting) 

Security and privacy mechanisms operate across all layers of the architecture. 

 

Essential features include: 

 Device authentication, encryption of data in transit and at rest. 

 Role-based access control for caregivers, clinicians, and administrators. 

 Secure firmware updates and device lifecycle management. 

 Consent management and compliance with healthcare data regulations. 

 

This layer ensures trust, ethical use, and legal compliance, which are essential for adoption 

of IoT solutions in elderly care 
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ARCHITECTURAL BENEFITS FOR ELDERLY CARE 

 Real-time responsiveness for emergencies such as falls or cardiac events 

 Continuous and non-intrusive monitoring without restricting independence 

 Scalable and modular design suitable for home care and assisted living facilities 

 Improved coordination between elderly individuals, caregivers, and healthcare 

providers 

 

KEY APPLICATION AREAS 

Remote Health Monitoring 

Continuous tracking of vital signs (heart rate, respiratory rate, blood pressure proxies), sleep, 

gait, and activity patterns allows early detection of physiological deterioration and chronic-

disease exacerbations. Wearables and in-home sensors feed analytics that can flag deviations 

from baseline, trigger teleconsultations, or generate clinician alerts. Evidence suggests such 

monitoring reduces response time to adverse events and supports chronic-care models. PMC+1 

 

Fall Detection and Prediction 

Falls are a principal risk factor for morbidity among older adults. IoT systems use wearable 

inertial sensors, floor/pressure sensors, vision-based approaches, or hybrid methods to detect 

falls in real time and summon help. Recent systematic reviews emphasize improvements in 

detection accuracy but also highlight tradeoffs between sensitivity, false alarms, wearer 

comfort, and privacy when vision sensors are used. Predictive models that combine gait 

analysis and contextual data show promise for forecasting fall risk and enabling preventive 

interventions.  

 

Medication Management 

Automated pill dispensers, smart packaging with RFID, and reminder systems integrated with 

voice assistants improve medication adherence. Combined with remote verification (camera or 

sensor confirmation), these systems reduce missed doses and allow caregivers to track 

compliance trends over time. 

 

Cognitive Support and Safety 

For older adults with dementia, location-tracking wearables, geofencing, and context-aware 

prompting (e.g., step-by-step guidance for tasks) reduce wandering risk and support 

https://pmc.ncbi.nlm.nih.gov/articles/PMC9601552/?utm_source=chatgpt.com
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independence. In addition, environmental sensors can detect unsafe conditions (stove left on, 

prolonged inactivity) and trigger safe interventions. 

 

Social Connectedness and Well-Being 

IoT-enabled devices (smart speakers, simplified video-call interfaces, activity-based social 

prompts) help mitigate loneliness and support mental health by facilitating social interactions 

and engagement in remote activities. 

 

Technical Enablers 

Advances that power these applications include low-power biosensors, BLE and LPWAN 

networks for reliable in-home connectivity, edge computing for privacy-preserving analytics, 

and lightweight machine-learning models that run on constrained devices. Interoperability 

frameworks (IEEE/IoT standards, FHIR for health data) and secure device provisioning 

protocols are important to scale deployments. 

 

CHALLENGES AND LIMITATIONS 

Usability and Acceptance 

Adoption depends heavily on device comfort, simplicity of interaction, and perceived 

usefulness. Older adults may resist wearables or complex apps; thus co-design with users and 

caregivers is essential. 

 

Interoperability and Fragmentation 

Heterogeneous devices and proprietary platforms hinder data sharing and clinical integration. 

Standardization efforts are necessary to allow modular systems that mix sensors, gateways, and 

analytics from different vendors.  

 

Data Security, Privacy, and Ethics 

Healthcare data is highly sensitive. IoT systems face threats including insecure devices, weak 

authentication, and data leakage from cloud services. Ensuring confidentiality, integrity, and 

user control over data is critical; privacy-by-design, edge-first data minimization, and 

transparent consent procedures are required. Legislation (HIPAA, GDPR) and medical-device 

regulations affect system design and deployment. Ethical concerns—surveillance vs. 
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autonomy, informed consent for cognitively impaired users, and potential misuse—must be 

addressed through policy and multidisciplinary governance.  

 

EVIDENCE OF CLINICAL EFFECTIVENESS 

While pilot studies and prototypes are abundant, high-quality randomized controlled trials 

demonstrating clear health-outcome benefits and cost-effectiveness at scale remain limited. 

More longitudinal and pragmatic trials are needed to inform health-system adoption and 

reimbursement. 

 

CASE STUDIES AND DEPLOYMENT EXAMPLES 

Across Asia and elsewhere, governments and organisations are piloting IoT solutions — from 

GPS tagging and motion sensors for dementia care to AI-powered smart speakers for mental-

wellbeing monitoring. These deployments illustrate real benefits (reduced response time, 

caregiver reassurance) and also surface issues of privacy, digital literacy, and equity of access.  

 

FUTURE DIRECTIONS 

1. Explainable and lightweight AI at the edge — to provide transparent alerts and 

reduce cloud dependence. 

2. Interoperability-first platforms — adopting healthcare data standards (FHIR) and 

open device APIs to avoid vendor lock-in. 

3. Privacy-enhancing technologies — federated learning, homomorphic encryption, and 

on-device analytics to protect sensitive data. 

4. Human-centred design & inclusive trials — co-design with older adults and 

culturally diverse populations to improve acceptance and equity. 

5. Clinical pathways & reimbursement models — build evidence that links IoT 

monitoring to improved outcomes and cost savings to drive health system adoption. 

 

CONCLUSION 

IoT technologies present a compelling set of tools to support ageing-in-place, improve safety, 

and enable continuous health monitoring for older adults. Progress in sensors, connectivity, 

and edge analytics has matured many application areas — notably fall detection, remote 

monitoring, and medication management. However, to transition from pilots to widespread 

clinical adoption, systems must overcome usability barriers, ensure robust privacy and security, 
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demonstrate clinical and economic value through rigorous trials, and implement standards for 

interoperability. A multi-stakeholder approach that includes older adults, caregivers, clinicians, 

technologists, and policymakers is essential to realize the benefits of IoT in assisted living 

while protecting autonomy and dignity. 
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