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ABSTRACT
The rapid expansion of the Internet of Things (IoT) has led to an exponential
increase in connected devices, generating enormous amounts of data. Edge
computing has emerged as a solution to reduce latency, enhance real-time
processing, and alleviate the burden on centralized cloud systems. However, the
integration of edge computing with 10T (Edge-10T) introduces unique security
and trust challenges due to distributed architectures, resource-constrained
devices, and dynamic network topologies. This paper reviews the current state-
of-the-art approaches for securing Edge-10T systems, highlighting challenges,
threats, and potential solutions. The study focuses on secure communication
protocols, authentication and authorization mechanisms, trust management
frameworks, and privacy-preserving techniques. Furthermore, it explores
blockchain and Al-based methods for enhancing trustworthiness in Edge-loT
environments. The paper concludes with a discussion on open research
challenges and future directions, providing insights for developing robust,

secure, and trustworthy Edge-10T systems.
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INTRODUCTION
The proliferation of IoT devices across healthcare, smart cities, industrial automation, and
autonomous systems has fundamentally transformed data collection and decision-making

processes. 10T devices often rely on cloud infrastructures for data storage and processing.
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However, cloud-centric architectures face limitations, including high latency, bandwidth
bottlenecks, and privacy concerns. Edge computing addresses these issues by bringing
computation closer to the devices, enabling real-time analytics and reducing dependency on

centralized servers.

Despite its advantages, Edge-10T introduces significant security and trust challenges. The
distributed nature of edge devices, heterogeneity of devices, limited computational capabilities,
and dynamic network topology increase the attack surface for malicious actors. Ensuring data
integrity, confidentiality, and trustworthiness across the network is critical for the adoption of

Edge-loT systems in mission-critical applications.

This paper reviews the current techniques and strategies for securing Edge-loT systems,
emphasizing emerging trust management solutions. It also identifies open research challenges

and provides a roadmap for future studies.

SECURITY CHALLENGES IN EDGE-IOT SYSTEMS

Edge-loT systems, which integrate Internet of Things (IoT) devices with edge computing
infrastructure, face unique security challenges that arise from the distributed, heterogeneous,
and resource-constrained nature of the network. These challenges are multidimensional,
involving device limitations, architectural vulnerabilities, and privacy concerns. Understanding

these challenges is critical for designing secure and trustworthy Edge-10T systems.

1. Heterogeneity of Devices

Edge-10T environments consist of a vast array of devices ranging from simple sensors and

actuators to complex industrial robots, smart appliances, and autonomous vehicles. These

devices vary widely in hardware capabilities, operating systems, communication protocols, and
software stacks. Such heterogeneity introduces significant security challenges:

a) Inconsistent Security Features: Not all devices support standard security protocols. For
example, low-end sensors may lack hardware support for encryption or secure boot
mechanisms, while high-end devices may support advanced cryptography.

b) Protocol Diversity: 10T devices communicate using different protocols such as MQTT,
CoAP, Zigbee, LoORaWAN, or HTTP. Each protocol has its own vulnerabilities, making it

difficult to implement uniform security measures across the network.
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c) Software Vulnerabilities: Devices running different operating systems or firmware may
have varying susceptibility to attacks. For instance, legacy devices may contain unpatched
vulnerabilities that could be exploited as entry points into the Edge-10T system.

d) Attack Surface Expansion: Heterogeneity increases the overall attack surface. An attacker

may exploit a low-security device to compromise more critical nodes.

Example: A smart home may include low-power temperature sensors, Wi-Fi-enabled cameras,
and voice assistants. While cameras may have strong encryption, temperature sensors might
send unencrypted data. An attacker could exploit the weak sensor channel to infiltrate the

network.

Mitigation Approaches:

e Implement device profiling to classify devices by capabilities and apply security policies
accordingly.

e Use protocol translation gateways with built-in security features to standardize
communications.

e Deploy hardware-based security modules in critical devices to enhance encryption support.

2. Resource Constraints

Most IoT devices are inherently resource-constrained. They often rely on batteries for power,

have limited processing units, and small memory storage. These limitations pose significant

security challenges:

a) Limited Computational Power: Traditional cryptographic algorithms like RSA or AES
may consume significant CPU cycles and memory, which small devices cannot sustain.

b) Energy Overhead: Security operations such as encryption, authentication, and frequent
communication with edge servers can drain battery life rapidly.

c) Storage Limitations: Many devices cannot store long cryptographic keys or certificates,
limiting the implementation of robust security mechanisms.

d) Performance Trade-offs: Lightweight security protocols can preserve resources but may

offer weaker protection against sophisticated attacks.

Example: In an industrial 10T network, tiny vibration sensors monitoring machine health may

not be able to run complex encryption algorithms due to processing limitations. If a standard
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encryption is enforced, sensors may fail or send delayed data, affecting predictive maintenance

accuracy.

Mitigation Approaches:

e Use lightweight cryptography such as Elliptic Curve Cryptography (ECC) or ChaCha20
for constrained devices.

e Offload computationally intensive tasks to edge nodes rather than the device itself.

e Implement adaptive security mechanisms that adjust cryptographic strength based on

current device energy levels.

3. Distributed Architecture Vulnerabilities

Edge-1oT systems rely on a distributed network of edge nodes, gateways, and cloud servers.

While this decentralization improves latency and resilience, it introduces new security

challenges:

a) Multiple Attack Vectors: Each edge node can be a target for attacks such as malware
injection, physical tampering, or node compromise.

b) Man-in-the-Middle (MITM) Attacks: Communication between I0T devices and edge
nodes can be intercepted if encryption or mutual authentication is weak.

c) Data Integrity Risks: Data may be altered while traveling through multiple hops between
devices, edge nodes, and the cloud.

d) Insider Threats: Unauthorized access from compromised or malicious edge nodes can

spread through the network.

Example: In a smart city deployment, traffic sensors send real-time data to edge gateways for
traffic signal optimization. If an edge node is compromised, attackers could manipulate traffic

data, leading to congestion or accidents.

Mitigation Approaches:

e Deploy end-to-end encryption between IoT devices, edge nodes, and the cloud.

e Implement distributed intrusion detection systems (IDS) that monitor behavior locally and
collaboratively.

e Use tamper-resistant hardware modules and secure boot mechanisms for critical edge

nodes.
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4.

Privacy Concerns

Edge-10T systems often handle sensitive data such as health metrics, location information, and

industrial process parameters. Protecting this data is critical for compliance and user trust:

a)

b)

c)

d)

Data Exposure Risk: IoT devices frequently transmit unencrypted data to edge nodes or
cloud servers, exposing private information to potential interception.

Inference Attacks: Even anonymized data can be analyzed to reveal patterns about
individuals or organizations, especially when combined with external datasets.
Regulatory Compliance: Edge-loT deployments must comply with regulations like
GDPR, HIPAA, or ISO 27001, which require strong privacy measures.

Data Aggregation Risks: Edge nodes often aggregate data from multiple sources,

increasing the risk of privacy breaches if a single node is compromised.

Example: A wearable health monitoring device collects heart rate and sleep patterns. If this

data is transmitted to an edge node without anonymization, a compromised node could leak

sensitive personal information.

Mitigation Approaches:

Implement anonymization techniques to remove personally identifiable information before
processing.
Use differential privacy or homomorphic encryption to allow computations on encrypted

data.

THREATS TO EDGE-IOT SYSTEMS

Table: 1

Threat Type Description Impact

Unauthorized modification of data ) o
) _ ) Loss of integrity, incorrect
Data Tampering transmitted between devices and edge o )
’ decision-making
nodes

Denial of Service || Overloading edge devices or network with

_ Service disruption, latency
(DoS) excessive requests

Eavesdropping Interception of sensitive data in transit Breach of confidentiality
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Threat Type Description Impact

|| Compromised devices introduce malicious || Spread of malware, device
Malware Injection
code to the network takeover

_ _ Trust violation,
Node Compromise| Physical or remote takeover of edge nodes )
unauthorized access

Physical Attacks Phiil_ling Attacks
Firmwrare Allacks Baiting Attacks

Data Interception Password Attacks
Data Injection Privilege Escalation

Component Tampering

Denial of Service (Do) and Distributed Software Supply Chain
Denial of Service (DDS) Attacks Attacks
Man-in-the-Middle (MitM) Attacks

Timing Attacks

Power Analysis

Exploitation of loT
Protocals
Routing Attacks

Malware
Botnets

Figure 1: Typical Threat Landscape in Edge-l10oT Systems

SECURITY MECHANISMS FOR EDGE-IOT SYSTEMS

Securing Edge-10T systems requires a combination of mechanisms to protect data in transit,
verify device and user legitimacy, detect malicious activity, and ensure privacy. Due to the
heterogeneous and resource-constrained nature of Edge-10T devices, these mechanisms must

be lightweight, adaptive, and scalable.

1. Secure Communication Protocols

Edge-10T devices continuously exchange data with edge nodes and cloud servers, often over
unsecured wireless channels. Protecting this communication is critical to prevent
eavesdropping, tampering, and replay attacks. Secure communication protocols are designed

to provide confidentiality, integrity, and authenticity of data.
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a) DTLS (Datagram Transport Layer Security):
o DTLS is an adaptation of TLS for datagram-based protocols like UDP.
« Provides encryption, integrity, and authentication for low-latency 10T communication.

e Commonly used with CoAP in loT deployments for constrained networks.

b) MQTT-S (Secure MQTT):
e« MQTT is a lightweight publish/subscribe protocol widely used in loT.
e MQTT-S adds encryption (TLS/SSL), client authentication, and message integrity checks.

« Suitable for edge environments with intermittent connectivity.

c) CoAPover TLS:
o Constrained Application Protocol (CoAP) is designed for low-power devices.
e TLS integration ensures end-to-end secure communication while maintaining low

overhead.

d) Lightweight Cryptography:

e Many loT devices cannot perform standard encryption due to CPU/memory constraints.

o Algorithms like Elliptic Curve Cryptography (ECC) and ChaCha20 provide strong
security with minimal computational cost.

o Example: ECC-256 can achieve security comparable to RSA-3072 but requires much less

processing power and memory.

Best Practices:

o Use mutual authentication between 10T devices and edge nodes to prevent impersonation.
« Enable session key rotation to reduce the impact of potential key compromise.

o Optimize protocol selection based on device capabilities and network characteristics.

2. Authentication and Authorization

Authentication ensures that only legitimate devices and users can join and communicate within
an Edge-10T system, while authorization controls what resources and actions they can access.
Effective mechanisms prevent unauthorized access and mitigate insider threats.

a) Certificate-Based Authentication:

« Devices and edge nodes use digital certificates signed by a trusted Certificate Authority
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(CA).
o Certificates provide cryptographic proof of identity and establish trust in the network.
o Example: An industrial 10T sensor with a unique certificate can authenticate to an edge

gateway before transmitting operational data.

b) OAuth 2.0 for 10T Devices:

o OAuth 2.0 allows secure delegated access to resources without sharing passwords.

o Lightweight versions are adapted for IoT devices to reduce overhead while enabling token-
based authorization.

« Suitable for scenarios where devices need controlled access to edge applications or cloud

services.

c) Attribute-Based Access Control (ABAC):

e Access decisions are based on attributes of users, devices, or environment (e.g., location,
time, device type).

o Provides fine-grained control over IoT resources.

o Example: A healthcare edge node may allow patient-monitoring devices to upload data

only during active monitoring periods and only if authenticated properly.

Challenges:
« Balancing strict authentication with low device power and memory.

o Managing certificate lifecycle and token refresh efficiently.

3. Intrusion Detection Systems (IDS)
Even with secure communication and authentication, Edge-10T systems remain vulnerable to
attacks. Intrusion Detection Systems monitor network and device activity to identify suspicious

behavior in real-time.

a) Edge-Based IDS:
o Edge nodes can host lightweight IDS to monitor local 10T traffic.
e Reduces latency compared to cloud-based IDS and minimizes data transfer overhead.

e Can detect anomalies such as unusual traffic spikes or abnormal device behavior.
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b) Machine Learning-Based IDS:

e ML algorithms (e.g., Random Forests, SVM, Neural Networks) analyze network traffic
patterns to classify activities as normal or malicious.

« Can adapt to changing attack strategies and evolving network patterns.

o Example: Detecting rogue devices attempting to inject malicious firmware updates into a

smart building network.

c) Hybrid IDS Approaches:
o Combine signature-based detection (known attacks) with anomaly-based detection
(unknown attacks).

o Ensures high detection rates while minimizing false positives.

Best Practices:
o Implement collaborative IDS across multiple edge nodes to detect distributed attacks.
o Maintain local logs and anomaly reports for forensic analysis.

o Use Al models that are energy-efficient and optimized for low-power edge nodes.

4. Privacy-Preserving Mechanisms

Edge-10T systems often process sensitive data such as healthcare metrics, industrial operations,
or location information. Preserving privacy is essential for regulatory compliance and user
trust.

a) Data Anonymization:

o Personal identifiers are removed or obfuscated before data leaves the device or edge node.
e Techniques include masking, pseudonymization, and generalization.

« Example: Replacing patient IDs with random tokens before transmitting health data to edge

nodes.

b) Differential Privacy:

e Adds controlled noise to aggregated data to prevent inference of individual device/user
information.

e Maintains statistical utility while preserving privacy.

o Example: Smart energy meters can report consumption patterns without revealing specific

household behavior.
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c) Homomorphic Encryption:

« Allows computation on encrypted data without decryption.

o Edge nodes can perform analytics without accessing raw sensitive data.

o Example: Aggregating encrypted traffic data from autonomous vehicles for traffic

optimization without revealing individual vehicle paths.

Challenges:

e Homomorphic encryption can be computationally expensive, requiring careful balance for
edge deployment.

e Anonymization must be robust to prevent re-identification attacks when combined with

external data.

TRUST MANAGEMENT IN EDGE-IOT SYSTEMS

Trust management is a critical component of secure Edge-loT systems. While security
mechanisms like encryption and authentication protect against external attacks, trust
management ensures the reliability and integrity of devices, edge nodes, and data within the
network. Given the distributed and heterogeneous nature of Edge-IoT, trust management helps

in mitigating insider threats, device misbehavior, and data tampering.

Effective trust management frameworks often combine cryptographic methods, behavioral

evaluation, and reputation mechanisms to create a holistic trust ecosystem.

1. Blockchain-Based Trust

Blockchain technology provides a decentralized and tamper-resistant framework for

establishing trust in distributed systems, including Edge-l1oT networks.

a) Decentralized Trust:

o Traditional Edge-10T systems rely on centralized authorities to validate device actions and
data integrity.

o Blockchain eliminates this dependency by maintaining a distributed ledger across multiple

edge nodes, ensuring that all transactions are verifiable and immutable.

b) Secure Transactions and Data Integrity:

« Every device interaction or data update can be recorded as a blockchain transaction.
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d)

Once recorded, transactions are cryptographically linked, making tampering virtually

impossible.

Smart Contracts for Policy Enforcement:

Smart contracts are programmable scripts on the blockchain that automatically enforce trust
policies.

Example: An edge node could automatically reject data from devices that fail

authentication checks or have a low trust score.

Use Cases:

Industrial 10T: Securely logging sensor readings from factory machines, ensuring that
maintenance decisions are based on verified data.

Smart Healthcare: Maintaining tamper-proof health records while allowing only
authorized devices to submit or read data.

Supply Chain 1oT: Tracking the provenance of goods through multiple loT-enabled

checkpoints.

Challenges:

Blockchain introduces storage and computational overhead, which can be mitigated by
lightweight or permissioned blockchains suitable for edge environments.

Consensus mechanisms like Proof of Work are resource-intensive; alternatives such as
Proof of Authority (PoA) or Practical Byzantine Fault Tolerance (PBFT) are better for
Edge-loT.

Diagram Suggestion:

A flow diagram showing IoT devices — edge nodes — blockchain ledger, with smart

contracts validating device actions.

2. Al-Enhanced Trust Evaluation

Artificial intelligence (Al) provides dynamic and adaptive methods for evaluating the

trustworthiness of devices and edge nodes in real-time.

a)

Behavior-Based Trust Assessment:

Al algorithms monitor historical behavior, communication patterns, and data consistency
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b)

d)

of devices.

Devices that deviate from expected behavior may be flagged as suspicious.

Machine Learning Models:

Supervised Learning: Models are trained on labeled data of trusted and untrusted
behaviors to classify devices.

Unsupervised Learning: Identifies anomalies without prior labels, useful for detecting
unknown attacks.

Reinforcement Learning (RL): Trust scores are dynamically updated based on device

actions and feedback from the network.

Data Consistency Analysis:

Al models check if the data from edge devices aligns with expected patterns, sensor
correlations, or environmental models.

Example: Temperature sensors reporting conflicting readings in the same area can indicate

faulty or compromised devices.

Use Cases:

Autonomous Vehicles: Al evaluates the trustworthiness of neighboring vehicle sensors to
avoid relying on false information.

Smart Grids: Detects unreliable 10T meters that may report manipulated energy
consumption data.

Healthcare 10T: Identifies malfunctioning patient monitoring devices before they cause

incorrect diagnoses.

Challenges:

Al models must be lightweight and optimized for edge devices.
Adversarial attacks on Al models can compromise trust evaluation.
Training data must be representative of real-world conditions to avoid false positives or

negatives.

3. Reputation-Based Models

Reputation-based trust management computes trust scores for devices based on peer feedback,
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historical interactions, and behavioral consistency.

a) Peer Evaluation:

« Each device or edge node rates other devices based on observed interactions.

o Positive interactions increase trust, while negative interactions reduce trust.

b) Trust Score Computation:

o Trust scores may combine direct observations (device behavior) and indirect feedback (peer
evaluations).

o Example formula:

Ti=aDi+(1—-a)PiT_{i} =\alpha D_{i} + (1-\alpha) P_{i}Ti=aDi+(1—a)Pi

Where:

e TIiT_{i}Ti = trust score of device iii

o DiD_{i}Di = direct trust (behavioral observations)

e PiP_{i}Pi = indirect trust (peer recommendations)

e a\alphaa = weighting factor

c) Malicious Device Mitigation:

« Devices with low trust scores are restricted or isolated from the network.

o Prevents compromised devices from participating in critical Edge-10T operations.

d) Use Cases:

e Smart Cities: loT traffic sensors rely on peer evaluations to ensure accurate traffic
reporting.

e Industrial 1oT: Machinery sensors with low reputation are flagged for maintenance or
recalibration.

o Collaborative Edge Al: Only trusted devices contribute to federated learning models.

Challenges:

Managing trust propagation and preventing collusion attacks among malicious peers.

Balancing trust thresholds to avoid excluding legitimate devices while blocking attackers.
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INTEGRATION OF SECURITY AND TRUST FRAMEWORKS

Integrating security and trust frameworks improves resilience against attacks and ensures

reliable system operation. A combined approach includes:

1.

Device Authentication using lightweight cryptography

2. Secure Data Transmission with end-to-end encryption
3. Trust Assessment via Al or blockchain

4.
5

Real-Time Intrusion Detection at edge nodes

Privacy-Preserving Data Analytics

Table 2: Security and Trust Framework Integration

Component Technique Purpose
Authentication ECC, Certificate-based Device legitimacy
Communication DTLS, MQTT-S, TLS Data integrity and confidentiality
Trust Evaluation || Blockchain, Al-based, Reputation Device reliability

Intrusion Detection ML-based IDS Anomaly detection
Privacy Differential Privacy, Homomorphic Sensitive data protection

APPLICATIONS OF SECURE EDGE-IOT SYSTEMS

1.

Smart Healthcare: Real-time patient monitoring with encrypted data ensures privacy and
secure access by authorized personnel.

Industrial Automation: Edge-based anomaly detection prevents system failures and
protects intellectual property.

Smart Cities: Traffic management, energy distribution, and public safety systems rely on
secure and trustworthy data.

Autonomous Vehicles: Vehicle-to-edge communication requires low-latency secure

protocols and trustworthy decision-making nodes.

OPEN RESEARCH CHALLENGES

Lightweight Security Algorithms: Developing secure yet energy-efficient cryptographic
solutions for constrained 10T devices.
Dynamic Trust Management: Adaptive trust frameworks that respond to changing

network behavior and new attack patterns.

198 Page 185-200 © MANTECH PUBLICATIONS 2025. All Rights Reserved



Journal of Intelligent Edge Devices and loT Systems
MANIECH Jent =49 Y

Publications Volume 1, Issue 3, September-December 2025

o Scalability: Managing security and trust across millions of heterogeneous devices.

e Interoperability: Ensuring standardized protocols across different vendors and edge
infrastructures.

e Al Robustness: Protecting Al-based security and trust mechanisms from adversarial

attacks.

FUTURE DIRECTIONS

e Quantum-Resistant Cryptography: Preparing Edge-loT systems for future quantum
threats.

o Edge-Al Collaboration: Leveraging collaborative Al across edge nodes for secure
anomaly detection and trust evaluation.

e Zero-Trust Architecture: Implementing continuous verification of device behavior,
reducing dependency on perimeters.

o Self-Healing Networks: Systems capable of autonomously recovering from attacks or

compromised nodes.

CONCLUSION

Edge-loT systems are central to the next generation of connected applications, offering low-
latency processing, real-time analytics, and reduced cloud dependency. However, securing
these systems and establishing trust among distributed, heterogeneous devices remains a
critical challenge. This review highlighted the current state-of-the-art techniques for securing
Edge-10T environments, including cryptographic protocols, trust management frameworks,
intrusion detection, and privacy-preserving methods. Emerging solutions like blockchain and
Al-enhanced trust systems show promise in building reliable and resilient networks. Future
research should focus on lightweight, scalable, and adaptive mechanisms to support secure and

trustworthy Edge-10T deployments across diverse domains.
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