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ABSTRACT
The rapid expansion of Internet of Things (10T) devices has created massive
amounts of distributed data generated at the network edge. Traditional cloud-
based machine learning requires sending raw data from devices to centralized
servers, which often leads to privacy risks, communication overhead, and
latency issues. Federated Learning (FL) has emerged as a promising solution
that allows collaborative model training without sharing raw data. In this
approach, edge devices train models locally and only model updates are
communicated to a central aggregator. This significantly improves data privacy
while reducing bandwidth usage. This paper reviews the concept of federated
learning and its application in privacy-preserving edge 10T networks. The study
discusses the architecture of FL-enabled 10T systems, working mechanism,
communication models, advantages, and practical applications in healthcare,
smart cities, and industrial 10T. Challenges such as communication cost, device
heterogeneity, security vulnerabilities, and model convergence are also
highlighted. In addition, recent research developments and possible future
directions are analyzed. The review shows that federated learning can be an
effective approach for building intelligent and secure edge 10T systems while

maintaining user privacy.
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INTRODUCTION

The Internet of Things (IoT) has become one of the most significant technological
developments in recent years. 10T devices such as sensors, wearable gadgets, smart appliances,
and industrial controllers continuously generate large volumes of data. These devices are
usually connected through networks and often rely on cloud computing platforms for data

processing and analytics.

However, the conventional cloud-centric model has several limitations. Transmitting raw data
from 10T devices to centralized servers can expose sensitive information, increase latency, and
consume large communication bandwidth. Privacy concerns are particularly serious in domains
such as healthcare monitoring, smart homes, and financial systems where user data must remain

confidential.

To address these issues, researchers have explored the concept of edge computing, where data
processing occurs closer to the data source rather than in remote data centers. Edge computing
reduces latency and improves real-time decision making. Yet training machine learning models

directly at the edge still faces the problem of limited data availability at individual devices.

Federated Learning (FL) provides an effective solution to this challenge. FL allows multiple
devices to collaboratively train a shared machine learning model while keeping their local data
private. Instead of transmitting raw data, each device computes model updates locally and

sends only these updates to a central server for aggregation.

This paradigm is particularly useful in edge 10T networks, where large numbers of devices
generate sensitive data. By integrating federated learning with edge computing, it becomes
possible to build intelligent distributed systems that protect privacy while still benefiting from

collective learning.

This paper reviews the principles, architecture, advantages, and challenges of federated
learning in privacy-preserving edge loT networks. It also discusses various application areas

and future research directions.

100 Page 99-119 © MANTECH PUBLICATIONS 2025. All Rights Reserved



Journal of Intelligent Edge Devices and loT Systems
MANIECH Jent =48 y
Publications Volume 1, Issue 2, May-August 2025

BACKGROUND OF EDGE I0T NETWORKS

Edge lIoT networks represent an evolution of the traditional Internet of Things architecture
where data processing is moved closer to the devices that generate the data. In these networks,
a large number of interconnected smart devices operate together to sense environmental
conditions, collect information, and communicate with other devices or servers. These devices
often include sensors, cameras, wearable devices, smart appliances, and industrial machines.
Many of them are equipped with small processors and wireless communication modules that

allow them to perform limited computing tasks.

Edge 1oT networks are widely deployed in several real-world environments. For example, in
smart homes, sensors monitor temperature, lighting, and security conditions. In smart cities,
I0T devices collect data about traffic flow, air pollution, energy usage, and public safety. In
industrial automation systems, sensors and controllers monitor equipment performance,
detect faults, and optimize manufacturing processes. Similarly, in healthcare monitoring
systems, wearable sensors track physiological signals such as heart rate, blood pressure, and

physical activity.

Traditionally, 10T systems follow a cloud-centric architecture. In this model, 10T devices
send the data they collect to centralized cloud servers through the internet. The cloud
infrastructure stores large volumes of data and performs complex data analytics or machine
learning tasks. Once the analysis is completed, results or predictions are transmitted back to

devices or applications.

Although this architecture provides strong computing power and storage capability, it also
introduces several limitations when dealing with large-scale 10T deployments. One of the most
significant concerns is data privacy. Many loT devices collect sensitive personal or
operational data. For instance, healthcare devices collect patient health records, while smart
home devices record personal living patterns. When such data is continuously transmitted to
remote cloud servers, there is a risk that sensitive information may be exposed, misused, or

intercepted during transmission.

Another important challenge is high latency. When data must travel from devices to distant

cloud data centers for processing, it introduces delays in communication. These delays may not
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be acceptable in applications that require real-time responses, such as autonomous vehicles,
industrial control systems, or emergency monitoring services. Even a small delay in decision

making may affect system performance or safety.

Bandwidth consumption is also a serious concern in large 10T networks. Millions of devices
may generate continuous streams of data, such as video feeds, sensor readings, and
environmental measurements. Transmitting all of this data to the cloud requires significant
network bandwidth. In many situations, the communication infrastructure may not be able to

handle such high data traffic efficiently.

Furthermore, security risks increase when large amounts of data are stored in centralized
locations. Cloud servers that store massive datasets can become attractive targets for cyber
attackers. If such servers are compromised, sensitive information from thousands or even
millions of devices may be exposed. This centralization creates a single point of failure within

the system.

To address these limitations, the concept of edge computing has been introduced. Edge
computing shifts part of the data processing and analysis tasks from centralized cloud servers
to nodes that are located closer to the data source. These nodes may include edge servers,
gateways, or even the 10T devices themselves. By processing data locally or near the device,

edge computing reduces the need for continuous communication with remote servers.

Edge servers can perform several important tasks such as data filtering, preprocessing,
aggregation, and sometimes even machine learning inference. For example, an edge gateway
in a smart traffic system may analyze video feeds from nearby cameras and detect traffic
congestion locally without sending the entire video stream to the cloud. This reduces both

communication cost and response time.

Another benefit of edge computing is improved system reliability. Since data processing
occurs closer to devices, the system can continue operating even when internet connectivity to
the cloud is temporarily unavailable. Local decision-making capabilities allow devices to

maintain basic functionality during network disruptions.
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Despite these advantages, training machine learning models directly on individual 10T devices
still presents several difficulties. Most 10T devices have limited computational resources,
including restricted processing power, memory, and battery capacity. Complex machine
learning algorithms, especially deep learning models, require significant computing resources

which may not be available on such devices.

Another limitation is data scarcity at individual nodes. A single 10T device usually collects
only a small portion of the overall data generated within the entire network. Training a reliable
machine learning model using such limited local data may lead to poor model performance or

overfitting.

In addition, data collected by different devices may vary in quality and distribution depending
on the device location, environment, or user behavior. This variability makes it difficult to build

generalized models if devices operate independently.

Federated learning provides an effective solution to these challenges by enabling collaborative
model training across multiple devices. Instead of sending raw data to a central server, each
device trains a local model using its own dataset. The device then sends only the learned model
parameters or gradients to a central aggregator. The server combines these updates from many
devices to produce a global model that benefits from the collective knowledge of the entire

network.

This approach preserves user privacy because raw data never leaves the device. At the same
time, it allows machine learning models to benefit from large distributed datasets without
requiring centralized storage. When integrated with edge computing infrastructure, federated
learning creates a powerful framework for building privacy-preserving intelligent 10T

systems.

Therefore, the combination of edge computing and federated learning is considered an
important direction for future 10T networks. It enables efficient data processing, improved
privacy protection, reduced communication overhead, and better scalability for large-scale

distributed systems.
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3. Concept of Federated Learning

Federated Learning (FL) is a distributed machine learning paradigm designed to enable
multiple devices or clients to collaboratively train a shared model while keeping their local data
private. Unlike traditional machine learning approaches where all training data is collected and
stored in a centralized server, federated learning allows data to remain on the local devices
where it is generated. Only the learned model parameters or updates are communicated to a

central server, which significantly reduces privacy risks and data exposure.

The concept of federated learning was originally introduced to address privacy issues in mobile
applications, particularly in services such as keyboard prediction and voice recognition
systems. Mobile devices generate a large amount of user-specific data that contains sensitive
personal information. Transferring this data to centralized servers for model training could
potentially violate user privacy. Federated learning was therefore proposed as a method to train

machine learning models directly on user devices without collecting raw data.

Since its introduction, federated learning has gained significant attention in various research
and industrial fields. It has become especially important in environments where data privacy,
data ownership, and communication efficiency are critical. As a result, federated learning has
been widely adopted in areas such as Internet of Things (loT), healthcare analytics, financial

services, and edge computing systems.

In federated learning, the training process is coordinated by a central server or aggregator. The
server maintains the global model, which represents the collective knowledge learned from all
participating devices. Instead of gathering data from devices, the server distributes the current
version of the global model to a set of selected clients. These clients may include mobile

devices, sensors, edge nodes, or other computing systems.

Once the global model is received, each participating device performs local training using its
own dataset. The local dataset remains stored on the device and is never transmitted outside
the device. During this phase, the device updates the model parameters by applying machine
learning algorithms such as stochastic gradient descent. Because each device trains the model
using its own unique dataset, the model learns diverse patterns that reflect different

environments or user behaviors.
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After the local training process is completed, each device sends the updated model parameters
or gradients back to the central server. Importantly, only the model updates are transmitted, not
the original training data. This significantly reduces the risk of exposing sensitive information.
The central server then performs an aggregation step, where it combines the updates received
from multiple devices to produce an improved global model. One commonly used aggregation
method is Federated Averaging (FedAvg), which calculates the weighted average of model
parameters from all participating devices. The weight assigned to each device is usually

proportional to the size of its local dataset.

Once the aggregation step is completed, the server distributes the updated global model back
to the participating devices. These devices then repeat the training process using the new model
parameters. This iterative cycle of local training and global aggregation continues for multiple

rounds until the model reaches a satisfactory level of performance or convergence.

This decentralized training strategy allows federated learning to leverage data from many
distributed sources without requiring centralized storage. As a result, organizations can
collaboratively train machine learning models while still maintaining control over their local

datasets.

Another important aspect of federated learning is that it can support large-scale distributed
networks consisting of thousands or even millions of devices. In practical implementations,
only a subset of devices may participate in each training round to reduce communication
overhead. Devices may also join or leave the training process dynamically depending on their

availability, network connectivity, or computational resources.

Federated learning also supports heterogeneous environments, where participating devices
may have different hardware capabilities, data volumes, and network conditions. Specialized
training strategies and scheduling algorithms are often used to manage this heterogeneity and

ensure efficient model training.

Key Characteristics of Federated Learning
Federated learning has several distinguishing characteristics that make it suitable for privacy-

sensitive distributed environments.
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1. Data Remains Local on Devices

One of the most important features of federated learning is that the raw data generated by
devices never leaves the device itself. Each client performs local model training using its own
dataset. This approach helps maintain user privacy and ensures that sensitive information
remains under the control of the data owner.

2. Model Parameters Are Shared Instead of Raw Data

Instead of transmitting large datasets to a central server, federated learning only shares model
updates such as gradients or weight parameters. These updates contain significantly less
information than raw datasets and require less communication bandwidth.

3. Collaborative Training Improves Model Accuracy

Although individual devices may only have limited data, federated learning allows the model
to benefit from knowledge gathered across many devices. The aggregation of model updates
from multiple sources helps improve the generalization ability and overall performance of the
global model.

4. Communication Efficiency Compared to Centralized Learning

Sending model updates instead of full datasets reduces network traffic. This is particularly
important in 10T networks where devices may operate with limited bandwidth or unstable
connections. Communication-efficient training protocols are often implemented to further
reduce transmission costs.

5. Support for Data Ownership and Regulatory Compliance

Many organizations are restricted by data protection regulations that prevent them from sharing
raw data with external entities. Federated learning allows organizations to collaborate on model
development without violating these regulations, since data remains locally stored.

6. Adaptability to Edge Computing Environments

Federated learning naturally complements edge computing systems. Edge devices can perform
local training tasks while edge servers coordinate communication and aggregation. This

integration enables intelligent decision-making close to the data source.

ARCHITECTURE OF FEDERATED LEARNING IN EDGE 10T

The architecture of federated learning in Edge I0T networks is designed to support distributed
machine learning while maintaining privacy and reducing communication overhead. In such
systems, a large number of 10T devices collaborate to train a common machine learning model

without sharing their raw data. Instead of relying completely on centralized cloud processing,
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the training process is distributed across multiple layers of the network.

A typical federated learning architecture for Edge loT systems consists of three main
components: 10T devices (clients), edge servers or gateways, and a central aggregation
server. These components work together to coordinate the training process and update the

global machine learning model.

1. 10T Devices (Client Nodes)

0T devices represent the lowest layer of the federated learning architecture. These devices are
responsible for collecting data from their surrounding environment and performing local model
training. Examples of such devices include sensors, wearable health monitors, smart home

appliances, mobile phones, surveillance cameras, and industrial machines.

Each 10T device maintains its own local dataset, which may contain sensitive information such
as personal health records, user behavior patterns, or operational data from industrial systems.
Because privacy is a major concern, this data is not transmitted outside the device.

In federated learning, each participating device receives the current version of the global model
from the server. The device then performs local training using its own dataset. During this
process, the model parameters are updated based on the local data. After the training step is
completed, the device sends only the updated model parameters or gradients to the next level

of the network, usually an edge server or directly to the central server.

However, 10T devices typically have limited resources such as processing power, storage
capacity, and battery life. Because of these limitations, lightweight machine learning models
or optimized training algorithms are often used in federated learning systems designed for 10T

environments.

Another challenge at this layer is device heterogeneity. Different devices may have varying
hardware capabilities, network speeds, and data sizes. As a result, some devices may complete
training faster than others. Efficient scheduling and client selection strategies are often
implemented to handle these variations.
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2. Edge Servers or Gateways

Edge servers form the intermediate layer between 10T devices and the central cloud server.
These servers are usually located closer to the devices in the network, such as at base stations,
routers, or local computing nodes. Their main purpose is to reduce communication cost and

support efficient coordination among devices.

Edge servers perform several important functions in federated learning systems. First, they
manage communication between the large number of 10T devices and the central server.
Instead of every device sending updates directly to the cloud, the edge server can collect

updates from nearby devices and forward them to the central server.

Second, edge servers may perform partial aggregation of model updates. In hierarchical
federated learning architectures, the edge server aggregates model updates from multiple
devices within a local region. This aggregated update is then sent to the central server. By
reducing the number of transmissions, this approach significantly lowers communication

overhead and network congestion.

Third, edge servers may also handle data preprocessing and filtering tasks. For example,
they may remove redundant information, detect anomalies in updates, or ensure that the

transmitted model parameters meet certain quality requirements.

Another advantage of edge servers is their ability to provide low-latency computing services.
Because they are located closer to 10T devices than cloud servers, they can respond faster to
local processing requests. This feature is particularly important in applications such as real-

time monitoring systems, autonomous vehicles, and industrial automation.

In some implementations, edge servers may also perform model inference tasks using the
trained global model. This allows devices to obtain predictions quickly without communicating

with distant cloud servers.

3. Central Aggregation Server
The central aggregation server represents the highest level of the federated learning

architecture. This server is responsible for maintaining and updating the global machine
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learning model. It coordinates the training process by selecting participating devices,

distributing model parameters, and aggregating updates received from clients.

At the beginning of the training process, the central server initializes a global model and
distributes it to participating devices or edge servers. After local training is performed by the

devices, the server collects the updated model parameters from multiple sources.

The main task of the central server is model aggregation. During this stage, the server
combines the updates received from different devices to produce a new version of the global
model. One commonly used aggregation method is Federated Averaging, where the server
calculates the weighted average of model parameters based on the number of training samples
at each device.

Once the aggregation process is completed, the updated global model is distributed again to
the participating devices for the next training round. This iterative training process continues
until the model performance reaches a desired level.

The central server also performs several management functions such as:
e Selecting which devices participate in each training round

e Monitoring training progress and model performance

e Handling communication scheduling

e Detecting malicious or faulty model updates

Because the central server coordinates the entire training process, it plays a critical role in

ensuring system reliability and efficiency.

4. Hierarchical Federated Learning Architecture
In large-scale 10T systems, a hierarchical federated learning architecture is often used to
improve scalability. In this structure, multiple edge servers perform local aggregation before

sending updates to the central server.

This multi-level architecture reduces network traffic and improves system efficiency,

especially when thousands of 10T devices are involved. It also allows local models to adapt to
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regional data patterns before contributing to the global model.

5. Interaction Between Components

The interaction between IoT devices, edge servers, and the central server follows a cyclic
process. First, the global model is distributed from the central server to edge servers and then
to 10T devices. Next, devices perform local training using their private datasets. The resulting
model updates are sent to the edge servers, which may perform intermediate aggregation.
Finally, the aggregated updates are transmitted to the central server, where the global model is

updated.

This layered communication structure ensures efficient training while minimizing data transfer

and preserving user privacy.

Overall, the architecture of federated learning in Edge IoT networks provides a practical
framework for distributed machine learning. By combining the computational capabilities of
edge servers with the collaborative training of 10T devices, this architecture enables intelligent
and privacy-aware 10T systems that can operate efficiently in large-scale distributed

environments.
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COMPONENTS OF FEDERATED LEARNING ARCHITECTURE IN EDGE 10T

In federated learning systems designed for Edge I0oT environments, the overall architecture is
usually composed of several interconnected layers. Each layer performs specific functions that
help enable distributed model training while maintaining privacy and reducing network load.
The three most important components in this architecture are 10T devices, edge gateways, and
the central aggregation server. These components interact continuously during the federated

learning process to train and update a shared global model.

1. 10T Devices

10T devices form the foundation layer of the federated learning system. These devices are
responsible for sensing environmental data, storing local datasets, and performing local
machine learning training. Examples of 10T devices include temperature sensors, wearable
fitness trackers, smartphones, smart home appliances, industrial sensors, surveillance cameras,

and connected vehicles.

Each device collects data from its surrounding environment based on its functionality. For
example, a wearable device may collect health-related information such as heart rate, body
temperature, or physical activity levels. Similarly, industrial sensors may monitor machine
vibrations, pressure levels, or equipment temperature. Over time, these devices accumulate

large amounts of data that can be useful for training machine learning models.

In traditional machine learning systems, this data would be transmitted to centralized cloud
servers for training. However, in federated learning, the data remains stored locally on the
device to protect privacy. Instead of sending raw data, each device performs local model

training using its own dataset.

During the training phase, the device downloads the latest version of the global model from the
server. The device then updates the model parameters by applying training algorithms such as
gradient descent on its local data. Once the local training process is completed, the device sends

only the model updates (for example, weight parameters or gradients) back to the server.

This approach ensures that sensitive information such as personal behavior patterns, health

records, or location data never leaves the device. As a result, the risk of privacy breaches is
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significantly reduced.

However, 10T devices often face several limitations. Many devices have limited
computational power, small memory capacity, and restricted battery life. These
constraints make it difficult to run complex machine learning algorithms directly on the device.
To address this issue, researchers often design lightweight models or optimize training

algorithms for resource-constrained environments.

Another challenge is device heterogeneity. Different 10T devices may have different
processing speeds, storage capacities, and network conditions. Some devices may participate
frequently in training rounds, while others may contribute less due to hardware limitations or
connectivity issues. Efficient federated learning systems must account for these differences

when coordinating training tasks.

Despite these limitations, 10T devices play a critical role in federated learning systems because
they provide the distributed data sources required for collaborative model training.

2. Edge Gateways

Edge gateways represent the intermediate layer in the federated learning architecture. These
gateways act as communication bridges between large numbers of 10T devices and the central
server. They are usually deployed at network edges such as routers, base stations, or local

computing nodes.

One of the main roles of edge gateways is to coordinate communication between devices
and the central server. In large 10T networks, thousands or even millions of devices may be
connected. If every device sends model updates directly to the central server, it may cause
network congestion and high communication delays. Edge gateways help manage this

communication more efficiently.

Edge gateways collect model updates from nearby 10T devices and organize them before
sending them to the central server. In some cases, they may also perform preliminary
aggregation of model updates. This means that updates from multiple devices are combined

locally at the edge gateway before being transmitted to the central server.
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This process significantly reduces communication overhead and bandwidth consumption.
Instead of sending hundreds of individual updates to the cloud, a single aggregated update can

be transmitted. This is particularly beneficial in networks with limited bandwidth.

Another important function of edge gateways is data preprocessing and filtering. They can
detect abnormal model updates, remove corrupted data, or verify the integrity of received

information. This helps improve the reliability of the federated learning system.

Edge gateways may also perform local model inference tasks. For example, an edge gateway
in a smart traffic monitoring system may analyze traffic patterns using the trained model and
provide real-time decisions without contacting the cloud server. This capability improves

system responsiveness and reduces latency.

Additionally, edge gateways can support resource management and scheduling. They may
select which 10T devices participate in each training round based on factors such as device
availability, computational capacity, or network connectivity.

By performing these functions, edge gateways help balance the workload between devices and

the central server while improving overall system efficiency.

3. Central Aggregation Server
The central aggregation server forms the top layer of the federated learning architecture. This
server is responsible for coordinating the entire training process and maintaining the global

machine learning model.

At the beginning of the training process, the server initializes a global model and distributes it
to participating devices or edge gateways. After the devices perform local training, they send

their updated model parameters to the server, either directly or through edge gateways.

The main task of the central server is model aggregation. In this step, the server combines the
updates received from multiple devices to produce an improved version of the global model.
The most widely used aggregation method is Federated Averaging, where the server
calculates the weighted average of model parameters based on the amount of data used by each

device during training.
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After aggregation is completed, the server updates the global model and distributes it back to
the participating devices. This updated model contains knowledge learned from multiple data

sources across the network.

The training process then continues for several rounds until the model achieves satisfactory

accuracy or convergence.

In addition to aggregation, the central server performs several other important functions:

e Participant Selection: Selecting which devices participate in each training round.

e Model Monitoring: Evaluating model performance and tracking convergence.

e Security Management: Detecting malicious model updates or abnormal behaviors from
devices.

e Communication Coordination: Scheduling training rounds and managing network

communication.

The central server may be located in a cloud data center with powerful computational resources
and large storage capacity. Because of its strong processing capabilities, it can efficiently

handle model aggregation tasks involving thousands of devices.

However, the system must also ensure that the server does not gain access to sensitive
information through model updates. Therefore, techniques such as secure aggregation and

differential privacy are often used to further enhance data protection.

WORKING MECHANISM OF FEDERATED LEARNING

The federated learning training process typically follows several iterative steps.

e Step 1: Global Model Initialization

The central server initializes a machine learning model and distributes it to participating
devices.

e Step 2: Local Training

Each device trains the model using its own local dataset. The training process occurs
independently at each device.

e Step 3: Model Update Transmission

After local training, devices send updated model parameters (such as weights or gradients) to
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the central server.

e Step 4: Model Aggregation

The server combines the received updates using aggregation algorithms such as Federated
Averaging.

e Step 5: Global Model Update

The aggregated model is sent back to devices for the next training round.

This iterative process continues until the model reaches acceptable performance.
PRIVACY PRESERVATION IN FEDERATED LEARNING
Privacy protection is the major advantage of federated learning. Since raw data never leaves

the device, the risk of data leakage is reduced.

However, model updates may still reveal some information about local data. To address this,

additional privacy techniques are often used.

Table 1: Privacy Techniques Used in Federated Learning

Technique Description
Differential Privacy Adds noise to model updates to prevent data inference
Secure Aggregation Encrypts updates before sending them to the server
Homomorphic Encryption Allows computation on encrypted data
Blockchain Integration Provides secure and transparent model update records

These techniques help strengthen privacy protection in federated systems.

APPLICATIONS OF FEDERATED LEARNING IN EDGE 10T

1. Healthcare Monitoring

Wearable devices and medical sensors generate sensitive patient data. Federated learning
enables collaborative training of diagnostic models without sharing personal health

information.
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For example, hospitals can train disease prediction models across multiple institutions without

transferring patient records.

2. Smart Cities
Smart city infrastructure uses sensors for traffic monitoring, environmental sensing, and public
safety. Federated learning allows city departments to share knowledge while keeping local data

private.

Traffic prediction models can be improved using data from different regions without

centralizing all traffic information.

3. Industrial 1oT
Industrial systems use sensors to monitor equipment performance and detect faults. Federated
learning allows multiple factories to train predictive maintenance models while keeping

operational data confidential.

This approach is useful for companies that do not want to expose sensitive industrial data.

4. Smart Homes
Smart home devices such as voice assistants and security cameras collect personal data.
Federated learning enables these devices to improve machine learning models without sending

user data to cloud servers.

ADVANTAGES OF FEDERATED LEARNING FOR EDGE 10T

Federated learning offers several advantages when integrated with edge computing
environments.

1. Improved Data Privacy

Since raw data remains on local devices, privacy risks are significantly reduced.

2. Reduced Communication Overhead

Instead of sending large datasets, only model updates are transmitted.

3. Scalability

Federated learning can support thousands or millions of devices participating in collaborative

training.
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4. Personalized Models
Devices can adapt the global model to their local environment.
5. Lower Latency

Processing at the edge reduces the delay associated with cloud communication.

CHALLENGES IN FEDERATED LEARNING FOR 10T

Despite its advantages, federated learning still faces several technical challenges.

Device Heterogeneity

0T devices vary in computing power, memory, and battery capacity. This makes it difficult to
maintain consistent training performance across devices.

Communication Constraints

Frequent communication between devices and servers can consume bandwidth and energy.
Non-11D Data Distribution

Data across different devices may follow different distributions, which can affect model

convergence.

Security Threats
Malicious participants may send poisoned model updates that corrupt the global model.
Limited Resources

Many loT devices have limited processing capability, which restricts complex model training.

FUTURE RESEARCH DIRECTIONS

Research in federated learning for 10T networks is rapidly evolving. Several promising
directions can be explored in future studies.

Integration with 6G networks

Future communication networks may provide ultra-low latency connectivity for federated
systems.

Hierarchical Federated Learning

Using multiple levels of aggregation such as device, edge, and cloud layers can reduce
communication overhead.

Energy-Efficient Training

Developing algorithms optimized for low-power 10T devices is an important research area.
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Blockchain-based Federated Learning

Blockchain technology can improve security and transparency in model update sharing.
Adaptive Federated Algorithms

Algorithms that handle heterogeneous data and devices more efficiently are still under

development.

CONCLUSION

Federated learning has emerged as an important technology for enabling privacy-preserving
machine learning in edge 10T networks. By allowing devices to collaboratively train models
without sharing raw data, federated learning significantly reduces privacy risks and
communication overhead. The integration of federated learning with edge computing enables

intelligent distributed systems capable of real-time decision making.

This review discussed the architecture, working mechanism, advantages, and applications of
federated learning in 10T environments. The technology has strong potential in areas such as
healthcare monitoring, smart cities, industrial automation, and smart homes. However, several
challenges including communication cost, device heterogeneity, and security threats still need

further research.

Future advancements in communication networks, cryptographic techniques, and adaptive
learning algorithms are expected to enhance the efficiency and security of federated learning
systems. With continuous development, federated learning may become a key component in

building secure and intelligent 10T ecosystems.
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