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ABSTRACT
With the rapid growth of the Internet of Things (IoT), billions of connected
devices are generating massive volumes of data. Processing this data efficiently
while maintaining low energy consumption is a significant challenge, especially
for resource-constrained loT devices. Edge computing, which brings
computation closer to the data source, has emerged as a promising solution to
mitigate latency, reduce network bandwidth, and enhance privacy. However,
energy consumption at the edge remains a critical concern. This paper presents
a comprehensive review of energy-efficient edge computing architectures
designed for 10T devices. We analyze various strategies, including lightweight
hardware design, energy-aware task scheduling, model compression
techniques, and adaptive resource allocation. Additionally, we explore hybrid
architectures that integrate fog, cloud, and edge layers for optimal energy
utilization. The paper also discusses future research directions in energy-
efficient loT-edge integration, aiming to provide a roadmap for the development

of sustainable 10T ecosystems.
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INTRODUCTION

The rise of 10T has transformed traditional computing paradigms by connecting everyday
devices, sensors, and embedded systems to the internet. From smart homes and industrial
automation to healthcare monitoring, 10T devices are becoming ubiquitous. However, these
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devices are often limited in terms of computation, memory, and battery life. Processing 10T
data in centralized cloud servers can lead to high latency, excessive bandwidth usage, and

privacy risks.

Edge computing addresses these issues by performing computations near the data source.
Edge nodes, such as gateways, micro-servers, or even loT devices themselves, can process data
locally before sending summaries to the cloud. This reduces latency and improves
responsiveness. Despite these advantages, energy consumption at the edge is a critical factor

since many devices are battery-powered or deployed in energy-constrained environments.

This paper reviews various energy-efficient edge computing architectures tailored for 1oT
applications. The focus is on hardware design, task offloading strategies, Al model
optimization, and hybrid architectures integrating fog and cloud layers. We aim to provide

researchers and practitioners with insights into designing sustainable edge-10T systems.

ENERGY CHALLENGES IN EDGE IOT SYSTEMS

Energy efficiency is one of the primary constraints in the design and deployment of loT
systems, especially when integrated with edge computing. 10T devices are often battery-
powered or energy-constrained, while edge nodes—although more capable—also have finite
power budgets. Understanding the energy challenges is critical for developing sustainable and
high-performance loT-edge architectures. Energy consumption in these systems is

influenced by several interconnected factors, discussed in detail below.

1. Computational Load

loT-edge systems increasingly rely on Al and machine learning models for data analytics,

anomaly detection, and decision-making. Complex computations require substantial

processing power, which directly translates into higher energy consumption. Key points
include:

e Al Inference at the Edge: Edge devices may perform inference using lightweight neural
networks. Even small convolutional or recurrent networks require multiple matrix
multiplications, consuming significant CPU/GPU cycles.

e Real-Time Processing: Applications such as autonomous vehicles, industrial monitoring,

or smart healthcare demand real-time decision-making. The need for low-latency
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processing often prevents offloading to the cloud, forcing local or edge computation and
increasing energy usage.

e Example: A surveillance camera performing local object detection using a deep learning
model may consume 3-5 Watts continuously, which is substantial for battery-operated

devices.

Mitigating strategies include model compression, hardware accelerators, and task

scheduling, which we discuss in later sections.

2. Data Transmission

Data transmission between devices, edge nodes, and cloud servers is often more energy-

intensive than computation itself. Factors affecting energy usage include:

e Wireless Communication Protocols: 10T devices use Wi-Fi, LTE, LoRaWAN, or Zigbee.
Each protocol has different energy profiles. For instance, Wi-Fi consumes higher energy
per bit than LoRaWAN, making frequent cloud transmissions costly.

e Data Volume: High-resolution sensors (e.g., video or LIDAR) generate large data streams.
Continuous transmission of raw data can drain battery quickly.

e Network Conditions: Poor network quality or interference increases retransmissions,

further consuming energy.

Example: In a smart factory, sending raw vibration sensor data at 1 Mbps continuously to the
cloud could consume up to 50-60% of an IoT device’s daily energy budget, whereas
preprocessing at the edge can reduce transmission volume by 70-80%.

Energy-aware strategies include data aggregation, compression, event-driven transmission,

and hierarchical offloading.

3. Idle Power

Even when 10T devices are not actively processing or transmitting data, they consume energy

to maintain network connectivity, synchronization, and readiness.

e Standby Consumption: Microcontrollers and sensors often maintain clocks, listen for
incoming events, or stay ready for interrupts.

e Periodic Wake-Up: Devices periodically wake from sleep mode to check for messages or
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update firmware. Frequent wake-ups increase cumulative energy consumption.

Example: A temperature sensor in a smart home may consume 0.5-1 mW during idle
periods, which seems small individually, but over millions of devices, it becomes a significant

energy cost.

Optimizations include dynamic sleep scheduling, low-power modes, and duty cycling to

reduce idle power without compromising responsiveness.

4. Heterogeneous Devices

IoT networks typically consist of heterogeneous devices with varying energy profiles,

computational capabilities, and communication technologies:

e Sensors: Often simple devices with very limited processing and battery capacity.

e Edge Nodes / Gateways: More capable devices with higher energy budgets but still
constrained compared to cloud servers.

e Microcontrollers vs. Single-Board Computers (SBCs): Different architectures (e.g.,
ARM Cortex-M vs. Raspberry Pi) have diverse power-performance characteristics.

Challenges arising from heterogeneity include:

1. Task Allocation: Deciding which device should process a task requires knowledge of
energy cost and computational capacity.

2. Energy Balancing: Uneven task distribution may deplete weaker devices faster, reducing
overall system lifetime.

3. Communication Overhead: Devices using different protocols may introduce additional

energy costs for bridging and synchronization.

Example: In a smart agriculture scenario, soil moisture sensors (low power) send data to a
solar-powered edge node, which then performs aggregation and Al inference. The energy cost
at each layer varies, requiring careful energy-aware task scheduling to maximize system

efficiency.
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Table 1: Energy Consumption Factors in Edge 10T Devices

Factor Description Impact on Energy
Computation Processing of raw sensor data or ML models High
Communication Wireless transmission to edge/cloud High
Idle States Devices waiting for tasks or network events Medium
Hardware Efficiency||Processor architecture, battery, and memory usage|| Medium-High

ENERGY-EFFICIENT EDGE COMPUTING ARCHITECTURES

Energy-efficient edge computing architectures aim to maximize computation performance
while minimizing energy consumption in loT-edge systems. These architectures integrate
hardware, software, and networking strategies to ensure that 10T devices, edge nodes, and cloud
servers operate sustainably. The energy efficiency of an edge system depends on several
components: hardware optimization, intelligent task offloading, scheduling algorithms,

and adaptive resource management.

1. Lightweight Hardware Design

Hardware is the foundation of energy-efficient edge computing. Optimized edge devices

reduce energy consumption while supporting essential processing tasks locally, thereby

minimizing reliance on energy-intensive cloud communications. Key approaches include:

a) Low-Power Microcontrollers (MCUs):

e Description: MCUs like the ARM Cortex-M series are designed for ultra-low power
consumption, supporting essential 10T operations such as data acquisition, preprocessing,
and lightweight computations.

e Benefits: Minimal energy overhead, long battery life, and suitability for distributed sensor
networks.

e Example: A Cortex-M4 MCU can run sensor data filtering and simple anomaly detection

for months on a coin-cell battery, making it ideal for remote monitoring systems.

b) Energy-Efficient System-on-Chip (SoC):
e Description: SoCs integrate CPU cores, memory, communication modules, and peripheral
interfaces on a single chip. This reduces inter-chip communication energy, which is often

significant in traditional multi-chip designs.
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Benefits: Compact design, reduced latency, lower energy per computation, and support for
moderate Al workloads.
Example: Raspberry Pi Compute Module or NVIDIA Jetson Nano SoC is widely used in

edge Al for smart cameras and industrial 10T devices.

Specialized Al Accelerators:

Description: TPUs, NPUs, and other Al accelerators are designed specifically for matrix
computations, which dominate neural network operations.

Benefits: Compared to general-purpose CPUs, accelerators reduce energy consumption for
inference by 3-10x, allowing deep learning models to run efficiently on edge devices.
Example: Edge TPUs deployed in smart cameras or wearable devices enable real-time

image recognition with minimal power usage.

Overall Impact:

By designing hardware that is tailored for the 10T workload, devices can process data locally,

reduce communication overhead, and significantly extend battery life. Lightweight hardware

is particularly critical in remote or inaccessible deployments where frequent maintenance is

impractical.

2. Task Offloading and Scheduling
Even with optimized hardware, energy efficiency is strongly influenced by where and how

tasks are executed across the loT-edge-cloud hierarchy. Intelligent task offloading and

scheduling help balance computation, communication, and energy consumption.

a)

Local Processing (10T Devices)

Description: Tasks executed on the loT device itself, such as sensor data filtering,
threshold detection, or lightweight inference.

Energy Implications: Saves energy that would be spent on wireless communication but
may increase computational energy.

Use Case Example: A wearable heart-rate monitor locally detects irregular pulses and

generates an alert without sending continuous data to a cloud server.
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b) Edge Offloading

e Description: Moderate-complexity tasks are offloaded to nearby edge nodes (gateways,
micro-servers) that have higher processing capabilities than 10T devices.

e Energy Implications: Reduces computation energy on the 10T device and avoids sending
raw data to the cloud. Edge nodes typically consume more energy per computation than
loT devices but far less than cloud data centers.

e Use Case Example: Smart traffic cameras preprocess video streams at edge nodes to detect

incidents locally, sending only relevant event data to the cloud.

¢) Cloud Offloading

e Description: Resource-intensive tasks, like deep learning model training, historical
analytics, or large-scale aggregation, are offloaded to cloud servers.

e Energy Implications: Offloading reduces local and edge energy consumption but incurs
network transmission energy. Optimizing which tasks go to the cloud is essential to avoid
unnecessary energy use.

e Use Case Example: Training predictive maintenance models using historical machine

sensor data collected from multiple factories globally.

Energy-Aware Scheduling Algorithms

Scheduling algorithms ensure that tasks are assigned to the most suitable layer based on
multiple criteria:

e Device Capacity: Devices with more computation resources handle heavier tasks.

e Battery Level: Tasks are offloaded from devices with low battery to preserve longevity.
e Latency Requirements: Real-time tasks are prioritized for local or edge execution.

e Network Conditions: High-latency or unstable connections favor local processing.

Example Scheduling Strategy:
1. Classify tasks as lightweight, medium, or heavy.
2. Assign lightweight tasks to 10T devices, medium to edge nodes, and heavy to cloud.

3. Dynamically adjust assignments based on real-time battery and network status.

This strategy reduces overall energy consumption, maintains responsiveness, and ensures
system reliability.
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Figure 1: Hierarchical Task Offloading in Edge 10T Systems

3. Model Compression for Al at the Edge

Acrtificial Intelligence (Al) and Machine Learning (ML) are increasingly deployed at the edge
for applications such as anomaly detection, object recognition, predictive maintenance,
and smart surveillance. While edge Al enables low-latency decisions, deploying large deep
learning models on resource-constrained 10T devices presents significant challenges:

e Limited memory and storage capacity.

e Low computational power (CPU/GPU constraints).

e Restricted energy budgets, especially in battery-powered devices.

To overcome these limitations, model compression techniques have been widely adopted.
These methods reduce the size and complexity of neural networks without significant loss in

accuracy, thus lowering energy consumption.
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a)

b)

Pruning

Concept: Pruning removes redundant or less important weights, neurons, or filters from a

neural network.

Types of Pruning:

e Weight Pruning: Eliminates connections with negligible weight values.

e Neuron/Filter Pruning: Removes entire neurons or convolutional filters that
contribute little to the output.

Energy Impact: Fewer computations mean lower CPU/GPU cycles, which translates into

reduced energy consumption.

Example: Pruning a convolutional neural network for image classification can reduce

parameters by 50-70%, while maintaining 95-98% of original accuracy.

Quantization

Concept: Quantization converts high-precision data (32-bit floating-point numbers) to

lower precision (8-bit integers, 16-bit floating points) for weights and activations.

Benefits:

e Reduced memory footprint.

e Lower energy per computation because integer operations consume less power than
floating-point operations.

e Accelerates inference on hardware that supports integer arithmetic (common in edge
Al accelerators).

Example: A MobileNet model quantized from 32-bit to 8-bit reduces memory usage by

~75% and achieves 2—-4x energy efficiency gain during inference.

Knowledge Distillation

Concept: Knowledge distillation trains a smaller student model to mimic the predictions

of a larger, well-trained teacher model.

Benefits:

e The student model retains most of the teacher’s predictive power with fewer
parameters.

e Reduces both memory and computation, making it suitable for low-power devices.

Use Case: A large ResNet-50 model can teach a compact MobileNetV2 student model for
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edge-based object detection, reducing energy use while maintaining high accuracy.

4. Energy-Aware Resource Allocation

Edge nodes often handle multiple 10T devices simultaneously. Without efficient resource

management, CPU, memory, and communication resources can be overutilized, leading to

energy hotspots and rapid battery drain. Energy-aware resource allocation techniques are

essential for sustainable edge computing.

a)

b)

Adaptive Voltage and Frequency Scaling (DVFS)

Concept: DVFS dynamically adjusts the voltage and clock frequency of processors based
on the workload.

Energy Implications: Lowering voltage/frequency during low workloads reduces
dynamic power consumption, as energy is roughly proportional to V2-fV~2 \cdot fV2-f
(voltage squared times frequency).

Example: A gateway processing intermittent sensor data can reduce CPU frequency during

idle intervals, saving 20-40% of energy compared to constant high-frequency operation.

2. Dynamic Sleep Scheduling

Concept: 10T devices or edge nodes enter low-power sleep or standby mode during idle
periods.

Implementation:

e Schedule periodic sleep based on traffic patterns.

e Wake up for scheduled tasks or triggered events.

Energy Implications: Sleep modes drastically reduce idle power consumption, which is
crucial for battery-operated devices.

Example: In a smart home, temperature sensors remain in sleep mode and wake every 5

minutes to record measurements, achieving months of battery life.

3. Load Balancing Across Edge Nodes
Concept: Computational tasks are distributed across multiple edge nodes to prevent
overloading a single node, which would increase energy consumption and degrade

performance.
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e Benefits:
e Reduces peak power consumption on individual nodes.
e Ensures even energy utilization across the network.

e Use Case: In a smart factory, multiple edge servers collaboratively process sensor data
from hundreds of machines. Load balancing prevents energy hotspots and improves system

reliability.

HYBRID EDGE-FOG-CLOUD ARCHITECTURES

The rapid growth of 10T applications has resulted in massive volumes of data that need to be
processed efficiently and with minimal energy consumption. While edge computing reduces
latency by processing data close to the source, and cloud computing provides virtually
unlimited computational resources, neither alone can fully meet the diverse requirements of

modern 10T systems.

Hybrid architectures, integrating edge, fog, and cloud layers, offer a comprehensive solution
by balancing latency, energy consumption, and computational capacity. This multi-layered
approach ensures that tasks are executed in the most suitable layer according to their urgency,

complexity, and energy constraints.

1. Edge Layer

e Role: The edge layer is the closest to 10T devices, consisting of gateways, micro-servers,
or even capable 10T devices themselves.

e Functionality:
e Performs low-latency processing for real-time applications.
e Handles energy-efficient computation to reduce unnecessary transmissions to the fog

or cloud.

e Supports lightweight Al inference, filtering, and event detection.

e Energy Impact: By processing data locally, the edge layer significantly reduces energy
spent on long-range wireless transmissions and cloud communications.

e Example: In a smart home, motion detection cameras at the edge can immediately trigger

alerts, reducing the need to stream continuous video to the cloud.
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2. Fog Layer

Role: The fog layer operates between edge devices and the cloud, often deployed on

regional servers, routers, or dedicated fog nodes.

Functionality:

e Aggregates and preprocesses data from multiple edge nodes.

e Performs intermediate computation such as feature extraction, data compression, and
anomaly detection.

e Reduces network congestion by sending only processed or summarized data to the
cloud.

Energy Impact: Distributing tasks to the fog layer prevents overloading the cloud and

reduces energy spent on transmitting large raw datasets.

Example: In smart factories, multiple edge nodes monitoring machinery send aggregated

vibration and temperature features to a fog node for predictive maintenance modeling

before forwarding critical summaries to the cloud.

3. Cloud Layer

Role: The cloud layer consists of centralized data centers with high computational power

and massive storage.

Functionality:

e Handles heavy-duty computations, including training deep learning models and
performing large-scale analytics.

e Provides long-term data storage, backup, and historical analysis.

e Supports cross-regional insights by aggregating data from multiple fog nodes across
locations.

Energy Impact: Although cloud servers consume significant energy per computation, they

reduce the energy burden on edge and fog devices by offloading complex tasks. Efficient

hybrid task allocation ensures energy savings in the overall system.

Example: Training a deep learning model to predict traffic patterns across a city using

historical data collected from edge and fog nodes.
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Table 2: Comparison of Edge, Fog, and Cloud Layers

Layer Function Energy Impact Latency
Edge Local data processing Low-Medium Very Low
Fog Intermediate aggregation Medium Low

Cloud Heavy computation & storage High Medium

Hybrid architectures allow energy savings at the device level while leveraging cloud resources

for intensive tasks.

CASE STUDIES OF ENERGY-EFFICIENT EDGE ARCHITECTURES

1. Smart Home loT Systems

In smart homes, edge devices like gateways or home servers manage sensors, cameras, and
appliances:

e Local processing of motion detection reduces communication with cloud servers.

e Sleep scheduling of sensors during inactivity reduces energy consumption.

e Lightweight Al models run on edge gateways for security alerts.

2. Industrial 10T (I110T)

Factories and industrial plants often deploy edge nodes near sensors and machinery:

e Predictive maintenance models run locally to detect anomalies in machines.

e Hybrid edge-fog-cloud architecture reduces network load while maintaining real-time
response.

e Energy-aware scheduling ensures edge devices do not overheat or drain batteries.

FUTURE RESEARCH DIRECTIONS

1. Ultra-Low Power Edge Al: Development of energy-efficient Al accelerators for real-time
inference.

2. Adaptive Network Protocols: Energy-aware communication protocols for loT-edge
networks.

3. Blockchain-Enabled Edge Systems: Secure data management without compromising

energy efficiency.
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4. Self-Learning Energy Management: Al-driven resource allocation for edge devices
based on usage patterns.
5. Integration with Renewable Energy: Using solar-powered edge devices for sustainable

0T deployments.

CONCLUSION

Energy-efficient edge computing architectures are vital for the sustainable growth of loT
ecosystems. Through lightweight hardware, energy-aware task scheduling, model
compression, and hybrid edge-fog-cloud frameworks, energy consumption at the edge can be
significantly reduced without compromising performance. This paper provided an overview of
current techniques, architectures, and strategies to optimize energy usage in loT-edge systems.
Future research should focus on ultra-low-power Al, adaptive communication protocols, and

renewable energy integration to further enhance sustainability in large-scale 10T deployments.
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