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ABSTRACT 

The Internet of Things (IoT) has significantly transformed daily life, enabling 

smart homes, healthcare monitoring, and industrial automation. However, the 

massive proliferation of IoT devices has increased the attack surface, posing 

serious security and privacy threats. Edge computing, which processes data 

near the source rather than in centralized cloud servers, offers significant 

advantages in latency reduction, bandwidth optimization, and local decision-

making. Yet, integrating edge computing with IoT brings new security and 

privacy challenges due to resource constraints, heterogeneity of devices, and 

decentralized architecture. This paper presents a comprehensive review of 

security and privacy concerns in Edge IoT systems, analyzing existing solutions 

and highlighting open research issues. We also provide comparative tables of 

security mechanisms and propose future research directions for ensuring robust 

protection in Edge IoT ecosystems. 
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INTRODUCTION 

The rapid growth of IoT systems has led to billions of connected devices generating enormous 

amounts of data daily. Traditional cloud-based processing cannot handle the latency-sensitive 

applications such as autonomous vehicles, smart grids, and real-time healthcare monitoring 

efficiently. Edge computing addresses this limitation by bringing computation and storage 

closer to the IoT devices, thereby reducing network congestion, improving responsiveness, and  
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enabling local decision-making. 

 

Despite these benefits, Edge IoT systems face unique security and privacy challenges. Unlike 

centralized cloud systems, edge devices often have limited processing power and memory, 

making it difficult to implement complex security protocols. Additionally, the distributed 

nature of edge architectures introduces vulnerabilities in communication channels, data 

storage, and device authentication mechanisms. Malicious attackers can exploit these 

weaknesses to manipulate data, gain unauthorized access, or compromise user privacy. 

 

This paper aims to review recent research on security and privacy in Edge IoT systems. We 

focus on challenges, solutions, and open research directions, providing a comprehensive 

perspective for researchers and practitioners. 

 

LITERATURE REVIEW 

Several studies have examined security and privacy in IoT and edge computing domains. Table 

1 summarizes some notable research works. 

 

Table 1: Summary of Recent Research in Edge IoT Security 

Reference Focus Area Proposed Solution Limitations 

Li et al., 2022 Authentication 
Lightweight mutual 

authentication protocol 
Limited scalability 

Zhang et al., 

2021 
Data Privacy 

Homomorphic encryption 

for edge devices 
High computation overhead 

Chen et al., 

2020 

Intrusion 

Detection 

Edge-based anomaly 

detection using ML 
Needs large training datasets 

Singh et al., 

2019 

Secure 

Communication 

Blockchain for IoT edge 

networks 

High latency for resource-

constrained devices 

Kumar et al., 

2018 
Access Control 

Role-based access control 

at edge nodes 

Static policy may not adapt to 

dynamic environments 
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The literature shows that while many solutions exist, they often trade-off between security 

strength and computational efficiency. Lightweight security protocols, blockchain, and 

machine learning-based intrusion detection are frequently proposed approaches. However, 

challenges remain in scalability, adaptability, and privacy preservation. 

 

SECURITY CHALLENGES IN EDGE IOT SYSTEMS 

Edge IoT systems combine the pervasive connectivity of IoT devices with the decentralized 

computational power of edge computing. While this integration brings significant advantages 

in terms of low-latency responses and bandwidth optimization, it also introduces a wide range 

of security challenges. Unlike traditional cloud-based architectures, the edge introduces 

multiple points of vulnerability due to its distributed nature, heterogeneous devices, and limited 

resources. These challenges need careful consideration to ensure the robustness and reliability 

of Edge IoT systems. The following subsections discuss the major security challenges in detail. 

 

1. Distributed Architecture Vulnerabilities 

Edge computing shifts computation from centralized cloud servers to multiple distributed edge 

nodes, which may include gateways, micro data centers, or even local servers near IoT devices. 

While this decentralization reduces latency and network congestion, it also expands the attack 

surface significantly. 

 

Each edge node acts as a potential point of compromise. A malicious attacker gaining control 

over one node can manipulate data, disrupt communications, or spread malware to connected 

IoT devices. For example, in a smart healthcare network, if an edge node responsible for 

aggregating patient data is compromised, attackers could alter patient records or intercept 

sensitive medical information. 

 

Additionally, the decentralized nature of edge systems complicates monitoring and security 

enforcement. Unlike cloud systems, which have centralized security policies and monitoring 

tools, edge networks require distributed monitoring and synchronization of security protocols. 

Without proper coordination, attackers may exploit weak nodes to bypass security controls. 

Moreover, cascading failures can occur when one compromised node influences other nodes, 

potentially leading to systemic vulnerabilities. 
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2. Resource-Constrained Devices 

Many IoT devices connected to the edge are designed for specific tasks, such as sensors, 

actuators, or wearable health monitors. These devices often have limited processing power, 

memory, and battery life. While edge computing can offload some computation, these devices 

still need to handle authentication, encryption, and basic communication security. 

 

Traditional cryptographic algorithms like AES-256 or RSA-2048 require considerable 

computational resources and energy, making them unsuitable for low-power IoT devices. 

Consequently, attackers can exploit these constraints by launching lightweight malware or 

denial-of-service (DoS) attacks. For instance: 

 Malware injection: A vulnerable sensor can be infected to manipulate collected data 

before it reaches the edge node. 

 DoS attacks: Attackers can flood resource-limited devices with requests, exhausting their 

energy or memory and causing service disruption. 

 Unauthorized access: Weak authentication mechanisms, such as default passwords or 

unprotected communication ports, make devices easy targets. 

 

Addressing these vulnerabilities requires the development of lightweight, energy-efficient 

security solutions that balance performance with protection. 

 

3. Communication Security 

Edge IoT systems rely on continuous communication between devices, edge nodes, and 

sometimes cloud servers. These communications often occur over heterogeneous protocols, 

including MQTT, CoAP, HTTP, and 5G networks. Each protocol has its own security 

weaknesses, and ensuring secure communication across multiple protocols is challenging. 

 

Key risks include: 

 Man-in-the-middle (MITM) attacks: Attackers intercept data in transit and may alter or 

steal sensitive information. For example, an attacker on a smart grid network can 

manipulate power consumption data, causing incorrect billing or overloading of circuits. 

 Eavesdropping: Unauthorized entities may listen to unencrypted data transmissions, 

exposing private information such as location, medical records, or personal habits. 

 Replay attacks: Attackers capture legitimate data transmissions and replay them to the  
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system, potentially triggering repeated commands or falsifying device behavior. 

 

Implementing robust encryption and secure communication protocols is necessary but 

challenging, especially given the resource limitations of IoT devices. Lightweight protocols 

and optimized encryption mechanisms are often required to maintain security without causing 

significant latency or energy consumption. 

 

4. Physical Attacks 

Edge devices are frequently deployed in public or remote locations where physical security 

cannot be guaranteed. Unlike cloud servers in secure data centers, edge nodes may be exposed 

to direct human interaction. Physical attacks can take several forms: 

 Tampering: Attackers may modify hardware or firmware to introduce vulnerabilities or 

bypass security checks. For example, a tampered environmental sensor could report 

falsified data, affecting automated control systems. 

 Device theft: Stolen devices may allow attackers to extract stored data, cryptographic keys, 

or configuration details, compromising both the device and the network. 

 Side-channel attacks: Attackers can exploit physical characteristics such as power 

consumption, electromagnetic emissions, or timing information to infer sensitive data, 

including encryption keys. 

 

Securing devices against physical attacks often requires hardware-based protections, tamper-

evident packaging, and careful placement in controlled environments, which can be costly and 

difficult to implement for large-scale deployments. 

 

PRIVACY ISSUES IN EDGE IOT SYSTEMS 

Privacy is a critical concern in Edge IoT systems because the data collected often contains 

sensitive personal or organizational information. Unlike traditional cloud-based systems, edge 

computing allows data to be processed closer to the source, which reduces latency and 

bandwidth usage but also introduces additional privacy challenges. Improper handling of data 

at the edge can lead to severe consequences, including identity theft, unauthorized surveillance, 

and misuse of personal information. The following subsections describe the main privacy 

issues in detail. 
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1. Data Collection and Sharing 

IoT devices are inherently data-intensive. They continuously collect diverse types of 

information, ranging from environmental measurements (temperature, air quality) to personal 

data (health records, location, device usage patterns). Edge nodes typically aggregate and 

analyze this data to make local decisions or forward summaries to the cloud. 

 

However, this aggregation and sharing process can unintentionally expose sensitive 

information. Some key concerns include: 

 Unauthorized access: If edge nodes or gateways are compromised, attackers can gain 

access to large volumes of raw or processed data. For instance, a compromised smart meter 

node could reveal household electricity consumption patterns, which can indicate when 

occupants are home or away. 

 Excessive data sharing: Many applications share collected data with third-party services 

for analytics or advertising purposes. Without strong privacy controls, such sharing may 

violate user consent or regulatory requirements like GDPR. 

 Data retention risks: Edge devices often store temporary data before processing. Improper 

retention policies can lead to unnecessary exposure of sensitive information. 

 

Overall, while edge computing reduces the need to transmit all data to the cloud, it creates a 

localized privacy risk because more data resides in potentially less-secure edge environments. 

 

2. User Identity Exposure 

Many IoT applications require identification or authentication to provide personalized services. 

Weak or poorly implemented authentication mechanisms can lead to direct exposure of user 

identities. This is especially problematic in domains where privacy is paramount, such as: 

 Smart healthcare: Wearable health devices collect sensitive information like heart rate, 

glucose levels, or sleep patterns. If the identity of the user is linked to this data through 

weak authentication or improper anonymization, attackers can access private health 

records. 

 Home automation: Smart locks, cameras, and voice assistants may expose user habits or 

presence in the house. Attackers gaining access to such systems could identify daily 

routines, occupancy patterns, or even sensitive household conversations. 
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Even minimal leaks of identity information can enable further attacks such as phishing, targeted 

fraud, or stalking. Therefore, robust authentication mechanisms and identity protection 

strategies are critical for preserving privacy in Edge IoT systems. 

 

3. Inference Attacks 

One of the subtle but significant privacy risks in Edge IoT is inference attacks. Even when data 

is anonymized or aggregated, attackers can analyze patterns and correlations to deduce 

sensitive information about individuals. 

 Example in smart cities: Traffic sensors may only collect aggregated vehicle counts, but 

analyzing timestamps and movement patterns could allow attackers to deduce the route of 

a specific vehicle or commuting habits of residents. 

 Healthcare scenario: A smart wearable may transmit anonymized health metrics to an 

edge node. By analyzing trends over time, attackers could infer medical conditions, lifestyle 

habits, or even predict potential health risks. 

 Behavioral profiling: Edge nodes often collect repeated interaction data from devices. By 

linking behavioral patterns, attackers may reconstruct personal profiles, preferences, and 

routines without direct access to identifiable data. 

 

Inference attacks are especially challenging to mitigate because they exploit statistical 

correlations rather than direct data leakage. Solutions often involve advanced privacy-

preserving techniques such as differential privacy, data obfuscation, or secure multi-party 

computation. 

 

SECURITY SOLUTIONS FOR EDGE IOT SYSTEMS 

Edge IoT systems face complex security challenges due to device heterogeneity, limited 

resources, and distributed architecture. To mitigate these threats, researchers and practitioners 

have proposed a variety of security mechanisms. These solutions aim to protect data integrity, 

confidentiality, and availability while remaining suitable for resource-constrained devices. The 

main approaches include lightweight encryption, authentication protocols, blockchain 

integration, and intrusion detection systems. 

 

1. Lightweight Encryption 

Encryption is fundamental for securing data at rest and in transit. However, traditional  



    
 

 

63 Page 56-70 © MANTECH PUBLICATIONS 2025. All Rights Reserved 

 

Journal of Intelligent Edge Devices and IoT Systems 

Volume 1, Issue 1, January-April 2025  

 

 
algorithms like AES-256 or RSA-2048 can be computationally intensive, consuming excessive 

energy and memory on small IoT devices. This makes them impractical for many edge IoT 

applications. 

 

Lightweight encryption algorithms have been developed to address these constraints. Some 

widely used approaches include: 

 PRESENT: A block cipher designed for low-power devices. It offers 80-bit key encryption 

and is highly efficient for small embedded systems. 

 SPECK: A lightweight cipher from the NSA that balances performance and security. It 

can be implemented with minimal memory and low computational overhead. 

 Elliptic Curve Cryptography (ECC): ECC provides strong security with smaller key 

sizes compared to RSA, making it ideal for devices with limited resources. For example, a 

256-bit ECC key offers similar security to a 3072-bit RSA key. 

 

Advantages: 

 Reduced computational and memory requirements. 

 Longer battery life for IoT devices. 

 Feasible for real-time applications where latency is critical. 

 

Limitations: 

 Generally provides lower security margins compared to full-scale cryptography. 

 Susceptible to attacks if not implemented carefully (e.g., side-channel attacks). 

 

Example Workflow: 

1. IoT device encrypts data using a lightweight algorithm. 

2. Data is transmitted securely to the edge node. 

3. Edge node decrypts data for processing and decision-making. 

 

Lightweight encryption ensures data confidentiality without overloading devices, making it 

one of the most practical solutions for edge IoT networks. 
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Figure 1: Lightweight Encryption Workflow in Edge IoT Systems 

 

2. Authentication Protocols 

Authentication is a cornerstone of security in Edge IoT systems. Mutual authentication ensures 

that both IoT devices and edge nodes can verify each other’s identity before initiating data 

exchange, preventing unauthorized access, spoofing, or impersonation attacks. This is 

particularly critical in sensitive domains like smart healthcare, industrial IoT, and smart homes. 

Several authentication techniques are widely used: 

 

a) Hash-Based Authentication 

Hash-based authentication relies on cryptographic hash functions to verify device identity 

without transmitting sensitive credentials over the network. 

 Example: A device computes a hash of its unique ID combined with a timestamp and sends 

it to the edge node. The node validates the hash and confirms the device’s authenticity. 

 Advantages: Lightweight, low computational overhead, suitable for low-power devices. 

 Limitations: Vulnerable to replay attacks if timestamps or nonces are not properly 

implemented. 
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b) ECC-Based Key Exchange 

Elliptic Curve Cryptography (ECC) is a public-key encryption technique that offers strong 

security with smaller key sizes. ECC-based key exchange can establish secure communication 

between IoT devices and edge nodes. 

 Example: An IoT device and edge node perform an ECC Diffie-Hellman key exchange to 

derive a shared secret key, which is then used for encrypting subsequent communication. 

 Advantages: Strong security with low resource consumption, suitable for resource-

constrained IoT devices. 

 Limitations: Requires careful implementation to prevent side-channel attacks, and key 

management can be complex in large networks. 

 

c) One-Time Passwords (OTPs) and Token-Based Authentication 

OTPs and token-based systems provide short-lived authentication credentials that prevent long-

term exposure of sensitive keys. 

 Example: A wearable health device receives a time-limited token from an edge gateway 

for authentication; once expired, a new token is required. 

 Advantages: Enhances security by reducing credential exposure; tokens can be integrated 

with multi-factor authentication. 

 Limitations: Token generation and renewal require synchronization, which may be 

challenging in networks with intermittent connectivity. 

 

Summary: Mutual authentication protocols provide an essential first layer of defense in Edge 

IoT systems. Combining hash-based methods, ECC, and token systems can provide a scalable, 

lightweight, and secure authentication framework. 

 

3. Blockchain for Data Integrity 

Blockchain technology offers a decentralized, tamper-resistant ledger that is highly relevant 

for securing Edge IoT systems. By maintaining a distributed ledger across edge nodes, 

blockchain ensures that data modifications are transparent, auditable, and traceable. 

 

a) Key Benefits of Blockchain in Edge IoT 

 Data Integrity: Once data is recorded in a block, it cannot be altered without consensus 

from the network. This protects critical data from tampering. 



    
 

 

66 Page 56-70 © MANTECH PUBLICATIONS 2025. All Rights Reserved 

 

Journal of Intelligent Edge Devices and IoT Systems 

Volume 1, Issue 1, January-April 2025  

 

  Decentralized Authentication: Blockchain allows devices and edge nodes to verify 

transactions and identities without relying on a single central authority. 

 Auditability: All actions are recorded on the blockchain, providing full traceability of data 

access and modification. 

 Smart Contracts: Automated rules can enforce access control, data sharing policies, and 

security protocols without human intervention. 

 

b) Example Applications 

 Industrial IoT: Multiple edge nodes in a manufacturing plant can securely share sensor 

readings and production data while maintaining transparency and preventing tampering. 

 Smart Energy Grids: Energy consumption and generation data can be securely recorded 

in a blockchain ledger to prevent fraud or manipulation of smart meters. 

 

c) Limitations 

 Blockchain introduces storage and computational overhead that may not be suitable for 

lightweight IoT devices. 

 Consensus mechanisms (like Proof-of-Work) can increase latency, affecting real-time 

applications. 

 Scalability can become a concern in networks with thousands of devices and high-

frequency data exchanges. 

 

Summary: Blockchain provides a decentralized, auditable, and tamper-proof solution for 

maintaining data integrity in Edge IoT systems, though resource overheads must be carefully 

managed. 

 

4. Intrusion Detection Systems (IDS) 

Intrusion Detection Systems (IDS) are essential for monitoring and defending Edge IoT 

networks. They detect anomalies in device behavior, network traffic, or communication 

patterns, helping to identify attacks such as malware, denial-of-service (DoS), or unauthorized 

access. Edge-based IDS can operate locally, providing real-time detection without sending all 

data to the cloud. 

a) Types of IDS in Edge IoT 

 Signature-Based IDS: Uses predefined attack signatures or rules to identify known threats. 
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 Advantages: High accuracy for known attacks; low false positives. 

 Limitations: Cannot detect novel or unknown attacks (zero-day threats). 

 

 Anomaly-Based IDS: Employs machine learning models to detect deviations from normal 

behavior. Models like Support Vector Machines (SVM), Random Forests, and Long Short-

Term Memory (LSTM) networks are commonly used. 

 Example: An SVM-based IDS monitors traffic patterns; a sudden spike in data requests 

from a single IoT device triggers an alert for possible DoS attacks. 

 Advantages: Can detect previously unknown threats; suitable for dynamic IoT 

environments. 

 Limitations: Requires training datasets; may produce false positives or negatives if 

patterns change. 

 

 Hybrid IDS: Combines signature-based and anomaly-based approaches to maximize 

detection accuracy while minimizing false alarms. 

 Advantages: Provides a balanced approach, leveraging the strengths of both detection 

techniques. 

 Limitations: Computationally more complex; requires careful tuning to avoid 

excessive resource consumption. 

 

b) Benefits of Edge-Based IDS 

 Real-time threat detection and response. 

 Local processing reduces dependency on cloud servers, saving bandwidth. 

 Can adapt to dynamic edge IoT environments with multiple heterogeneous devices. 

 

c) Challenges 

 Resource-constrained edge devices may struggle to run complex machine learning models 

continuously. 

 False positives may disrupt normal IoT operations. 

 Model updates and retraining require secure and efficient mechanisms to maintain 

effectiveness over time. 
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Table 2: Security Mechanisms Comparison 

Mechanism Pros Cons Suitable for 

Lightweight 

Encryption 

Low computation, 

preserves battery 

Less secure than 

standard AES 

Sensor networks, smart 

devices 

ECC-based 

Authentication 

Strong security, 

efficient 

Key management 

complexity 

Mobile IoT, wearable 

devices 

Blockchain 
Tamper-proof, 

decentralized 

High latency, storage 

overhead 

Critical data, multi-

node edge networks 

ML-based IDS 
Real-time anomaly 

detection 

Requires labeled 

data 

Smart homes, industrial 

IoT 

 

PRIVACY-PRESERVING TECHNIQUES 

To protect sensitive data in Edge IoT systems, researchers have proposed several techniques: 

1.  Data Anonymization 

Techniques such as k-anonymity, l-diversity, and differential privacy can prevent identification 

of individuals from data sets. 

2. Secure Multi-Party Computation (SMPC) 

SMPC allows multiple parties (IoT devices and edge nodes) to jointly compute functions over 

their data without revealing individual inputs, ensuring privacy in collaborative analytics. 

3. Homomorphic Encryption 

Homomorphic encryption enables edge nodes to process encrypted data without decrypting it, 

preserving privacy while supporting analytics and decision-making. 

 

FUTURE RESEARCH DIRECTIONS 

Despite significant progress, security and privacy in Edge IoT remain open research areas. Key 

directions include: 

1. Adaptive Security Protocols: Development of protocols that can adjust encryption levels 

based on device capabilities and threat levels. 

2. Lightweight AI Models: Efficient machine learning models for intrusion detection and 

anomaly detection tailored to resource-constrained devices. 

3. Blockchain Optimization: Reducing storage and latency overhead in blockchain-enabled 

edge networks. 
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4. Privacy-Aware Data Analytics: Designing systems that can extract insights without 

exposing personal data. 

5. Quantum-Resistant Security: Preparing edge IoT systems for potential quantum 

computing threats. 

 

CONCLUSION 

Edge IoT systems provide remarkable benefits in latency reduction, local computation, and 

bandwidth optimization. However, these systems face critical security and privacy challenges 

due to distributed architecture, device heterogeneity, and resource constraints. This review 

highlights the current threats, existing solutions, and open research issues in Edge IoT security 

and privacy. Lightweight encryption, blockchain integration, machine learning-based IDS, and 

privacy-preserving computation are promising solutions, though trade-offs remain between 

performance and security. Future research should focus on adaptive, efficient, and privacy-

preserving techniques to ensure the robustness of Edge IoT ecosystems. 
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