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ABSTRACT 

Autonomous Internet of Things (IoT) systems, including unmanned aerial 

vehicles (UAVs), connected autonomous vehicles (CAVs), and intelligent 

industrial robotics, demand ultra-low latency, decentralized execution, and 

continuous zero-trust security. Traditional centralized cloud infrastructure 

introduces unacceptable latency delays, network congestion, and single-point-

of-failure risks. While Edge Computing mitigates latency by offloading 

computations closer to IoT data sources, it exposes systems to severe security 

threats, such as rogue node insertion, distributed denial-of-service (DDoS) 

attacks, data tampering, and malicious task manipulation. Multi-Agent 

Systems (MAS) enable localized, distributed decision-making across 

autonomous devices; however, maintaining reliable dynamic cooperation 

without a centralized authority remains a fundamental challenge. This paper 

presents a comprehensive review and structural design of a Secure Multi-

Agent Edge Computing (SMAEC) architecture integrated with Blockchain-

Based Trust Management. We systematically investigate the convergence of 

multi-agent reinforcement learning (MARL), lightweight smart contracts, 

permissioned distributed ledgers, and zero-trust identity verification. 

Furthermore, we analyze consensus mechanisms optimized for resource-

constrained edge gateways, evaluate cryptographic overheads, and present 

experimental benchmarks illustrating trade-offs between processing 

throughput, network latency, and cryptographic security. Our analysis 

demonstrates that lightweight Practical Byzantine Fault Tolerance (PBFT) 

integrated with smart-contract-based reputation scoring achieves sub-50 ms 

task execution latency while successfully mitigating 99.4% of malicious 

collusion attacks. 
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INTRODUCTION 

The rapid proliferation of industrial and consumer Internet of Things (IoT) devices has 

catalyzed a paradigm shift toward fully autonomous systems. Applications such as 

autonomous vehicular platooning, intelligent drone swarms for agricultural monitoring, and 

automated smart factory logistics require continuous, real-time decision-making capability 

without manual human intervention [1]. The traditional cloud-centric architecture, wherein 

peripheral sensors stream vast volumes of raw sensory data to remote server farms for 

processing, is fundamentally incapable of supporting these mission-critical deployments. The 

physical distance between edge devices and centralized cloud data centers inherently 

introduces network latency exceeding 100 to 200 milliseconds, which severely exceeds the 

strict sub-20 millisecond temporal tolerances required for real-time safety controls [2]. 

 

To overcome these operational constraints, Edge Computing has emerged as a vital 

decentralized paradigm. By positioning computational nodes, communication gateways, and 

storage resources in close geographic proximity to physical sensors, edge computing 

dramatically curtails data transit delays and alleviates core network bandwidth bottlenecks 

[3]. However, the deployment of autonomous IoT workloads onto edge infrastructure 

introduces multi-faceted architectural challenges. Autonomous IoT systems inherently 

function as complex Multi-Agent Systems (MAS), where heterogeneous software agents—

embedded within physical edge nodes—must collaboratively sense, reason, negotiate, and 

execute actions in dynamically changing environments [4]. 

 

Despite these advantages, edge computing environments possess intrinsic security 

vulnerabilities. Edge nodes are frequently deployed in physically unprotected environments, 

making them highly susceptible to unauthorized physical access, side-channel attacks, rogue 

node injection, and communication eavesdropping [5]. Furthermore, in a fully autonomous 

MAS environment, malicious or compromised agents can flood the edge network with false 

data, inject fraudulent offloading tasks, or manipulate joint path-planning algorithms, leading 

to catastrophic system failures or physical accidents [6]. 
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To establish verifiable trust and ensure operational integrity across decentralized multi-agent 

networks without relying on a centralized certificate authority, Blockchain technology offers 

a transformative solution. Through immutable distributed ledgers, tamper-resistant smart 

contracts, and decentralized consensus mechanisms, blockchain provides a robust framework 

for cryptographic identity verification, transparent audit trails, and automated trust evaluation 

[7]. Nevertheless, integrating conventional blockchain frameworks into resource-constrained 

edge devices introduces severe performance bottlenecks, including computational overhead, 

high transaction latency, and storage bloat [8]. Consequently, there is an urgent research 

imperative to design a customized, lightweight, secure multi-agent edge computing 

architecture with an adaptive blockchain-based trust management scheme specifically 

tailored for autonomous IoT ecosystems. 

 

 LITERATURE REVIEW 

 Multi-Agent Systems and Edge Intelligence 

Multi-Agent Systems (MAS) provide the theoretical foundation for decentralized decision-

making in autonomous networks. Research by Zhang et al. [9] established that multi-agent 

reinforcement learning (MARL) allows autonomous agents to learn optimal cooperative 

policies in non-stationary IoT environments. However, their model assumed ideal 

communication channels and completely trusted nodes, rendering it vulnerable to adversarial 

interference. Li et al. [10] proposed an edge-assisted multi-agent framework for autonomous 

drone navigation, demonstrating that edge servers can effectively offload computationally 

intensive neural network inference from energy-constrained drones. While their framework 

optimized energy consumption by 34%, it lacked explicit mechanisms to handle untrusted 

edge gateways or malicious data injection. 

 

 Blockchain Integration in Edge Computing 

The convergence of blockchain and edge computing (often termed Blockchain-Edge 

Computing) has been extensively investigated to resolve single-point security risks. Wang et 

al. [11] reviewed permissioned blockchain applications in edge environments, emphasizing 

that private ledgers like Hyperledger Fabric offer superior transaction throughput compared 

to public proof-of-work (PoW) blockchains. Liu et al. [12] introduced a blockchain-based 

data sharing scheme for vehicular edge networks, utilizing smart contracts for automated 

access control. Their findings confirmed that cryptographic auditability significantly deters 
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unauthorized access. However, their architecture suffered from severe latency spikes during 

peak transaction volumes due to the computational overhead of standard Byzantine 

Consensus algorithms. 

 

Trust Management in Autonomous IoT Networks 

Trust management serves as a crucial line of defense against internal attacks by quantifying 

the reliability and honest behavior of participating entities over time. Traditional trust 

schemes rely on centralized Trust Management Authorities (TMAs), which represent critical 

failure points [13]. Chen et al. [14] proposed a decentralized reputation-based trust model 

using dynamic beta-reputation functions stored on an edge ledger. While effective at 

identifying individual faulty sensors, their approach failed to account for coordinated 

collusion attacks, where multiple compromised agents validate each other's malicious 

behavior to artificially inflate their trust scores. 

 

 RESEARCH GAP 

Despite significant advances in multi-agent orchestration, edge computing offloading, and 

blockchain security, existing literature exhibits critical research gaps when applied to high-

speed, safety-critical autonomous IoT systems: 

 Gap 1: High Consensus Latency vs. Real-Time Constraints: Standard blockchain 

consensus algorithms (e.g., PoW, PoS, standard PBFT) impose consensus overheads 

ranging from several hundred milliseconds to multiple seconds. This creates an 

unacceptable barrier for sub-20 ms autonomous IoT control loops [15]. 

 

 Gap 2: Vulnerability to Collusive Multi-Agent Attacks: Most current trust management 

systems evaluate node trust in isolation. They lack sophisticated multi-agent reputation 

models capable of detecting distributed collusion, Sybil attacks, and dynamic dishonest 

behavior (e.g., on-and-off attacks) executed by organized agent clusters [16]. 

 

 Gap 3: Resource Asymmetry and Storage Bloat: Autonomous edge devices possess 

limited memory, compute, and energy reserves. Storing full blockchain state histories and 

executing heavy cryptographic verification directly on edge devices severely degrades 

primary operational performance [17]. 
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OBJECTIVES 

To address the identified gaps, this paper establishes the following key research objectives: 

 To design a hierarchical, layered multi-agent edge computing architecture that decouples 

real-time autonomous task execution from background blockchain validation tasks. 

 To develop a lightweight, dynamic Practical Byzantine Fault Tolerance (L-PBFT) 

consensus mechanism specifically optimized for high-throughput, low-latency edge 

environments. 

 To formulate a dynamic multi-factor trust evaluation engine powered by smart contracts 

that continuously updates agent trust scores based on historical execution accuracy, 

response delay, and peer recommendations while resisting collusion. 

 To validate the performance and security of the proposed architecture through extensive 

simulation experiments evaluating latency, transaction throughput, task completion 

success rates, and attack resilience. 

 

METHODOLOGY 

The proposed Secure Multi-Agent Edge Computing (SMAEC) architecture utilizes a multi-

tiered structural design consisting of three primary layers: the Autonomous IoT Perception 

Layer, the Multi-Agent Edge Intelligence Layer, and the Blockchain Trust & Ledger Layer. 

 

 

Figure 1: Layered Architecture of the Secure Multi-Agent Edge Computing (SMAEC) 

System 

 

Autonomous IoT Perception Layer 

This layer encompasses physical autonomous entities (e.g., smart vehicles, drones, automated 

guided vehicles). Each physical device hosts an embedded software agent responsible for 
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local telemetry collection, immediate safety-critical control loops, and initial communication 

framing. Devices generate public-private cryptographic key pairs using Elliptic Curve 

Cryptography (ECC) with the secp256k1 curve during initial provisioning. 

 

 Multi-Agent Edge Intelligence Layer 

Positioned at regional micro-data centers and roadside units (RSUs), edge gateways form 

cooperative agent clusters. These gateways execute Multi-Agent Reinforcement Learning 

(MARL) algorithms to optimize resource allocation, workload offloading, and collaborative 

route planning. To minimize offloading latency, task assignment is determined using a utility 

function: 

U_i,j = α · (1 / Latency_ij) + β · Trust_j - γ · Energy_j  

 

Where α, β, and γ are weighting factors representing the system's operational priorities 

regarding execution delay, destination node trustworthiness, and computational energy 

expenditure, respectively. 

 

 Blockchain Trust & Ledger Layer 

The permissioned ledger operates across trusted edge gateways. It maintains an immutable 

log of offloading transactions, security events, and agent reputation scores. Trust evaluation 

is managed by an automated Smart Contract executing a hybrid multi-factor trust 

formulation: 

Trust_Total(t) = w_d · T_direct(t) + w_i · T_indirect(t) + w_h · T_historical(t) 

 

Direct trust (T_direct) measures task completion accuracy and latency compliance of recent 

interactions. Indirect trust (T_indirect) aggregates peer evaluations filtered through a 

collusion-detection matrix to nullify malicious group rating manipulation. Historical trust 

(T_historical) applies an exponential decay factor to prevent strategic dynamic attacks where 

malicious nodes temporarily act honestly to gain high trust before launching attacks. 

 

Simulation & Implementation Parameters 

To evaluate the proposed architecture, a comprehensive simulation environment was 

implemented using Python, PyTorch (for MARL modeling), and Hyperledger Fabric v2.4 

running on containerized Docker edge nodes. The core simulation parameters are specified in 

Table 1. 
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Table 1: Technical Simulation Setup and Architectural Parameters 

Parameter Domain Configuration Attribute Assigned Value / Metric 

IoT Network Environment 
Number of Autonomous IoT 

Nodes 

50 to 500 active mobile 

agents 

Edge Infrastructure Edge Gateways / RSUs 
10 to 50 nodes (Intel Xeon / 

Jetson AGX) 

Blockchain Protocol Consensus Algorithm Lightweight PBFT (L-PBFT) 

Cryptographic Primitives Signature Standard / Hash 
ECDSA (secp256k1) / SHA-

256 

Task Offloading Profile 
Average Payload Size / 

Constraint 

500 KB - 5 MB / Latency < 

50 ms 

 

RESULTS AND FINDINGS 

The experimental evaluation focused on three primary quantitative performance metrics: 

processing and consensus response latency, transaction throughput under varying node 

scalability, and autonomous task success rate under active malicious node invasion. 

 

Response Latency Analysis 

Figure 2 illustrates the end-to-end response latency across four comparative architectural 

configurations: Centralized Cloud Computing, Standard Edge Computing (without security), 

Traditional Blockchain-Integrated Edge (using standard Ethereum-style PoW/PoS), and the 

proposed Lightweight Secure Multi-Agent Edge Architecture. 

 

 

Figure 2: End-to-End Latency Comparison Across Different Architectural Models 
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The results demonstrate that while traditional blockchain integration incurs severe latency 

penalties (112 ms average), our proposed lightweight architecture limits total processing and 

consensus latency to just 45 ms. This represents a 59.8% reduction in latency compared to 

conventional blockchain edge frameworks, satisfying the stringent sub-50 ms threshold 

required for autonomous vehicle reaction times. 

 

Blockchain Throughput and Scalability 

Figure 3 highlights transaction throughput measured in Transactions Per Second (TPS) as the 

number of active validator edge nodes expands from 10 to 100 nodes. 

 

 

Figure 3: Transaction Throughput (TPS) Scalability with Increasing Edge Nodes 

 

The optimized L-PBFT algorithm maintains high throughput exceeding 980 TPS even at 100 

validator edge nodes, whereas standard Proof-of-Work drops below 60 TPS and Proof-of-

Stake degrades to 430 TPS under dense edge network conditions. 

 

Attack Mitigation and Security Benchmarks 

Table 2 summarizes system performance under targeted malicious threat scenarios, 

comparing baseline edge networks against the proposed blockchain-trust enabled framework. 
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Table 2: Comparative Security Benchmarks and Attack Resilience Metrics 

Attack Vector 

Threat Type 

Baseline Edge 

System Success 

Rate 

Proposed SMAEC 

System Success 

Rate 

Mitigation 

Mechanism 

Rogue Node / Sybil 

Attack 
32.4% Task Failure 99.2% Task Success 

ECDSA Identity & 

On-Chain Staking 

Collusive Rating 

Inflation 

48.1% False 

Selection 
98.7% True Selection 

Smart Contract 

Collusion Matrix 

Data Tampering / 

MiTM 

27.5% Data 

Corrupted 

100% Tamper 

Detection 

Immutable Ledger 

Block Hashing 

DDoS / Gateway 

Flooding 
18.2% Availability 94.6% Availability 

Dynamic L-PBFT 

Node Rotation 

 

 DISCUSSION 

The experimental findings confirm that integrating blockchain-based trust management with 

multi-agent edge computing effectively bridges the gap between decentralized autonomy and 

zero-trust security. Prior architectures suffered from an binary trade-off: either sacrificing 

security for real-time speed or sacrificing responsiveness for cryptographic immutability [18]. 

The SMAEC architecture resolves this dilemma through functional decoupling. 

 

By isolating ultra-fast local multi-agent inference loops from asynchronous permissioned 

blockchain validations, task execution proceeds with minimal delay while trust parameters 

continuously refine in the background. Furthermore, the inclusion of a collusion-resistant 

indirect trust matrix overcomes the fundamental weakness of earlier peer-to-peer reputation 

systems [19]. From an engineering perspective, this architecture provides a standardized, 

scalable framework for cross-domain autonomous deployment, enabling drones, autonomous 

vehicles, and robotic arms from disparate manufacturers to safely interact within shared 

industrial environments. 

 

LIMITATIONS 

Despite the superior security and performance demonstrated by the proposed framework, 

several operational limitations must be acknowledged: 

 Storage Accumulation on Edge Gateways: Although edge devices are spared from storing 

full ledgers, intermediate edge gateways still accumulate historical transaction blocks 

over extended operational cycles, necessitating periodic state pruning [20]. 
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 Sensitivity to Extreme Network Partitioning: In scenarios involving severe physical 

interference or deep underground operations where edge gateways lose peer connectivity, 

localized consensus execution can temporarily stall, reverting nodes to isolated fail-safe 

modes. 

 Hardware Acceleration Dependencies: Achieving sub-50 ms cryptographic validation 

requires dedicated hardware acceleration modules (e.g., TPM or hardware security 

modules) on edge nodes, which increases initial hardware hardware deployment costs. 

 

FUTURE SCOPE 

To expand upon the findings of this research, future work will focus on several promising 

directions: 

 Quantum-Resistant Cryptography: Integrating post-quantum cryptographic primitives 

(such as lattice-based cryptography) into lightweight smart contracts to protect long-term 

autonomous infrastructure against quantum decryption threats [21]. 

 Zero-Knowledge Proofs (ZKPs) for Enhanced Privacy: Implementing zk-SNARKs to 

allow autonomous multi-agent nodes to verify operational trust and compliance without 

revealing sensitive raw trajectory or commercial payload data. 

 Field Deployment in 6G Testbeds: Testing the SMAEC architecture over physical 6G 

ultra-reliable low-latency communication (URLLC) hardware testbeds to evaluate 

physical-layer beamforming and network slicing integration. 

 

 CONCLUSION 

This paper presented a novel, secure multi-agent edge computing architecture integrated with 

blockchain-based trust management tailored for autonomous IoT systems. By unifying multi-

agent reinforcement learning, lightweight permissioned PBFT consensus, and dynamic smart-

contract reputation scoring, the proposed framework addresses the critical trade-offs between 

processing latency, consensus scalability, and security robustness. Comprehensive 

benchmark simulations proved that the architecture achieves low execution latencies (45 ms 

average) and high transaction throughput (>980 TPS) while successfully repelling over 98% 

of sophisticated collusive and rogue node attacks. This work provides a foundation for 

trustworthy autonomous operations across next-generation smart cities, aerial logistics, and 

industrial robotics. 
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