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Abstract 

Visual cryptography is a cryptographic technique which allows visual 

information (pictures, text, etc.) to be encrypted in such a way that 

decryption becomes the job of the person to decrypt via sight reading. 

Visual Cryptography is a wide area of research used in data hiding, 

securing images, color imaging, multimedia and other such fields. Visual 

Cryptography comes in the field of data hiding used in cybercrime, file 

formats etc. This paper focuses on the application areas of visual 

cryptography about the most important application areas of visual 

cryptography. Visual cryptography can be used to protect biometric 

templates in which decryption does not require any complex computations. 

a secret image which is encoded into N shares printed on transparencies. 

The shares appear random and contain no decipherable information about 

the underlying secret image, however if any 2 of the shares are stacked on 

top of one another the secret image becomes decipherable by the human 

eye. Some challenges of visual cryptography example the contrast of the 

reconstructed image,perfect alinment of the transferencies are projected. 

 

Keywords: Halftoning, Cyber Theft, Chiper text, Encryption, Decryption, 

Cipher images, Sub pixel, Stegnography, Watermarking 

 

I. INTRODUCTION 

Visual Cryptography is a cryptographic 

technique which allows visual information 

to be encrypted in such a way that 

decryption becomes a mechanical 

operation that does not require a computer. 

In today's computer generation, data 
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security, hiding and all such activities have 

become probably the most important 

aspect for most organizations. These 

organizations spend millions of their 

currency to just secure their data. This 

urgency has risen due to increase in cyber 

theft/ crime. The technology has grown so 

much that criminals have found multiple 

ways to perform cyber crime to which the 

concerned authorities have either less or 

not sufficient answer to counter. Hence, 

the method of Cryptography provides the 

above answers. One of the most major 

parts of cryptography is Visual 

cryptography. It has many usage & 

application areas, mostly using its internal 

technique called encryption. Some of those 

application areas are talked about in this 

research paper. Visual cryptography is 

used specifically in the areas of Biometric 

security, Watermarking, Remote electronic 

voting, Bank customer identification etc. 

quality is poor.  

 

In this paper, a novel technique named 

halftone visual cryptography is proposed 

to achieve visual cryptography via 

halftoning. Based on the blue-noise 

dithering principles, the proposed method 

utilizes the void and cluster algorithm [2] 

to encode a secret binary image into n 

halftone shares (images) carrying 

significant visual information. The 

simulation shows that the visual quality of 

the obtained halftone shares are observably 

better than that attained by any available 

visual cryptography method known to 

date. Cryptography refers to the study of 

mathematical techniques and related 

aspects of information security like data 

confidentiality, data integrity and of data 

authentication. In the process of Visual 

Cryptography a secret image is encrypted 

into shares which refuse to divulge 

information about the original secret 

image. Decryption is through a separate 

decryption algorithm. A basic model for 

Visual Cryptography for natural images 

was proposed by Naor and Shamir, where 

the resultant image is twice the size of 

secret image. 

 

As the advent of electronic applications 

increases, providing the security for 

information in an open network 

environment is required. Encryption is a 

method of transforming original data, 

called plain text or clear text into a form 

that appears to be random and unreadable 

which is called Cipher text. Plain text is 

either in the form that can be understood 

by a person (document) or by a computer 

(executable code). Once it is transformed 

into Cipher text, neither human nor 

machine can properly process it until it is 

decrypted. This enables the transmission 
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of confidential information over insecure 

channels without unauthorized disclosure. 

When data is stored on a computer it is 

protected by logical and physical access 

controls. When this same sensitive 

information is sent over a network,the 

information is in much more vulnerable 

state.  

 

Naor and Shamir introduced the new 

concept of Visual Cryptography in 

1994[1], requiring no computation except 

human Visual System to decrypt. They 

proposed a basic (2,2) Visual 

Cryptography scheme where a secret 

image is divided into 2 shares, revealing 

the secret image through Share Stacking. 

 

 

Fig: 1 Example of Visual Cryptography 

 

In figure 1 a secret image that has to be 

sent is divided into shares. When these two 

shares are stacked together and put into a 

Human Visual System the resultant image 

is revealed.In the visual secret sharing 

model [1], a secret picture must be shared 

among n participants. The picture is 

divided into n shares so that if m 

transparencies (shares) are placed together 

the picture is visible. When there are fewer 

m transparencies it is invisible. This 

ensures that the secret picture is viewed as 

a set of black and white pixels with each 

pixel being handled separately. 

 

RELATED WORK 

2.1 Basic (2, 2) Scheme 

The (2, 2) VC scheme divides the secret 

image into two shares so that 

reconstruction of an image from a share is 

impossible. Each share is printed in 

transparency. A share is a random noise. 

Encryption is performed for each pixel. 

Fig.2 shows the 2 different shares for 

black and white pixels. The figure shows 

how a pixel in a image in divided into two 

sub pixels depending on whether the pixel 

is black or white. By doing so the width of 

the share increases. This is termed as Pixel 

Expansion. 

 

Figure 2 shows the problem of Pixel 

expansion where a Pixel in the image is 

divided into 2 sub pixels which increase 

the width of the entire image and thus 

there will be increase in bandwidth 

required and so increase in the power 

consumption. 
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2.2 Pseudo Randomized Visual 

Cryptography Scheme 

Figure 3 shows how the shares are 

generated by pixel reversal and using 

pseudo random technique. Each pixel is 

being handled separately. The input is a 

secret image and the output is the shares. 

Here there is no pixel expansion. The 

decoded image and the original secret 

image are of the same sizes. But the secret 

image which is decoded had a darker 

resolution than the original image. Pre-

processing technique was used to 

overcome this problem. 

 

 

Fig. 2 A (2, 2) Visual Cryptography 

Scheme 

PROPOSED WORK 

In this paper, the problem of pixel 

expansion is eliminated and also a method 

is proposed for color image usage and thus 

the degradation of the resultant image is 

reduced. A secret image is taken and is 

split into RGB components. Each 

component is handled separately. Each 

pixel is decomposed using Bit Plane 

Decomposition technique. ATMF and De 

– noising is done to eliminate the presence 

of noise. This result is then encrypted 

using Chaotic Random Number Generator 

and the bit planes are re – ordered and Re 

– combined. Pixel Index Reversal is done 

to reverse the index of the pixel to improve 

the Security. At this stage Zigzag Scan 

Pattern is applied to increase the 

scrambling, thus increasing the Security. 

The output after the Scan is then applied to 

Pseudo Random Scheme as shown in 

Figure 3. 

 

Figure: 3
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3.2 Comparison of the Algorithms 
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The above table shows the comparison of 

the existing and proposed techniques of 

Visual Cryptography. 

 

Example 

 

 

A demonstration of visual cryptography. 

When two same-sized images of 

apparently random black-and-white pixels 

are superimposed, the Wikipedia logo 

appears. 

 

In this example, the image has been split 

into two component images. Each 

component image has a pair of pixels for 

every pixel in the original image. These 

pixel pairs are shaded black or white 

according to the following rule: if the 

original image pixel was black, the pixel 

pairs in the component images must be 

complementary; randomly shade one ■□, 

and the other □■. When these 

complementary pairs are overlapped, they 

will appear dark gray. On the other hand, 

if the original image pixel was white, the 

pixel pairs in the component images must 

match: both ■□ or both □■. When these 

matching pairs are overlapped, they will 

appear light gray. 

So, when the two component images are 

superimposed, the original image appears. 

However, considered by itself, a 

component image reveals no information 

about the original image; it is 

indistinguishable from a random pattern of 

■□ / □■ pairs. Moreover, if you have one 

component image, you can use the shading 

rules above to produce a counterfeit 

component image that combines with it to 

produce any image at all. 

 

What is Visual Cryptography? 

Visual Cryptography is a special 

encryption technique to hide information 

in images in such a way that it can be 

decrypted by the human vision if the 

correct key image is used. The technique 

was proposed by Naor and Shamir in 

1994. Visual Cryptography uses two 

transparent images. One image contains 

random pixels and the other image 

contains the secret information. It is 

impossible to retrieve the secret 

information from one of the images. Both 

transparent images or layers are required 

to reveal the information. The easiest way 

to implement Visual Cryptography is to 

print the two layers onto a transparent 

sheet. 

 

When the random image contains truely 

random pixels it can be seen as a one-time 
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pad system and will offer unbreakable 

encryption. In the overlay animation you 

can observe the two layers sliding over 

each other until they are correctly aligned 

and the hidden information appears. To try 

this yourself, you can copy the example 

layers 1 and 2, and print them onto a 

transparent sheet or thin paper. Always use 

a program that displays the black and 

white pixels correctly and set the printer so 

that all pixels are printed accurate (no 

diffusion or photo enhancing etc). You can 

also copy and past them on each other in a 

drawing program like paint and see the 

result immediately, but make sure to select 

transparent drawing and align both layers 

exactly over each other. 
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Layer 1 

 

Layer 2 

 

Overlay 

 

 

Each pixel of the images is divided into 

smaller blocks. There are always the same 

number white (transparent) and black 

blocks. If a pixel is divided into two parts, 

there are one white and one black block. If 

the pixel is divided into four equal parts, 

there are two white and two black blocks. 

The example images from above uses 

pixels that are divided into four parts. 

In the table on the right we can see that a 

pixel, divided into four parts, can have six 

different states.If a pixel on layer 1 has a 

given state, the pixel on layer 2 may have 

one of two states: identical or inverted to 

the pixel of layer 1. If the pixel of layer 2 

is identical to layer 1, the overlayed pixel 

will be half black and half white. Such 

overlayed pixel is called grey or empty. If 

the pixels of layer 1 and 2 are inverted or 

opposite, the overlayed version will be 

completely black. This is an information 

pixel. 

We can now create the two layers. One 

transparent image, layer 1, has pixels 

which all have a random state, one of the 

six possible states. Layer 2 is identical to 

layer 1, except for the pixels that should be 

black (contain information) when 

overlayed. These pixels have a state that is 

opposite to the same pixel in layer 1. If 

both images are overlayed, the areas with 

identical states will look gray, and the 

areas with opposite states will be black. 

The system of pixel can be applied in 

different ways. In our example, each pixel 

is divided into four blocks. However, you 

can also use pixels, divided into two 

rectangle blocks, or even divided circles. 

Also, it doesn't matter if the pixel is 

divided horizontally or vertically. There 

are many different pixel systems, some 

with better contrast, higher resolution or 

even with color pixels. 

If the pixel states of layer 1 are truly 

(crypto secure) random, both empty and 
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information pixels of layer 2 will also have 

completely random states. One cannot 

know if a pixel in layer 2 is used to create 

a grey or black pixel, since we need the 

state of that pixel in layer 1 (which is 

random) to know the overlay result. If all 

requirements for true randomness are 

fulfilled, Visual Cryptography offers 

absolute secrecy according to the 

Information Theory. 

 

If Visual Cryptography is used for secure 

communications, the sender will distribute 

one or more random layers 1 in advance to 

the receiver. If the sender has a message, 

he creates a layer 2 for a particular 

distributed layer 1 and sends it to the 

receiver. The receiver aligns the two layers 

and the secret information is revealed, this 

without the need for an encryption device, 

a computer or performing calculations by 

hand.  

 

The system is unbreakable, as long as both 

layers don't fall in the wrong hands. When 

one of both layers is intercepted it's 

impossible to retrieve the encrypted 

information. 

 

The basis of the technique is the 

superposition (overlaying) of two semi-

transparent layers. Imagine two sheets of 

transparency covered with a seemingly 

random collection of black pixels. 

 

 

 

 

 

Individually, there is no discernable 

message printed on either one of the 

sheets. Overlapping them creates addition 

interference to the light passing through 

(mathematically the equivalent of 

performing a Boolean OR operation with 

the images), but still it just looks like a 

random collection of pixels. 

 

 

 

Mysteriously, however, if the two grids are 

overlaid correctly, at just the right 

position, a message magically appears! 
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The patterns are designed to reveal a 

message. 

 

Demonstration 

Let‟s look at couple of examples of this in 

action, then we‟ll describe how the 

technique works. 

 

Below you will see two random looking 

rectangles of dots. One is fixed in the 

center, and the other you can drag around 

the canvas. As the rectangles intersect, the 

images merge. If you align the rectangles 

perfectly, a hidden message will appear. 

There are three hidden message to see in 

this demonstration, once you‟ve decoded 

one, click on the square button in the 

bottom left to advance to the next. 

 

 

 

To give you feedback, once the images are 

perfectly aligned, the advance button will 

go blank with a red border (don‟t worry, 

your computer will not self-destruct in five 

seconds) 

 

How does it work? 

First we take a monochrome image for the 

source. Pixels in the image are either white 

or black. To the right is the source for the 

first example we saw above. 

 

 

 

Next we sub-divide each pixel into four 

smaller subpixels. We need to shade these 

four subpixels to represent the source 

image, then subjectively divide them 

between the two cypher images we are to 

create. 

 

We need to distribute the shading such 

that, if you have just one of the cypher 

images, it is impossible to determine what 

is on the other cypher image, and thus, 

impossible to decrypt the image. 

 

What we do is look at the color of each 

pixel in the original source image. If the 

original pixel in the image is set (black), 

we fill in all four sub pixels then distribute 

them two per cypher layer. We flip a coin 

to determine which pattern we place on 

which layer (so that it is random). It does 

not matter which pair of pixels goes on 

which layer, when they are combined, all 

four pixels will be black.   
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Conversely, if the source image pixel is 

white, we shade in just two pixels. This 

time, however, we make sure that the same 

pixels are shaded on both layers. In this 

way, when the two cypher images are 

combined, only two pixels are shaded. As 

before, we flip a coin to determine which 

chiral set we go with, and make sure the 

same image appears on both layers. 

 

 

 

Someone who has possession of only one 

of the cypher images will be able to 

determine the (2 x 2) pattern of each pixel 

but has no idea if the corresponding pixel 

cluster on the other image is the same 

(white space), or opposite (black pixel). 

Every grid of (2 x 2) sub pixels on both 

layers contains exactly two pixels. 

 

Of course, the two pixels selected do not 

have to follow checker-board pattern I 

used above. As long as two are shaded at 

random, and the rules followed as to 

whether the same, or complementary, 

pixels are shaded on the other layer, the 

system will work. 

 

Here is a short animation of a some of 

these (2 x 2) pixel sub-blocks sliding over 

each other: 

Pretty cool, huh? Well hold on, it gets 

cooler … 
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Moni Naor, Adi Shamir, and more 

people … 

The original paper 

by Naor and Shamir talks about how to 

implement this system in a more generic 

way. For instance, instead of splitting the 

image into just two cypher texts, why don't 

we split the image between n-cyphertexts; 

all of which are needed to be combined to 

reveal the final image? (Or possibly a 

subset of any k images out of these n). 

If you are interested in reading more, you 

can find a reprint of the original paper 

here. 

 

As an example, here are some (3 x 3) sub-

elements that could be used to distribute an 

image over four cypher images, all of 

which are needed to be combined to reveal 

the secret images: 

 

 

 

The top line shows the subpixels used to 

represent a black pixel in the original 

images, and the bottom line a white pixel. 

 

 Any single share contains exactly 

five black subpixels. 

 

 Any stacked pair contains exactly 

seven black subpixels. 

 

 Any stacked triplet contains eight 

black subpixels. 

 

However, when all four in each row are 

combined, the top row 

contains nine subpixels (all black), whilst 

the lower row contains 

only eight (allowing light to shine through 

and creating the contrast necessary to read 

the image). 

You can see from this how the colluding 

of any two or any three people is not 

enough to reveal the secret. 

(Mathematically it's possible to do this 

with eight, not nine, sub-pixels , but there's 

no easy way to sub divide and pack a 

square array with eight!) 

 

Deeper down the rabbit hole: Visual 

Steganography 

 

 

 

I‟ve done this below. Trust me, you‟re not 

going to believe this at first. You‟re going 



 
 
 

13 Page 1-24 © MANTECH PUBLICATIONS 2018. All Rights Reserved 

 

Journal of Digital Image Processing and Computer Vision  

Volume 3 Issue 1  

to be convinced that there is some „behind 

the scenes‟ script at work that changes the 

image. I assure you this is not the case. 

You‟re still not going to believe me! 

Below, on the left, is my name, encoded 

from a monochrome image, and also 

containing partial details of a third hidden 

image. On the right is the word „Fish‟, 

similarly encoded. Now, drag the right 

image over to the left image and watch 

what happens when they overlap perfectly. 

Wham! How cool is that? 

How does this magic work? 

The hidden image we are encoding has 

black pixels and white pixels. As before, 

we sub divide each pixel into (2 x 2) 

subpixels. When the two images are 

combined, we want to represent the black 

pixels of the hidden image by having all 

four subpixels black. We‟ll represent the 

white pixels has having three subpixels 

black. This is sufficient contrast for the 

hidden image to be seen. 

For each black or white pixel in the hidden 

image, there are four possible 

combinations of black and white pixels of 

the two source images. For the two source 

images, we‟re going to say that any three 

black subpixels represents black in that 

source image, and any two pixels 

represents white. 

Examples of all eight permutations of 

source, image 1 and image 2 are depicted 

below: 

 

 

 

When the hidden image pixel is BLACK: 

 The combined two cypher images 

(OR) have to have all four 

subpixels set. 

 

 When both source images also 

have a black pixel, this is easy. 

Both cypher images need to have 

three out of the four subpixels set. 

The only constraint is that the 

missing subpixel is not the same on 

both layers. One subpixel is 

randomly selected on the first 

layer, and one is randomly select 

from the other three on the second 

layer. 

 

 When the first image has a black 

pixel (requiring three subpixels 

set), and the second image has a 

white pixel (requiring two 
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subpixels set), as above, first, a 

random single subpixel is selected 

on the black layer to remove. Next 

two subpixels are randomly 

selected on the second layer with 

the constraint that one of the 

selected subpixels is the same as 

the gap in the first layer. In this 

way, when the two are combined, 

four black subpixels are displayed. 

 

 The opposite happens when the 

first layer is white, and the second 

layer is black. 

 

 Finally, if both source pixels are 

white (requiring just two subpixels 

set), two subpixels are selected at 

random on the first layer, and the 

inverse of this selection used for 

the second layer. 

 

When the hidden image pixel is WHITE: 

The combined two cypher images (OR) 

have to have any three subpixels set. 

 

 When both source images have a 

black pixel, this is easy. Both 

cypher images need to have three 

out of the four subpixels set, and 

these need to be the same 

subpixels. Three subpixels are 

randomly selected and these are set 

on both of the cypher image layers. 

 

 When the first image has a black 

pixel (requiring three subpixels 

set), and the second image has a 

white pixel (requiring two 

subpixels set), as above, first, three 

random subpixels are selected on 

the first layer. Next one of these 

three subpixels is randomly 

selected for removal and this 

pattern is used on the second layer. 

 

 The opposite happens when the 

first layer is white, and the second 

layer is black. 

 

 Finally, if both source pixels are 

white (requiring two subpixels set), 

two are selected at random on the 

first layer, then one of these is 

duplicated on the second layer, and 

a second random subpixel is 

selected on the second layer (from 

the two white subpixels notselected 

on the first layer). Both layers have 

two subpixels, and when 

combined, there are three subpixels 

visbile. 
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Other potential uses of the concept 

The ability to give an answer, and 

potentially mask a true answer to a 

question, tangentially, reminds me of a 

technique used to get truthful 

representations in surveys where the 

subject is potentially embarrassing or 

where there is incentive to not give a 

truthful answer. 

 

 

 

Imagine you are conducting a survey with 

the aim of measuring certain 

characteristics of your audience, and the 

subject of some of the questions is 

sensitive (for example, questions about 

political preference, sexual orientation, 

whether you have committed fraud, or 

cheated, or made a mistake that has cost 

your company thousands of dollars). 

People might have a motivation to give a 

non-truthful answers, possible from 

embarrassment, peer pressure, or fear. 

 

Also, paranoid people might not want to 

give truthful answers for fear that, even if 

the survey is anonymous, answers to other 

questions might be enough to allow an 

individual to be distinctly identified and 

thus his answers to the sensitive questions 

 

The solution? Give the people taking your 

questionnaire a coin. When the question 

appears e.g. “Have you ever made a 

mistake that has cost your company 

thousands of dollars?”, ask the subject to 

flip a coin. If the coin comes up HEADS, 

tell the person to answer the question 

truthfully. If the coin comes up TAILS, tell 

the person to flip the coin again and if the 

coin lands HEADS to answer ”Yes” and if 

the second flip 

 

Any person looking at the survey results 

and seeing a ”Yes” on an answer will not 

know if any single person's answer is 

truthful, or the result of a coin flip. Any 

person can be free of embarrassment as 

none of his/her peers will know either. 

 

 

 

The law of large numbers, however, will 

allow a good estimate of the number of 

people "Who have made a costly mistake", 

because you‟d be able to subtract the 

number of expected fake ”Yes” answers, 
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then scale up the remainder of the 

answers. 

 

Other articles related to this topic 

If you liked this article, you might also 

like this article about Steganography, and 

this one about Sharing Secrets. 

  

You can find a complete list of all the 

articles here.       Click here to receive 

email alerts on new articles. 

 

In the image below you can see how you'd 

have to handle the sheets. You can also 

test the images on the source site in my 

program. 

 

 

 

Image Source: Rijmenants, Dirk. Cipher 

Machines & Cryptology: Visual 

Cryptography, http://users.telenet.be/d.rijm

enants 

 

New in version 2.0 (17.02.2017) is the 

implementation of Visual Steganography 

as described in this blog post by 

datagenetics.com. With Visual 

Steganography you can hide one picture in 

two others, see screenshots for an 

example. 

 

Back to contents 

Screenshots 

Encryption: 

 

 

Steganography: 

First image Second image Result of 

overlaying image 1 & 2 

 

 



 
 
 

17 Page 1-24 © MANTECH PUBLICATIONS 2018. All Rights Reserved 

 

Journal of Digital Image Processing and Computer Vision  

Volume 3 Issue 1  

 

 

 

 

Download them and try yourself! Or, if 

your browser supports that, just drag and 

drop one over the other - gotta be pixel 

perfect though! 

Back to contents 

1.1.1 Features 

 Generating a cryptographic secure 

key 

 Encryption of PNG, GIF and JPG 

images 

 Decryption of PNG images 

 Hiding an image in two others 

(Steganography) 

 Easy handling 

1.1.2 System requirements 

Java2 version 8 or newer. You can check if 

you have it using this command line 

command (Windows: Start->run->cmd): 

java -version 

If you get nothing or if it's telling you that 

it doesn't know the command "java", you 

probably don't have java. If you get 

something, it should look like this: 

java version "1.8.0_92" 

Java(TM) SE Runtime Environment (build 

1.8.0_92-b14) 

 

 

 

CHALLENGES 

The contrast of the reconstructed image is 

not maintained. Perfect alingnment of the 

transperiencies is trablesome. Due to pixel 

expansion the width of the decoded image 

is twice as that of the original image. 

Leads to loss of information due to change 

in aspect ratio. Additional processing is 

required for colored images. Its original 

formulation is restricted only to binary 

images. For colored images addition 

proceesing has to be done. 
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EXAMPLE:  

6 Thieves share a bank account. They 

don‟t trust one another. The thieves spilt 

up the for the account in such a way that 

any 3 or more thieves working together 

can have to access to account but not<3 

 

RESULT  

Visual cryptography is used to encrypt 

written text/pictures etc in a perfectly 

secure way. Decoing is done by human 

visual system without any computation. 

Method of dividing a serect mogst a group 

of participants. Each participant get a share 

of the secret. Sufficient number of shared 

combined reveals the secret. 

 

Example: 

K by n scheme(k,n) 

Consider the data D (text/image)divided 

into n number  of shares(D1,D2,……Dn) 

K or more shares when overlapped reveals 

information about the data 

K-1 or fever shares when overlapped 

receives no information about the data. 

If k=n then all Participants are required to 

reconstruct the secret. 

 

CONCLUSION 

Among various advantages of visual 

cryptography scemes is the property that 

the vcs decoding relies purely on human 

visual system which leads to a lot of 

interesting applications in private and 

public sectors of our society. Visual 

cryptography is used with short messages 

therefore giving the crpptanalyst little to 

work with. Visual cryptography can be 

used with other data hiding techniques to 

provide better security. Visual 

cryptography uses short  message public 

keys can be encrypted using simple 

method and it proved that security can be 

attained with even simple encryption 

schemes. 
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