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Abstract
Incident response and disaster recovery are critical components of
cybersecurity, aimed at minimizing the impact of security incidents on business
operations. This paper presents a comprehensive framework for enhancing
incident response and disaster recovery strategies. The framework
encompasses the creation of incident response plans, establishment of incident
response teams, conduct of post-incident analysis, and implementation of
disaster recovery strategies. Key elements of each stage are discussed,
including proactive measures to prevent incidents, effective response
procedures during incidents, and recovery mechanisms to restore normal
operations swiftly. Additionally, the paper emphasizes the importance of
continuous improvement through training, simulation exercises, and the
integration of feedback from incident responses into future planning. By
adopting this framework, organizations can strengthen their resilience against

cyber threats and mitigate potential risks effectively.

Keywords: Incident Response, Disaster Recovery, Cybersecurity, Framework,
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INTRODUCTION

Background

In today's interconnected digital landscape, organizations face a myriad of cybersecurity
threats ranging from malware and phishing attacks to sophisticated hacking attempts. These
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threats not only jeopardize sensitive data but also disrupt business operations, tarnish
reputation, and incur significant financial losses. Incident response and disaster recovery have
emerged as pivotal strategies to mitigate the impact of such security incidents and ensure the

resilience of organizations against cyber threats.

Historically, incident response was primarily reactive, focusing on containing and mitigating
the damage caused by security breaches. However, with the evolving threat landscape and
regulatory requirements, there has been a paradigm shift towards proactive incident response
planning and preparedness. Similarly, disaster recovery strategies have evolved beyond mere
data backup and restoration to encompass comprehensive business continuity planning,

ensuring the organization's ability to recover swiftly from disruptions.

Importance of Incident Response and Disaster Recovery

The importance of incident response and disaster recovery cannot be overstated in today's
cybersecurity landscape. Rapid detection, effective containment, and swift recovery are
essential for minimizing the impact of security incidents and maintaining business continuity.
Without robust incident response and disaster recovery capabilities, organizations are
vulnerable to prolonged downtimes, financial losses, regulatory penalties, and reputational

damage.

Moreover, incident response and disaster recovery play a crucial role in compliance with
industry regulations and data protection laws. Many regulatory frameworks, such as GDPR
(General Data Protection Regulation) and PCI DSS (Payment Card Industry Data Security
Standard), mandate organizations to have adequate incident response and disaster recovery

plans in place to protect sensitive data and mitigate risks.

Scope of the Paper

This paper aims to provide a comprehensive overview of incident response and disaster
recovery strategies in the context of cybersecurity. It will delve into the key components of
incident response planning, establishment of incident response teams, post-incident analysis,
and implementation of disaster recovery strategies. Additionally, the paper will explore the
integration of incident response and disaster recovery processes to ensure a cohesive and

coordinated approach towards cybersecurity incident management.
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Through real-world examples, case studies, and practical insights, this paper seeks to equip
organizations with the knowledge and tools necessary to enhance their incident response and
disaster recovery capabilities. By adopting the recommendations outlined in this paper,
organizations can bolster their resilience against cyber threats and mitigate the potential

impact of security incidents on their operations and reputation.

Table 1: Key Components of an Incident Response Plan

Component Description
Incident Classification Categorization of incidents based on severity
Escalation Procedures Guidelines for escalating incidents to higher authorities

Communication Channels Established channels for internal and external communication
Incident Response Team  Roles and responsibilities of team members

Incident Reporting Procedures for reporting and documenting incidents

Cyber Incident Response Cycle

-

) o Detection &
Preparation : Analysis

Figure 1: Incident Response Lifecycle
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INCIDENT RESPONSE PLANNING

Definition and Objectives

Incident response planning is a proactive approach aimed at preparing organizations to
effectively respond to cybersecurity incidents. It involves the development of comprehensive
strategies, procedures, and protocols to detect, assess, contain, and recover from security

breaches promptly. The primary objectives of incident response planning are:

1. Early Detection: To detect security incidents as soon as possible to minimize their impact
on the organization.

2. Rapid Response: To respond swiftly and decisively to contain and mitigate the effects of
security incidents.

3. Effective Recovery: To restore normal operations and minimize downtime following a
security incident.

4. Lessons Learned: To conduct post-incident analysis and identify areas for improvement

to enhance future incident response capabilities.

Key Components of an Incident Response Plan
An incident response plan (IRP) serves as a blueprint for how an organization will respond to

various types of security incidents. Key components of an incident response plan include:

1. Incident Classification: Categorizing incidents based on their severity and impact on the
organization. Common classifications include low, medium, high, and critical.

2. Escalation Procedures: Establishing clear procedures for escalating incidents to
appropriate stakeholders within the organization, such as senior management, legal, and
IT security teams.

3. Communication Channels: Defining communication channels for reporting incidents,
both internally among team members and externally to stakeholders, such as customers,
partners, and regulatory authorities.

4. Incident Response Team: Identifying and defining the roles and responsibilities of the
incident response team members, including incident commander, technical specialists,
legal advisors, and communication coordinators.

5. Incident Handling Procedures: Outlining step-by-step procedures for handling different

types of incidents, including initial assessment, containment, eradication, and recovery.
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Roles and Responsibilities

Roles and responsibilities within an incident response team should be clearly defined to

ensure efficient coordination and execution of response activities. Common roles within an

incident response team include:

Incident Commander: The individual responsible for overall coordination and
management of the incident response process.

Technical Specialists: Experts in various domains such as network security, forensic
analysis, and malware analysis, responsible for technical aspects of incident response,
including investigation and mitigation.

Legal Advisors: Legal experts who provide guidance on compliance, regulatory
requirements, and legal implications of security incidents.

Communication Coordinators: Responsible for managing communication with internal
and external stakeholders, including media, customers, and regulatory authorities.
Support Staff: Additional team members who assist in various aspects of incident

response, such as documentation, coordination, and resource management.

Proactive Measures for Incident Prevention

In addition to reactive incident response strategies, organizations should also implement

proactive measures to prevent security incidents from occurring. Some proactive measures

include:

1.

4.

Security Awareness Training: Providing regular training and awareness programs to
employees to educate them about cybersecurity best practices, such as recognizing
phishing emails and avoiding risky behaviors.

Vulnerability Management: Implementing a robust vulnerability management program
to identify, prioritize, and remediate security vulnerabilities in systems and applications.
Patch Management: Ensuring timely patching of software and systems to address known
security vulnerabilities and reduce the risk of exploitation by attackers.

Access Control: Implementing strong access control measures, such as least privilege
principle and multi-factor authentication, to prevent unauthorized access to sensitive data
and systems.
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5. Continuous Monitoring: Deploying security monitoring tools and technologies to

continuously monitor network traffic, system logs, and user activities for signs of

suspicious behavior or potential security threats.

Table 2: Incident Response Team Roles and Responsibilities

Role

Incident Commander

Technical Specialists
Legal Advisors

Communication

Coordinators

Support Staff

Responsibilities

Overall coordination and management of incident response

process

Investigation, analysis, and mitigation of technical aspects of

incidents
Guidance on legal and regulatory implications of incidents

Management of communication with stakeholders during

incidents

Assistance in documentation, coordination, and resource

management

Preparation

W and Analysis ' and Recovery /Y Activity
x}'&{' ¢

b
Containment, 8

Eradication, Post-Incident

Detection

Figure 2: Incident Response Lifecycle

ESTABLISHMENT OF INCIDENT RESPONSE TEAMS

Composition of Incident Response Teams

Incident response teams (IRTs) are composed of individuals with diverse skills and expertise

necessary to effectively respond to cybersecurity incidents. The composition of incident

response teams typically includes:

1. Incident Commander: The designated leader responsible for coordinating and directing

the incident response efforts. The incident commander ensures effective communication

and decision-making throughout the incident response process.
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2.

Technical Specialists: Experts in various domains such as network security, digital
forensics, malware analysis, and incident detection. Technical specialists play a crucial
role in investigating and mitigating the technical aspects of security incidents.

Legal Advisors: Legal experts who provide guidance on compliance, regulatory
requirements, and legal implications of security incidents. Legal advisors help ensure that
incident response activities adhere to applicable laws and regulations.

Communication Coordinators: Individuals responsible for managing communication
with internal and external stakeholders during security incidents. Communication
coordinators ensure timely and accurate dissemination of information to minimize
confusion and maintain transparency.

Support Staff: Additional team members who assist in various aspects of incident
response, such as documentation, coordination, and resource management. Support staff
helps alleviate the workload of primary responders and facilitate smooth operations during

incidents.

Team Structure and Communication Protocols

Establishing clear team structure and communication protocols is essential for effective

incident response. Key considerations for team structure and communication protocols

include:

1.

Hierarchical Structure: Defining clear roles and responsibilities within the incident
response team hierarchy to ensure accountability and effective coordination.

Chain of Command: Establishing a chain of command to facilitate decision-making and
escalation of critical issues during incidents.

Communication Channels: Identifying primary communication channels for internal
team communication, such as email, instant messaging, and collaboration platforms.
Additionally, establishing communication protocols for interacting with external
stakeholders, such as customers, partners, and regulatory agencies.

Reporting Procedures: Defining procedures for reporting incidents, including incident
classification, severity assessment, and escalation criteria. Clear reporting procedures help
streamline incident response activities and ensure timely intervention.

Documentation Standards: Establishing standards for incident documentation, including
incident reports, evidence collection, and post-incident analysis. Consistent documentation

practices facilitate knowledge sharing, lessons learned, and continuous improvement.
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Training and Skill Development

Continuous training and skill development are crucial for maintaining the proficiency of

incident response teams. Key aspects of training and skill development include:

1.

Technical Training: Providing training sessions and workshops to enhance technical
skills related to incident detection, analysis, and response. Technical training may cover
topics such as network security, digital forensics, malware analysis, and incident handling
tools.

Scenario-based Exercises: Conducting simulated incident response exercises to simulate
real-world scenarios and test the team's readiness to respond to various types of security
incidents. Scenario-based exercises help identify strengths, weaknesses, and areas for
improvement in incident response capabilities.

Cross-training: Encouraging cross-training among team members to develop a diverse
skill set and ensure redundancy in critical roles. Cross-training allows team members to
fill in for each other during emergencies and enhances overall team resilience.

Industry Certifications: Supporting team members in obtaining relevant industry
certifications, such as Certified Information Systems Security Professional (CISSP),
Certified Incident Handler (GCIH), and Certified Ethical Hacker (CEH). Industry
certifications validate skills and expertise in incident response and enhance the credibility

of the incident response team.

Coordination with External Entities

Effective coordination with external entities, such as law enforcement agencies, regulatory

bodies, and industry partners, is essential for comprehensive incident response. Key

considerations for coordination with external entities include:

1.

Establishing Relationships: Building relationships and partnerships with relevant
external entities before incidents occur to facilitate seamless collaboration during
emergencies.

Information Sharing: Establishing mechanisms for sharing relevant information with
external entities, such as incident details, evidence, and mitigation strategies. Information
sharing enhances collective situational awareness and enables coordinated response
efforts.

Legal and Regulatory Compliance: Ensuring compliance with legal and regulatory

requirements governing incident reporting, data protection, and information sharing.
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Collaboration with law enforcement and regulatory agencies must adhere to applicable

laws and regulations to avoid legal repercussions.

4. Joint Exercises and Training: Participating in joint exercises and training sessions with

external entities to enhance interoperability and coordination during incident response.

Joint exercises provide an opportunity to test communication channels, coordination

mechanisms, and response procedures in a controlled environment.

Table 3: Incident Response Team Structure

Role
Incident Commander
Technical Specialists
Legal Advisors
Communication Coordinators

Support Staff

Description

Overall coordination and leadership

Experts in various domains for technical analysis

Legal guidance and compliance expertise

Management of communication with stakeholders

Assistance in various aspects of incident response

Service Desk

Service Desk
Manager
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Figure 3: Incident Response Communication Flow
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POST-INCIDENT ANALYSIS

Importance of Post-Incident Analysis

Post-incident analysis plays a crucial role in the overall incident response process by

providing valuable insights into the effectiveness of response efforts and identifying areas for

improvement. The importance of post-incident analysis can be summarized as follows:

1.

Identifying Weaknesses: Post-incident analysis helps identify weaknesses and gaps in
incident response procedures, tools, and resources. By analyzing the response to a security
incident, organizations can pinpoint areas where improvements are needed to enhance
their resilience against future incidents.

Understanding the Threat Landscape: Analyzing security incidents allows
organizations to gain a deeper understanding of the evolving threat landscape. By
identifying the tactics, techniques, and procedures (TTPs) employed by threat actors,
organizations can better prepare for and mitigate similar attacks in the future.

Improving Response Efficiency: Post-incident analysis helps organizations streamline
their incident response processes and procedures. By identifying bottlenecks,
redundancies, and inefficiencies in the response workflow, organizations can optimize
their response efforts and minimize downtime during future incidents.

Enhancing Communication and Collaboration: Analyzing the response to a security
incident highlights the importance of effective communication and collaboration among
incident response team members and other stakeholders. By identifying communication
breakdowns and coordination challenges, organizations can implement measures to
improve collaboration and information sharing during incidents.

Supporting Compliance and Reporting: Post-incident analysis provides organizations
with the documentation and evidence necessary to support compliance requirements and
regulatory reporting. By documenting incident details, response actions, and lessons
learned, organizations can demonstrate due diligence and adherence to legal and

regulatory obligations.

Incident Reporting and Documentation

Incident reporting and documentation are integral components of post-incident analysis. Key

aspects of incident reporting and documentation include:

1.

Timely Reporting: Prompt reporting of security incidents is essential for initiating the

post-incident analysis process and facilitating timely response and recovery efforts.
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2.

Comprehensive Documentation: Thorough documentation of incident details, including
the nature of the incident, impact assessment, response actions taken, and outcomes,
provides a comprehensive record for post-incident analysis and future reference.

Evidence Collection: Gathering and preserving evidence related to the security incident,
such as log files, network captures, and forensic artifacts, supports forensic analysis and
investigation during post-incident analysis.

Incident Classification: Classifying incidents based on severity and impact helps
prioritize response efforts and allocate resources effectively. Common incident
classifications include low, medium, high, and critical.

Incident Reporting Mechanisms: Establishing clear procedures and channels for
reporting incidents, both internally within the organization and externally to regulatory

authorities and law enforcement agencies, ensures timely and accurate reporting.

Root Cause Analysis

Root cause analysis (RCA) is a systematic process for identifying the underlying causes of

security incidents to prevent recurrence. Key aspects of root cause analysis include:

1.

Identifying Contributing Factors: Analyzing the sequence of events leading up to the
security incident helps identify contributing factors, such as vulnerabilities,
misconfigurations, human errors, or systemic issues.

Investigating Chain of Events: Examining the chain of events that led to the security
incident helps trace back to the root cause and understand how various factors interacted
to create the conditions for the incident to occur.

Documenting Findings: Documenting the findings of root cause analysis, including the
identified root cause(s), contributing factors, and recommendations for mitigation,
provides valuable insights for improving security posture and preventing similar incidents
in the future.

Corrective Actions: Implementing corrective actions based on the findings of root cause
analysis helps address underlying issues and vulnerabilities to prevent recurrence of

security incidents.
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Lessons Learned and Continuous Improvement

Lessons learned from post-incident analysis serve as valuable insights for continuous

improvement of incident response capabilities. Key aspects of lessons learned and continuous

improvement include:

1. Knowledge Sharing: Sharing the findings and insights from post-incident analysis with
relevant stakeholders, including incident response team members, management, and other
departments, promotes knowledge sharing and organizational learning.

2. Implementing Recommendations: Implementing recommendations and corrective
actions derived from post-incident analysis helps address vulnerabilities and weaknesses
identified during the incident response process.

3. Training and Skill Development: Incorporating lessons learned into training programs
and skill development initiatives helps enhance the preparedness and proficiency of
incident response teams.

4. Iterative Improvement: Continuously reviewing and refining incident response
procedures and strategies based on lessons learned and emerging threats ensures that

organizations remain adaptive and resilient in the face of evolving cybersecurity

challenges.
Table 4: Incident Classification Matrix
Incident Severity Description
Low Minimal impact on operations
Medium Moderate impact with limited disruption
High Significant impact requiring immediate attention
Critical Severe impact affecting critical systems and services
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Root Cause Analysis Process
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Figure 4: Root Cause Analysis Process

DISASTER RECOVERY STRATEGIES

Overview of Disaster Recovery

Disaster recovery is a comprehensive approach to restoring business operations and IT

infrastructure following a disruptive event. The primary goal of disaster recovery is to

minimize the impact of disruptions, such as natural disasters, cyberattacks, hardware failures,
or human errors, on business continuity and ensure the timely recovery of critical systems and
services. Key components of disaster recovery include:

1. Resilient Infrastructure: Implementing redundant and resilient IT infrastructure, such as
backup servers, data centers, and cloud services, to ensure availability and redundancy in
the event of a disaster.

2. Data Protection: Implementing data protection measures, such as regular backups, data
replication, and encryption, to safeguard critical data and ensure its availability for
recovery purposes.

3. Continuity Planning: Developing comprehensive business continuity plans that outline
procedures and protocols for restoring critical business functions and operations following
a disaster.

4. Testing and Validation: Conducting regular testing and validation of disaster recovery
plans and procedures to ensure their effectiveness and identify areas for improvement.
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5.

Coordination and Communication: Establishing clear roles and responsibilities,
communication channels, and coordination mechanisms to facilitate -effective

collaboration among stakeholders during disaster recovery efforts.

Business Impact Analysis (BIA) and Risk Assessment

Business impact analysis (BIA) and risk assessment are foundational steps in the development

of effective disaster recovery strategies. Key aspects of BIA and risk assessment include:

1.

BIA Process: Conducting a BIA involves assessing the potential impact of disruptions on
critical business functions, processes, and resources. BIA helps prioritize recovery efforts
and allocate resources based on the criticality of business functions.

Risk Identification: Identifying and analyzing potential risks and threats that could
disrupt business operations, such as natural disasters, cyberattacks, equipment failures,
and human errors.

Impact Assessment: Assessing the potential impact of identified risks on business
operations, including financial losses, operational disruptions, reputational damage, and
regulatory non-compliance.

Risk Mitigation: Developing risk mitigation strategies and controls to reduce the
likelihood and impact of identified risks, such as implementing redundant systems,
security controls, and disaster recovery measures.

Continuity Planning: Incorporating the findings of BIA and risk assessment into business
continuity plans and disaster recovery strategies to ensure that critical business functions

and processes are adequately protected and can be restored in the event of a disaster.

Development of Recovery Plans

The development of recovery plans is a critical aspect of disaster recovery planning. Key

components of recovery plans include:

1.

Recovery Objectives: Defining recovery objectives and priorities based on the findings of
BIA and risk assessment, such as recovery time objectives (RTOs) and recovery point
objectives (RPOs) for critical systems and services.

Recovery Procedures: Documenting step-by-step procedures and protocols for restoring
critical systems, applications, and data following a disaster. Recovery procedures should

be clear, concise, and actionable to facilitate rapid recovery efforts.
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3.

Resource Allocation: Identifying and allocating resources, such as personnel, equipment,
and facilities, needed to execute recovery plans effectively. Resource allocation should be
based on the criticality of business functions and the severity of the disaster.

Testing and Validation: Conducting regular testing and validation of recovery plans
through tabletop exercises, simulations, and drills to ensure their effectiveness and identify
potential gaps or deficiencies.

Documentation and Maintenance: Documenting recovery plans, including procedures,
contact information, and dependencies, and ensuring that they are regularly reviewed,

updated, and maintained to reflect changes in business operations and IT infrastructure.

Backup and Restoration Procedures

Backup and restoration procedures are essential components of disaster recovery strategies for

protecting critical data and ensuring its availability for recovery purposes. Key aspects of

backup and restoration procedures include:

1.

Data Backup: Implementing regular backup schedules and procedures to create copies of
critical data and information systems. Backups should be stored securely and offsite to
protect against data loss due to disasters or system failures.

Backup Retention Policies: Establishing retention policies for backups based on
regulatory requirements, business needs, and data retention best practices. Retention
policies should specify the frequency of backups, retention periods, and disposal
procedures for expired backups.

Data Restoration: Documenting procedures and protocols for restoring data from
backups in the event of a disaster. Restoration procedures should include verification steps
to ensure data integrity and completeness.

Backup Testing: Conducting regular testing and validation of backup and restoration
procedures to ensure their reliability and effectiveness. Backup testing should include
verification of backup integrity, restoration capabilities, and data consistency.

Backup Monitoring: Implementing monitoring and alerting mechanisms to track backup
status, identify failures or anomalies, and ensure timely resolution of backup-related

issues.
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Table 5: Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs)

Critical System RTO (hours) RPO (minutes)
Email Server 4 15
Customer Database 8 30
Web Application 6 60

DISASTER RECOVERY PLAN

Elements of a Disaster Recovery Plan

Tips
for dealing

with media.

w Financial
& legal
information &
action steps.
A statement of
intent & disaster ‘
recovery policy . :
- e I

statement.

Disaster Recovery Plan

Figure 5: Disaster Recovery Plan Template

INTEGRATING INCIDENT RESPONSE AND DISASTER RECOVERY
Alignment of Incident Response and Disaster Recovery Processes

Integration and alignment of incident response and disaster recovery processes are essential

for ensuring a cohesive and coordinated approach to cybersecurity incident management. Key

aspects of aligning incident response and disaster recovery processes include:

1. Common Obijectives: Establishing common objectives and goals for incident response

and disaster recovery to ensure alignment with broader organizational objectives, such as

maintaining business continuity, protecting critical assets, and minimizing downtime.

2. Shared Resources: Identifying shared resources and capabilities that can be leveraged for

both incident response and disaster recovery efforts, such as personnel, tools, and
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infrastructure. Shared resources help streamline operations and maximize efficiency
during response and recovery activities.

3. Unified Governance: Implementing unified governance and oversight mechanisms to
coordinate incident response and disaster recovery efforts effectively. Unified governance
ensures consistency, accountability, and clear lines of authority across both processes.

4. Integrated Planning: Developing integrated incident response and disaster recovery
plans that address the full spectrum of potential threats and disruptions. Integrated
planning helps organizations anticipate and prepare for various scenarios and ensures a

coordinated response to incidents.

Coordinated Incident Handling

Coordinated incident handling involves collaboration and communication among incident

response and disaster recovery teams to ensure timely and effective response to cybersecurity

incidents. Key aspects of coordinated incident handling include:

1. Communication Channels: Establishing clear communication channels and protocols for
sharing information and updates between incident response and disaster recovery teams.
Effective communication ensures that relevant stakeholders are informed and involved in
response efforts.

2. Joint Decision-Making: Encouraging joint decision-making and collaboration between
incident response and disaster recovery teams to prioritize response activities, allocate
resources, and implement mitigation measures effectively.

3. Cross-Functional Teams: Forming cross-functional teams that include members from
both incident response and disaster recovery teams to facilitate seamless coordination and
integration of response efforts. Cross-functional teams leverage diverse skills and
expertise to address complex incidents comprehensively.

4. Incident Command Structure: Implementing an incident command structure that
encompasses both incident response and disaster recovery functions to provide centralized
leadership and coordination during incidents. The incident command structure ensures

clarity of roles and responsibilities and facilitates efficient decision-making.
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Testing and Exercising

Regular testing and exercising of incident response and disaster recovery plans are essential

for validating readiness, identifying weaknesses, and improving response capabilities. Key

aspects of testing and exercising include:

1. Scenario-based Exercises: Conducting scenario-based exercises and simulations to
simulate real-world cybersecurity incidents and evaluate the effectiveness of response and
recovery plans. Scenario-based exercises help identify gaps, test coordination
mechanisms, and validate response procedures.

2. Tabletop Exercises: Facilitating tabletop exercises that involve key stakeholders
discussing and walkthrough response and recovery scenarios in a simulated environment.
Tabletop exercises promote collaboration, communication, and decision-making skills
among participants.

3. Technical Drills: Performing technical drills to test specific aspects of incident response
and disaster recovery, such as data restoration, system recovery, and network resilience.
Technical drills provide hands-on experience and validate the functionality of recovery
procedures and tools.

4. After-Action Reviews: Conducting after-action reviews following testing and exercising
activities to evaluate performance, capture lessons learned, and identify opportunities for
improvement. After-action reviews help organizations refine their incident response and

disaster recovery capabilities and enhance overall readiness.

Table 6: Incident Response and Disaster Recovery Roles and Responsibilities

Incident Response Disaster Recovery

Role Responsibilities Responsibilities
Incident Commander  Overall coordination and leadership Coordinating recovery efforts

Incident detection, analysis, and Restoring critical systems and

Technical Specialists ~ mitigation services
Communication Managing communication with Communication during
Coordinators stakeholders recovery efforts

Assisting in incident response

Support Staff activities Supporting recovery operations
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Figure 6: Coordinated Incident Handling Process
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