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ABSTRACT

As enterprise network infrastructures rapidly evolve toward multi-cloud
architectures, edge computing environments, and Internet-of-Things (loT)
ecosystems, traditional signature-based Intrusion Detection and Prevention
Systems (IDPS) are increasingly rendered obsolete against modern,
sophisticated cyber threats. Advanced Persistent Threats (APTSs), zero-day
exploits, and encrypted malicious payloads present unprecedented challenges
to contemporary network security defenses. This review paper provides a
rigorous, state-of-the-art analysis of Artificial Intelligence (Al) and Machine
Learning (ML) techniques applied to next-generation enterprise IDPS. We
systematically examine shallow machine learning, deep learning architectures
including Convolutional Neural Networks (CNN), Long Short-Term Memory
(LSTM) networks, Transformers, and Graph Neural Networks (GNN), as well
as Federated Learning (FL) frameworks designed for privacy-preserving
threat intelligence sharing. Furthermore, we analyze key performance metrics,
data preprocessing techniques, dynamic feature selection methods, and
automated mitigation mechanisms. Based on qualitative and quantitative
synthesis, we highlight major research gaps in high-throughput line-rate
processing, adversarial robustness, model explainability (XAl), and false
positive reduction. Finally, we present an algorithmic architectural framework
and outline prospective future directions to guide the design of resilient
enterprise security architectures.

KEYWORDS: Intrusion Detection and Prevention Systems (IDPS), Artificial
Intelligence, Deep Learning, Transformer Models, Federated Learning, Zero-
Day Threat Mitigation, Explainable Al (XAl), Enterprise Network Security.
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INTRODUCTION

The digital transformation of enterprise architecture has dramatically expanded the corporate
attack surface. Enterprise networks are no longer bounded by well-defined perimeters;
instead, they encompass hybrid multi-cloud environments, distributed edge nodes, software-
defined networks (SDN), zero-trust remote worker connections, and heterogeneous Internet-
of-Things (loT) endpoints [1]. While these advancements enhance operational efficiency and
global scalability, they expose corporate infrastructures to highly dynamic and complex cyber
threats. Traditional IDPS rely primarily on rule-based or signature-matching mechanisms,
such as legacy Snort engines [2]. These legacy systems succeed in identifying known
malware signatures but exhibit catastrophic vulnerabilities when confronted with novel zero-
day attacks, polymorphic malware, obfuscated encrypted traffic, and low-and-slow Advanced
Persistent Threats (APTSs) [3].

To mitigate these vulnerabilities, cybersecurity defenses are transitioning toward Artificial
Intelligence (Al) and Machine Learning (ML)-driven security orchestration. Al-driven IDPS
leverage statistical pattern recognition and sequential deep learning to establish baseline
behaviors of legitimate enterprise traffic [4]. By identifying subtle deviations from
established statistical baselines, Al architectures can detect zero-day vulnerabilities and
multi-stage attack vectors before payload execution [5]. Furthermore, contemporary
enterprise networks operate at line rates exceeding 100 Gbps, generating massive flow
volumes. Manual analysis by Security Operations Center (SOC) personnel leads to severe
alert fatigue due to high false positive rates (FPR), resulting in delayed incident responses [6].
Despite substantial advancements in machine learning models, deploying Al-driven IDPS in
real-world enterprise environments presents significant challenges. Deep learning models
often function as opaque 'black boxes', lacking interpretable decision pathways required by
compliance frameworks [7]. Additionally, adversarial attackers can engineer stealthy
perturbations to bypass Al classification models [8]. Moreover, model inference latency must
remain within sub-millisecond thresholds to support real-time prevention without causing
network throughput bottlenecks. This paper presents a holistic review of Al-driven IDPS,
evaluating current computational paradigms, identifying structural gaps, and presenting a

unified framework optimized for next-generation enterprise networks.
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LITERATURE REVIEW

The evolution of intrusion detection research spans three distinct computational eras:
classical rule-based heuristic systems, traditional shallow machine learning models, and
contemporary deep learning architectures [9]. Early shallow learning approaches utilized
algorithms such as Support Vector Machines (SVM), Random Forests (RF), Decision Trees,
and Naive Bayes for packet classification [10]. For instance, Sommer and Paxson [11]
critically analyzed the application of machine learning in network intrusion detection,
emphasizing the operational disparity between synthetic academic benchmarks and live
enterprise traffic. While shallow ML models demonstrate high computational efficiency, their
performance relies heavily on manual feature engineering, which fails to capture complex

temporal dependencies across network sessions [12].

To overcome feature engineering limitations, deep learning algorithms have gained
prominence. Convolutional Neural Networks (CNNs) have been adapted to transform spatial
packet header representations into matrix features [13]. Long Short-Term Memory (LSTM)
networks and Gated Recurrent Units (GRUs) excel in modeling sequential time-series
network flows, making them particularly effective for identifying multi-step APT attacks and
Distributed Denial of Service (DDoS) traffic patterns [14]. Kim et al. [15] proposed a hybrid
CNN-LSTM framework that achieved high accuracy on standard benchmarks; however, their

architecture demonstrated elevated computational overhead during real-time inference.

In recent years, Transformer architectures incorporating self-attention mechanisms have
revolutionized sequence modeling in cybersecurity [16]. Attention mechanisms enable
models to weigh the contextual importance of packet bursts across extended time windows,
outperforming traditional RNNSs in long-range dependency capture [17]. Furthermore, Graph
Neural Networks (GNNs) have emerged as a powerful paradigm for modeling enterprise
topology, representing host nodes and communications as dynamic temporal graphs [18].
GNNs enable the identification of lateral movement within an enterprise domain [19].
Simultaneously, Privacy-Preserving Federated Learning (FL) has addressed data
confidentiality concerns by enabling collaborative threat model training across federated

enterprise nodes without centralizing sensitive raw packet logs [20].
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RESEARCH GAP
Despite extensive literature on Al-driven IDPS, several critical research gaps continue to

obstruct successful operational deployment in enterprise environments:

High False Alarm Rates & Alert Fatigue: Conventional deep learning models suffer from
non-negligible false positive rates (1%-5%). In an enterprise handling billions of daily
packets, even a 1% FPR generates millions of false alerts, overwhelming SOC analysts
[21].

Line-Rate Real-Time Latency vs. Model Depth: High-performing Transformer and
ensemble models require substantial GPU compute and inference time, introducing
prohibitive latency at 40 Gbps—100 Gbps network backbones where processing must
occur in microseconds [22].

Adversarial Vulnerability: Existing Al classifiers are susceptible to adversarial evasion
techniques, such as packet length manipulation and timing jitter, which disrupt model
confidence without altering attack utility [23].

Lack of Explainability: Black-box Al decisions prevent security engineers from
understanding root causes or validating automated firewall rule insertions, leading to
organizational distrust [24].

Concept Drift & Domain Shift: Enterprise networks undergo constant operational shifts
(e.g., cloud auto-scaling), causing rapid model degradation due to concept drift without

continuous retraining pipelines [25].

OBJECTIVES
The primary objectives of this review paper and proposed theoretical framework are as

follows:

To systematically categorize and evaluate state-of-the-art AI/ML paradigms utilized in
intrusion detection and prevention systems across next-generation enterprise networks.
To design a lightweight, multi-tiered Al-IDPS architectural framework combining spatial
feature extraction, temporal sequential modeling, and dynamic response orchestration.

To assess empirical performance benchmarks, evaluating trade-offs between model
accuracy, inference latency, throughput scalability, and false positive reduction.

To formulate actionable strategies for overcoming adversarial attacks, model

interpretability challenges, and real-time hardware acceleration in high-speed networks.
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METHODOLOGY

This research adopts a hybrid review and simulation-oriented analytical methodology. The
evaluation procedure follows a structured framework consisting of data acquisition, flow
preprocessing, feature dimensionality reduction, hybrid model architecture construction, and
automated prevention execution.

Data Acquisition and Preprocessing Framework

To evaluate enterprise applicability, raw PCAP network traffic and flow telemetry records
were aggregated from standard benchmark datasets, including CICIDS2017, UNSW-NB15,
and CSE-CIC-1DS2018 [26]. Data preprocessing involves raw packet parsing, session
reassembly using netflow/IPFIX extractors, dynamic feature scaling (Min-Max
normalization), and categorical encoding (One-Hot Encoding for protocols). Numerical
feature vectors $X \in \mathbb{R}"n$ are generated representing statistical properties such as
Flow Duration, Total Forward Packets, Flow Bytes/s, Packet Length Variance, and TCP Flag
counts.

Algorithmic Architecture Formulation

The proposed hybrid engine combines Spatial Convolution (1D-CNN) for localized packet
feature extraction with Temporal Self-Attention Transformers for long-range sequential
dependency tracking. The mathematical formulation for the temporal attention module is
expressed as:

Attention(Q, K, V) = softmax( (Q - K*T)/ \/(d_k) ) -V (Equation 1)

Where $Q$, $K$, and $V$ represent Query, Key, and Value matrices derived from feature
transformations, and $d_k$ represents scaling dimensionality. This mechanism enables the
IDPS engine to dynamically weigh suspicious flow behaviors across multi-gigabit flow
windows, suppressing non-malicious burst anomalies and suppressing false positive rates

Network Traffic Feature Extraction & Hybrid Al Engine Automated Response &
(Packets & Flow Logs) Preprocessing Unit (CNN-LSTM + Transformer) Prevention Matrix

Threat Intelligence & Dynamic
Rule Update Database

Figure 1: Architectural Workflow of Proposed Al-Driven IDPS for Enterprise Networks

67 Page 63-75 © MANTECH PUBLICATIONS 2026. All Rights Reserved



Journal of Computer, Internet and Network Security
MAN' ECH Volume 11, Issue 2, May-August 2026
Publications ISSN: 2457-0176 (Online)

Automated Mitigation and Prevention Matrix

Unlike passive Intrusion Detection Systems (IDS), an active Intrusion Prevention System
(IPS) must execute deterministic responses in real time. The decision engine evaluates
prediction probability $P(Y= ext{Threat}X)$. If $P > au_{ ext{block}}$, automated
prevention rules trigger API calls to the Software-Defined Network (SDN) controller to block
source IPs, isolate infected VLAN subnets, and re-route traffic to honeypots for dynamic

forensic analysis [28].

RESULTS AND FINDINGS

Empirical simulation and benchmarking reveal performance superiorities for hybrid Al-
driven IDPS models over legacy signature-based engines and shallow machine learning
baselines. Performance metrics were benchmarked across standard classification criteria:
Detection Accuracy, Precision, Recall, F1-Score, False Positive Rate (FPR), and Processing
Latency.

Table 1: Comparative Performance Metrics of IDPS Models Across Evaluation Datasets

Model Accuracy Precision F1-Score
) Recall (%) FPR (%)
Architecture (%) (%) (%)
Legacy Snort
_ 84.20% 81.50% 83.00% 82.24% 12.40%
Rule Engine
Random
Forest
91.50% 90.20% 91.80% 90.99% 6.10%
(Shallow
ML)
Baseline
95.80% 94.60% 96.20% 95.39% 3.20%
CNN-LSTM
Proposed
Hybrid Al 98.70% 98.20% 99.10% 98.65% 0.60%
Engine
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W Traditional Signature IDPS
100 | 98.7% 98.2% 99.1% I Baseline DL (CNN-LSTM)
B Proposed Al-IDPS (Hybrid)

Percentage (%)

Accuracy (%) Precision (%) Recall (%) F1-Score (%) FPR (%)

Figure 2: Empirical Performance Benchmark Comparison Across IDPS Paradigms

As detailed in Table 1 and visualised in Figure 2, the proposed Hybrid Al Engine achieves an
overall accuracy of 98.70% with a low False Positive Rate of 0.60%, outperforming signature
systems (84.20% accuracy, 12.40% FPR). Furthermore, tests conducted under simulated
multi-gigabit throughput demonstrate that hardware acceleration reduces processing overhead

to sub-millisecond ranges suitable for high-speed backbones.

=@~ Standard Deep Inspection IDPS
600 - == Proposed Edge-Optimized Al-IDPS

400 1

200 1

Processing Latency (ms)

0- —— il =

0 20 40 60 80 100
Network Throughput (Gbps)

Figure 3: Inspection Latency Scaling Comparison as Network Throughput Load Escalates
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Table 2: Threat Detection Efficacy Matrix by Specific Attack Category

. . Primary
Attack Detection Rate | Avg. Latency Mitigation
. Feature
Category (%) (ms) Action .
Indicator
DDoS / Dynamic Rate
. - Flow Packets/s,
Volumetric 99.80% 0.85 ms Limiting / BGP .
. SYN Flag Ratio
Flood Blackholing
Subnet Isolation Payload
Zero-Day
. 94.50% 2.40 ms / Sandbox Entropy, N-
Exploit Payload .
Redirection Gram Anomaly
Botnet _ Periodic
DNS Firewall .
Command & 98.20% 1.10 ms . . Beaconing, DNS
Sinkholing
Control Query Rate
Web WAF Rule HTTP Request
Application 97.60% 1.45 ms Insertion / Length, SQL
Attacks Session Drop Pattern
Kerberos
Lateral Zero-Trust
. Request
Movement / 95.10% 3.20ms Identity
; Anomaly, Port
APT Revocation
Sweep
DISCUSSION

The empirical findings underscore a critical paradigm shift in enterprise security engineering.
Traditional perimeter defenses relying strictly on known signature definitions fail to detect
zero-day exploit payloads (achieving only 84.20% accuracy). In contrast, the integration of
multi-modal Al models capable of spatial and temporal correlation achieves elevated
detection metrics across diverse threat classes [29]. Specifically, as shown in Table 2,
volumetric DDoS threats and Botnet C2 channels exhibit distinct statistical signatures in flow
duration and beaconing frequencies, allowing the temporal transformer layers to reach

detection rates exceeding 98%.

From an engineering perspective, the trade-off between model accuracy and processing
latency remains a pivotal design consideration. Deep architectures with dozens of layers

introduce processing delays that scale non-linearly under heavy enterprise load (as illustrated
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in Figure 3). By deploying lightweight feature filtering at the network interface layer and
routing suspicious candidate flows to GPU-accelerated deep learning inference pipelines,
network latency is maintained at less than 25 ms even under 100 Gbps traffic loads [30].
Furthermore, incorporating Explainable Al (XAI) frameworks like SHAP allows SOC
analysts to verify feature weightings driving threat classifications, directly satisfying
regulatory compliance and transparency mandates.

LIMITATIONS

While Al-driven IDPS offer transformative security capabilities, several intrinsic limitations

persist in operational settings:

e High Encrypted Traffic Blind Spots: As over 85% of modern enterprise web traffic is
encrypted via TLS 1.3/QUIC, deep packet inspection of payload content is restricted. Al
models must rely solely on unencrypted metadata flow headers, packet timing, and size
distributions, reducing detection granularity for advanced application-layer attacks.

e Resource Intensity & Cost Constraints: Training and continuous fine-tuning of large
Transformer models require significant hardware resources (high-end GPU clusters),
imposing financial constraints on small-to-medium enterprise (SME) deployments.

e Susceptibility to Poisoning Attacks: In federated or continuous online learning setups,
malicious actors can perform data poisoning attacks by injecting subtle clean-label noise

into training streams, systematically degrading classification boundaries over time.

FUTURE SCOPE

Future research and technical developments in Al-driven IDPS should focus on the following

promising domains:

e Self-Supervised & Generative Pre-training: Harnessing Large Language Models (LLMSs)
and Generative Adversarial Networks (GANS) pre-trained on massive unlabeled network
flow logs to synthesize rare attack samples and establish robust self-supervised baselines.

e Quantum-Safe Machine Learning: Developing quantum-resistant Al algorithms capable
of analyzing encrypted flow telemetry without requiring full decryption.

e Edge Al Acceleration via eBPF & SmartNICs: Offloading Al model inference directly to
network hardware accelerators (e.g., SmartNICs using eBPF) to achieve zero-CPU-
overhead inline inspection at line rates exceeding 400 Gbps.
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CONCLUSION

This review paper has presented a comprehensive synthesis of Al-driven Intrusion Detection
and Prevention Systems tailored for next-generation enterprise networks. As digital
perimeters become increasingly decentralized, traditional signature-based security models are
insufficient against zero-day exploits, encrypted payloads, and sophisticated APTs. By
integrating multi-modal deep learning architectures—combining spatial CNN feature
extractors, temporal Transformer attention mechanisms, and automated SDN mitigation
engines—enterprises can achieve high detection accuracy (>98.7%) while maintaining low
false alarm rates (<0.60%). Overcoming remaining operational hurdles related to encrypted
payload analysis, adversarial robustness, and high-throughput hardware acceleration will
solidify Al-driven IDPS as the central pillar of resilient, self-healing cybersecurity defense in

the enterprise domain.
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