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ABSTRACT
The convergence of Cloud Computing and the Internet of Things (l1oT) has
ushered in a new era of intelligent and interconnected systems. However, this
integration also introduces significant security vulnerabilities, particularly in
the face of advancing quantum computing technologies that threaten the
cryptographic foundations of current cloud-1oT ecosystems. Post-Quantum
Cryptography (PQC) has emerged as a promising solution capable of resisting
attacks from both classical and quantum computers. This paper explores the
role of PQC in securing cloud-loT infrastructures, discussing its architectural
design, implementation models, challenges, and future prospects. Furthermore,
it examines hybrid encryption models, quantum-resistant key management
mechanisms, and real-time data protection strategies tailored for resource-

constrained loT devices.
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INTRODUCTION
The rapid advancement of Cloud Computing and Internet of Things (10T) technologies has
transformed digital ecosystems, enabling smart healthcare, autonomous systems, and industrial

automation. These domains depend heavily on secure communication, authentication, and data
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integrity. However, traditional cryptographic systems such as RSA, ECC, and Diffie—-Hellman
are increasingly becoming vulnerable to quantum computing attacks. Quantum algorithms like
Shor’s algorithm can efficiently break large integer factorizations and elliptic curve problems

that underpin classical encryption systems.

Post-Quantum Cryptography (PQC) refers to cryptographic algorithms that are resistant to
quantum attacks and are implementable using classical computing resources. As organizations
migrate data and applications to the cloud, ensuring quantum-resilient protection for loT-
generated data becomes a critical challenge. The goal of this paper is to examine PQC’s
suitability for securing cloud-1oT infrastructures, exploring its frameworks, challenges, and

integration methodologies.

LITERATURE REVIEW
The research community has actively investigated PQC algorithms over the past decade,

focusing on performance optimization, standardization, and practical deployment.

Lattice-Based Cryptography (LBC) has gained prominence due to its robust mathematical
structure and efficiency. Schemes like NTRU, FrodoKEM, and Kyber provide security
against quantum adversaries while offering computational feasibility for cloud platforms. The
NIST PQC Standardization Project has identified several promising candidates for key

encapsulation mechanisms and digital signatures.

Code-Based Cryptography, such as McEliece and BIKE, provides strong security
foundations but is limited by large key sizes, posing challenges for lightweight loT
applications. Similarly, Multivariate Quadratic (MQ) and Hash-Based Signatures (HBS)
schemes such as SPHINCS+ have demonstrated effectiveness for authentication but require

optimization for low-power devices.

In cloud-10T contexts, researchers like Al-Turjman et al. (2022) have proposed hybrid security
models that combine PQC with existing classical encryption to enable gradual migration.
Studies by Liu and Li (2023) suggest that quantum-resilient authentication protocols

enhance end-to-end trust in 10T systems while maintaining computational efficiency.
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ARCHITECTURE OF CLOUD-IOT SECURITY USING PQC
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Figure 1: Post-Quantum Cloud-loT Security Architecture

1. Architectural Layers

The proposed architecture integrates PQC mechanisms across three major layers:

loT Device Layer: Implements lightweight PQC-based encryption and digital
signatures for secure data generation and transmission.

Edge/Fog Layer: Provides preprocessing and local key exchange using PQC
algorithms, reducing latency and bandwidth usage.

Cloud Layer: Ensures secure data storage, access control, and key management using

guantum-safe cryptographic services.

2. Secure Communication Workflow

Data Generation: 10T devices collect sensor data and encrypt it using lattice-based
schemes (e.g., Kyber512).

Edge Authentication: The fog layer authenticates devices using hash-based digital
signatures.

Quantum-Safe Transmission: Encrypted data packets are transmitted through secure
channels using PQC-enabled protocols.

Cloud Decryption and Analysis: The cloud decrypts and processes the data while

maintaining confidentiality and non-repudiation.

107 Page 105-113 © MANTECH PUBLICATIONS 2025. All Rights Reserved



Journal of Cloud Computing and Internet of Things
MANIECH Volume 3, Issue 2, July-December, 2025
Publications ISSN: 3107-4391 (Online)

3. Integration with Blockchain

Blockchain-based systems are increasingly being integrated into cloud-loT ecosystems to
provide decentralized security. By incorporating PQC-based digital signatures, blockchain
nodes can maintain immutability even under quantum threats. This approach enhances

transparency and traceability in distributed 10T systems.

TYPES OF POST-QUANTUM CRYPTOGRAPHIC ALGORITHMS

Table 1: Comparative Analysis pf Post-Quantum Cryptographic Algorithms

Algorithm Key Size Security Suitability for 10T
Example Schemes ]
Type (Approx.) Strength Devices
) Kyber, Dilithium, ] High (Lightweight
Lattice-Based 1-3 KB Very High _ _
FrodoKEM Variants Available)
Classic McEliece, _ Low (Large Key Size
Code-Based 200-400 KB || Very High o
BIKE Limitation)
Multivariate _ Moderate to )
_ Rainbow, GeMSS || 50-150 KB _ Medium
Quadratic High
_ Medium (High
Hash-Based |SPHINCS+, XMSS| 8-20 KB Very High ) ]
Computation Time)
High (Efficient for Key
Isogeny-Based SIKE, CSIDH <1 KB Moderate
Exchange)

1. Lattice-Based Cryptography
This is the most researched and practical PQC approach. Algorithms like Kyber, Dilithium,
and FrodoKEM offer strong security with moderate computational overhead. Lattice-based

methods are highly scalable and suitable for cloud infrastructures.

2. Code-Based Cryptography
Schemes like Classic McEliece provide robust security against quantum attacks but suffer

from key size inflation, making them less ideal for 10T endpoints.
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3. Multivariate Polynomial Cryptography
Uses systems of nonlinear equations for encryption. Algorithms such as Rainbow have been
evaluated for digital signatures, though they may face vulnerabilities against certain algebraic

attacks.

4. Hash-Based Cryptography

Algorithms such as SPHINCS+ use cryptographic hash functions to achieve quantum-resistant
digital signatures, offering high security but slower signing speeds.

CHALLENGES IN IMPLEMENTING PQC FOR CLOUD-IOT SECURITY

Table 3: Challenges and Mitigation Strategies in PQC Deployment

Challenge Impact Area Mitigation Strategy

High Computational

Cost Edge and IoT Devices || Use optimized lattice-based algorithms
0S

) Memory and Employ compression and hybrid
Large Key Size o
Transmission cryptography

N ) ) Standardized PQC protocols (NIST-
Interoperability Multi-Cloud Integration

compliant)
Migration Complexity Legacy Systems Gradual hybrid transition model
Energy Efficiency 10T Nodes Hardware-assisted PQC modules

1. Computational Overhead
Many PQC algorithms require higher computational resources compared to traditional

cryptography, challenging the energy efficiency of 10T devices.

2. Key Size Limitations
Large public and private keys can increase storage and communication costs in constrained 10T

environments.
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3. Standardization Issues
Although NIST has announced finalists in PQC standardization, global interoperability remains

a concern, especially across heterogeneous cloud service providers.

4. Migration from Classical Cryptography
Transitioning from RSA/ECC to PQC requires re-engineering existing systems, which may

introduce compatibility and latency issues.

5. Hybrid Security Complexity
Integrating classical and PQC mechanisms increases system complexity and may create new

attack surfaces if not properly managed.

SCOPE AND FUTURE DIRECTIONS

The adoption of PQC in cloud-loT ecosystems will expand with ongoing research in
lightweight cryptography and hardware acceleration.

1. Lightweight PQC for Edge Devices

Future research aims to develop PQC algorithms optimized for constrained 10T hardware

through reduced key sizes and efficient key generation.

2. Quantum-Safe Cloud APIs
Cloud providers are expected to introduce PQC-enabled APIs that facilitate secure data

encryption and key management in hybrid environments.

3. Integration with Artificial Intelligence (Al)
Al-driven adaptive security frameworks can dynamically select optimal PQC schemes based

on device capabilities and threat levels.

4. Quantum Key Distribution (QKD) Synergy
Combining PQC with QKD can establish multi-layered quantum-resistant frameworks,

ensuring data confidentiality and integrity even in advanced quantum computing scenarios.
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PROPOSED MODEL FOR PQC-BASED CLOUD-IOT SECURITY FRAMEWORK
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Figure 2: Hybrid PQC-Enabled Security Framework for Cloud-1oT

1. Design Components

Quantum-Safe Key Exchange: Utilizes lattice-based KEMs for secure session
establishment.

loT Gateway Security Module: Implements hybrid PQC-classical encryption for
backward compatibility.

Secure Cloud Storage Layer: Integrates PQC-based digital signatures for data
integrity validation.

Policy Engine: Enforces encryption policies and real-time monitoring for quantum

threat detection.

2. Working Mechanism

0T devices authenticate using hash-based digital signatures.

Data is encrypted at the device layer using a lattice-based key encapsulation
mechanism.

The fog node performs local aggregation and forwards data to the cloud using PQC-
based secure channels.

The cloud decrypts and processes data while maintaining quantum-resistant integrity

assurance.
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3. Advantages
e Enhanced resilience against quantum decryption attacks.
e Reduced data leakage through hybrid encryption.

e Improved trust management in distributed 10T environments.

CASE STUDY: PQC IN SMART HEALTHCARE SYSTEMS

In a smart healthcare 10T scenario, medical sensors continuously transmit patient data to the
cloud for real-time analysis. Implementing Kyber-based encryption ensures that sensitive
data remains protected from quantum threats. Additionally, SPHINCS+ signatures validate
the authenticity of medical devices, preventing impersonation or data tampering. The
integration of PQC-enabled gateways enhances security without compromising latency,

demonstrating the practicality of PQC in life-critical applications.

PERFORMANCE EVALUATION PARAMETERS

Table 2: Performance Metrics for PQC in Cloud-1oT Environments

Parameter Description Impact on Cloud-loT Security
Encryption _ _ _
Time required to encrypt/decrypt data || Affects real-time data exchange
Latency
_ ) o Influences memory and
Key Size Size of public/private keys o
transmission
Energy Power used during cryptographic
) _ Critical for 10T longevity
Consumption operations
) ) ) Determines overall
Security Level Resistance against quantum attacks )
trustworthiness
CONCLUSION

As quantum computing approaches practical maturity, traditional encryption standards will no
longer guarantee security for cloud-10T systems. Post-Quantum Cryptography provides a
promising pathway toward sustainable and quantum-resilient data protection. Although

challenges such as computational complexity and interoperability persist, ongoing
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standardization and hardware-level optimizations are paving the way for large-scale PQC

deployment. The future of secure cloud-10T ecosystems lies in integrating PQC with adaptive

Al-driven frameworks, ensuring confidentiality, integrity, and availability in a post-quantum

world.
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