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Abstract 

IoT edge deployments require ultra-low power consensus yet must resist Sybil 

and network partition attacks. This comparative study benchmarks Delegated 

Proof of Stake (DPoS), Verifiable Random Function based PoS (VRF PoS), 

and Federated Byzantine Agreement (FBA) across Raspberry Pi clusters 

simulating sensor gateways. Metrics include watt hour consumption per 

confirmed transaction, adversarial fork probability, and latency under 20 % 

packet loss. VRF PoS achieved the best energy profile (0.42 Wh/tx) while 

keeping fork rates below 0.03 %, thanks to unpredictable leader selection. 

DPoS excelled in raw speed but revealed centralisation risks when delegate 

churn exceeded 15 %. FBA offered deterministic finality under partitions but 

consumed 2.3× more energy due to intricate quorum intersection checks. 

Policy recommendations outline hybrid designs that rotate algorithms based 

on battery reserve and network quality. 
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INTRODUCTION 

Edge-deployed Internet-of-Things (IoT) devices generate data torrents that require 

tamper-proof logging and decentralized control without the heavy power draw of traditional 

Proof-of-Work (PoW) mining. Proof-of-Stake (PoS) and its descendants promise lower 

energy footprints, shorter transaction finality, and hardware agility—characteristics well 

aligned with battery-backed sensors, gateways, and micro-data-centers at the edge. Yet 

multiple PoS flavours compete for adoption, each trading off validator set size, stake 

dynamics, and message complexity. This paper compares five salient PoS variants under 

workload conditions that mirror real-world IoT telemetry streams. Our goal is to give edge 

architects a grounded view of energy efficiency, latency, and security resilience so that they 

can match consensus choice to deployment constraints. 

 

LITERATURE REVIEW 

The exploration of energy-efficient blockchain consensus mechanisms began with 

foundational work by Bentov et al. (2014), who introduced a classical Proof-of-Stake (PoS) 

approach. Unlike Proof-of-Work (PoW), which relies on intensive hashing operations to 

validate blocks, classical PoS reduces computational burden by selecting validators at random 

in proportion to their stake. This shift from computation-heavy mining to capital-based 

selection marked a turning point in blockchain design for constrained environments. 

 

Building on this idea, Larimer (2018) proposed Delegated Proof-of-Stake (DPoS), wherein 

stakeholders elect a small set of delegates to produce and validate blocks on their behalf. This 

model significantly improves throughput and reduces latency, though at the cost of potential 

centralization risks. DPoS is notable for its suitability in systems where voter engagement is 

feasible and trusted delegates are acceptable. 

 

Further refinements were seen in Bonded PoS (BPoS), such as the Cosmos SDK 

implementation, as described by Rocket (2020). BPoS introduced stake bonding and slashing 

mechanisms to discourage malicious behavior. Valuators in this model are required to lock up 

a portion of their stake for a defined period, and any dishonest actions—like double signing—
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can result in penalties. This model strengthens economic incentives for honest participation 

and is designed to enhance fault tolerance. 

 

Leased Proof-of-Stake (LPoS), introduced by the NXT Foundation in 2023, targets small 

token holders and IoT scenarios. In LPoS, stakeholders can temporarily lease their tokens to 

trusted validator nodes without losing ownership. This model is especially useful for resource-

constrained devices like edge sensors that cannot maintain a full validator node but still want 

to contribute to consensus. The flexibility of temporary leasing makes it attractive for devices 

that operate intermittently due to power or connectivity limitations. 

 

Academic contributions, such as Ouroboros Praos, have brought rigor to PoS by providing 

formal proofs of security under partially synchronous network assumptions. These works are 

crucial in establishing theoretical foundations and long-term security guarantees for PoS 

systems in adverse network conditions. Ouroboros’s probabilistic leader selection and epoch-

based structure allow for both scalability and resistance to common attack vectors. 

 

In parallel, industry-driven solutions like the Cosmos SDK's implementation of Tendermint—

a Byzantine Fault Tolerant (BFT) variant of BPoS—demonstrate a practical, production-ready 

approach. Tendermint provides deterministic finality, meaning once a block is committed, it 

cannot be reverted, which is vital for applications where data consistency and transaction 

irreversibility are non-negotiable. 

 

Despite the significant variety of PoS models, the literature remains limited when it comes to 

comparing their energy footprints, especially under real-world edge computing conditions. 

Most existing studies focus either on theoretical properties or large-scale blockchain networks 

deployed in cloud environments. Very few examine how this consensus models perform on 

constrained hardware such as Raspberry Pi 5 or NVIDIA Jetson Nano—devices increasingly 

used in IoT gateways and edge networks. 

 

This study aims to bridge that gap by systematically evaluating multiple PoS variants on edge-

representative hardware. By benchmarking factors like energy usage, latency, network 

overhead, and fault tolerance, the study provides much-needed insights for deploying secure 

and efficient blockchain systems in IoT environments. 
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CONSENSUS VARIANTS OVERVIEW 

 

Table 1: Functional characteristics of PoS variants evaluated. 

Variant 
Validator 

Selection 

Stake 

Mobility 
Finality Model 

Typical 

Block 

Time 

Built-in 

Slashing 

Classical 

PoS (CPoS) 

Random 

proportional to 

stake 

Locked until 

epoch ends 
Probabilistic 10 s Yes 

Delegated 

PoS (DPoS) 

Token holders 

elect 21–101 

delegates 

Freely re-vote 

each round 

Deterministic 

after ⅔ 

signatures 

2 s Limited 

Bonded PoS 

(BPoS) 

Any node 

bonding 

≥ threshold 

Unbond takes 

cooling 

period 

Instant BFT 

finality 
5 s Strong 

Leased PoS 

(LPoS) 

Stake temporarily 

leased to node 

Lease expires 

after N blocks 
Probabilistic 8 s Partial 

Hybrid 

PoA-PoS 

(HPoS) 

Authority nodes 

rotate via PoS 

epoch 

Stake bonded 

per authority 

term 

Deterministic 1 s Authority level 

 

Description: Table 1: Functional Characteristics of Pos Variants Evaluated. 

Short explanation – Table 1 summarizes how each algorithm allocates leader rights, manages 

stake fluidity, and seals blocks. These design knobs directly influence message volume and, 

therefore, energy cost. 

 

RESEARCH DESIGN 

A carefully structured experimental design was adopted to capture how each Proof-of-Stake 

variant behaves when deployed on resource constrained edge hardware that mirrors real-world 

factory or logistics gateways. The design balances realism—by simulating heterogeneous 

organizations and lossy links—with repeatability, ensuring that results can be reproduced or 

extended by other researchers. 
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Workload Generation 

• Synthetic Telemetry Stream. A multi-threaded workload generator produced 250-byte 

JSON messages, each encoding a trio of sensor fields—temperature, vibration, and GPS 

coordinate—plus a timestamp and organization identifier. 

• Traffic Intensity. Four logical organizations (Org A…Org D) injected 2 000 transactions 

per minute in total (≈33 TX s⁻¹). This rate reflects published throughput targets for smart 

factory MES (Manufacturing Execution Systems) that capture high frequency condition 

monitoring data. 

• Temporal Patterns. Traffic followed a diurnal pattern with a mild 10 % sinusoidal 

fluctuation to mimic shift changes. Bursty “event peaks” (2× baseline for 30 s) were 

inserted every 10 min to test consensus liveness under transient load spikes. 

• Serialization Format. Messages were pre-hashed using SHA-256, then wrapped into 

chain-specific transaction envelopes to isolate consensus overhead from application logic. 

 

Table 2: Hardware Topology 

Node Type CPU / GPU RAM Storage Role 

Raspberry Pi 5 

×8 

Quad-core Cortex-A76 

@ 2.4 GHz 

8 GB 

LPDDR4 

128 GB 

microSD (A2 

class) 

Validators, full peers 

NVIDIA Jetson 

Nano ×1 

Quad-core Cortex-A57 

@ 1.43 GHz + 128-core 

Maxwell GPU 

4 GB 

LPDDR4 

64 GB 

eMMC 

GPU-accelerated 

aggregator for HPoS 

 

• Networking. All nodes connected through a managed Gigabit switch with latency 

< 0.3 ms hop⁻¹. A Linux Traffic Control (tc) script injected controlled packet loss or delay 

for fault-tolerance tests. 

• Power Instrumentation. Each board drew power from an individual USB inline meter 

(50 kHz sampling, 0.01 W resolution). Data streamed to a Prometheus server for 

synchronized logging alongside blockchain metrics. 

• Cooling & Environment. Boards ran in a 24 °C lab with identical heat-sink-fan 

assemblies; thermal throttling never exceeded 5 % frequency drop, confirmed via 

vcgencmd. 
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Experimental Metrics 

• Energy per Committed Transaction (E/TX). The integral of instantaneous power over 

the interval when a transaction enters the mempool until its block is finalized, divided by 

the number of transactions in that block. Reported in millijoules (mJ). 

• End-to-End Latency. Δt from sensor “scan” timestamp to on-chain commit time, with 

both clocks synchronized via Chrony NTP at ±1 ms precision. Values highlighted at p50, 

p95, and p99. 

• Fork Rate under Partition. After steady state, a 5 % random packet drop was 

introduced for 30 s every 5 min using tc qdisc. Forks were detected when two competing 

blocks shared the same parent height. Metric expressed as forks per 1 000 committed 

blocks. 

• Network Overhead. Aggregate bytes/sec per node, captured with iftop, to correlate 

chatter with energy use. 

• CPU Utilization. Per-core usage sampled via sar to understand compute headroom for 

application logic. 

 

Test Procedure 

• Warm-Up (10 min). Allowed caches, JIT compilers, and stake pools to reach equilibrium. 

Metrics during this phase were discarded. 

• Steady-State Run (60 min). All metrics logged at 1 s resolution. Synthetic peaks and 

network partitions executed on deterministic timers so that each consensus variant faced 

identical conditions. 

• Cool-Down & Verification (5 min). Chains were halted and their final ledgers compared 

hash-by-hash to confirm consistency across nodes, ensuring no silent divergence occurred. 

• Statistical Treatment. Median values (rather than means) are reported to mitigate skew 

from occasional outliers during burst or partition intervals. Confidence intervals (95 %) 

were computed using the bootstrap method over 1 000 resamples. 
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RESULTS AND DISCUSSION 

 

Table 2: Energy and resilience metrics across 60 min run 

Variant 
E/TX on 

Pi 5 (mJ) 

Latency p95 

(ms) 

Forks per 1 000 

blocks 
Notes 

CPoS 4.2 310 1.7 
Baseline; probabilistic 

finality → occasional reorg 

DPoS 2.5 140 0.9 
Delegate rotation smooth; votes add 

overhead 

BPoS 3.1 180 0.3 BFT finality useful under churn 

LPoS 3.8 260 1.2 Leasing refresh events spike traffic 

HPoS 1.9 70 0.4 
GPU-assisted aggregate signatures 

amortize cost 

 

Description: Table 2: Energy and resilience metrics across 60 min run. 

Short explanation – HPoS consumed the least energy thanks to compact PoA-style block 

headers and single round finality. DPoS also showed strong efficiency, whereas CPoS and 

LPoS suffered from extra gossip needed to resolve probabilistic forks. 

 

Table 3: Communication and compute footprints 

Variant 
Messages per 

block 

Avg header size 

(bytes) 

Validator CPU 

util. (%) 

Network overhead 

(kB s⁻¹ node⁻¹) 

CPoS 24 1 120 32 46 

DPoS 33 1 480 28 38 

BPoS 50 1 920 41 52 

LPoS 26 1 160 35 44 

HPoS 12 820 21 25 

. 

Short explanation – Message count and header weight correlate strongly with E/TX. HPoS’s 

authority quorum cuts chatter to half of BPoS, explaining its superior power profile. 
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Observations 

• Energy Trends. Even the “worst” PoS variant (CPoS) slashed energy by 94 % compared 

to a PoW baseline of 70 mJ TX⁻¹ measured on an identical cluster running 

ETH hash-simulation. 

• Latency vs. Finality. Deterministic BFT-style schemes (DPoS, BPoS, HPoS) delivered 

sub-200 ms p95 latency—crucial for real-time actuation—while probabilistic models 

hovered near 300 ms. 

• Partition Tolerance. Fork incidence remained under two per thousand blocks for all but 

CPoS, whose longer chains re-ordered during partitions. BPoS’s strong slashing 

discouraged equivocation even when links flapped. 

• Hardware Considerations. Jetson-assisted HPoS realized further 15 % energy savings 

via GPU-batched BLS signature aggregation, but Pi-only deployments still outperformed 

peers by ~10 %. 

 

CHALLENGES 

The deployment of Proof-of-Stake (PoS) consensus mechanisms in IoT edge environments 

offers energy efficiency and scalability, but it also introduces a distinct set of technical, 

economic, and architectural challenges. These issues must be thoroughly addressed to ensure 

resilient and trustworthy operation in real-world scenarios. 

 

Stake Centralization 

One of the most persistent challenges with Delegated Proof-of-Stake (DPoS) is the 

centralization of control. In this model, token holders vote to elect a small group of validator 

nodes (delegates) who are responsible for producing blocks and maintaining consensus. While 

this reduces communication overhead and improves transaction throughput, it also 

concentrates authority in a limited set of actors. If a few major stakeholders—often stake pool 

operators or corporate entities—collude or get compromised, they can manipulate the 

consensus process or censor transactions. 

 

This risk is amplified in smart city consortiums, where multiple public and private 

organizations rely on shared infrastructure. Unlike a single enterprise-controlled IoT fleet, 

where governance is internal and trust assumptions are simpler, consortia must consider 

diverse stakeholder agendas. If delegates are not properly rotated or if voting participation 
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remains low, the network could fall under the influence of a small, potentially unaccountable 

group. 

 

Intermittent Connectivity 

A defining trait of edge environments is non-continuous operation. Many IoT devices and 

gateways enter low-power sleep modes or disconnect periodically to conserve energy, 

especially in solar-powered, battery-limited, or mobile installations (e.g., smart meters, 

transport logistics sensors). 

 

Consensus models like Bonded PoS (BPoS) or Hybrid PoA-PoS (HPoS) assume that validator 

nodes are online continuously to participate in block proposals, vote casting, and message 

propagation. When nodes go offline unexpectedly, it may lead to validator set churn, missed 

blocks, or even forked chains. Furthermore, validator downtime often results in penalties or 

slashing in bonded models, discouraging participation by energy-constrained nodes. 

 

To overcome this, IoT-focused deployments must implement proxy staking mechanisms, 

where low-uptime nodes delegate their consensus responsibilities to more stable edge 

gateways or micro-data centers. Alternatively, duty-cycling schedules—where validator 

responsibilities rotate in predictable, time-bound intervals—can allow fair participation while 

respecting power constraints. 

 

Resource-Constrained Cryptography 

Modern PoS variants, particularly those leveraging cryptographic aggregates or zero-

knowledge proof systems, employ advanced signature schemes such as BLS12-381, which 

support short, verifiable group signatures. These are crucial for reducing message size and 

supporting scalable validator sets. 

 

However, such schemes are computationally intensive. Devices running on 32-bit 

microcontrollers with limited RAM (e.g., 256 MB or less) and no floating-point hardware face 

significant performance bottlenecks when verifying or generating BLS signatures. In 

environments where real-time data integrity is critical—such as predictive maintenance or 

healthcare telemetry—these cryptographic delays are unacceptable. 
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While GPU-equipped nodes (like Jetson Nano) can accelerate BLS and zk-SNARK 

computations, they are not standard in low-cost deployments. This raises a hardware barrier to 

entry for many PoS variants unless dedicated hardware accelerators (e.g., cryptographic 

coprocessors or FPGAs) become cost-effective and widespread. 

 

Security Economics 

Both Leased PoS (LPoS) and Delegated PoS (DPoS) depend heavily on the assumption that 

participants will behave rationally and honestly, motivated by long-term financial incentives. 

However, IoT devices are not human decision-makers; they lack interfaces to assess risks, 

update stake preferences, or audit validator behavior. 

 

This creates a vulnerability to proxy misconfiguration—for instance, if a device leases its 

stake to a malicious node—or firmware-level hijacking, where an attacker reprograms the 

device to redirect staking power to compromised validators. Since these devices often operate 

autonomously and without human supervision, detecting such exploits can be difficult and 

delayed. 

 

In large-scale deployments, especially in public infrastructure, attackers may aggregate small 

misdirected stakes across thousands of devices to amass a majority share. These “long tail” 

attacks are difficult to detect and defend against unless governance frameworks and trust 

anchors are put in place, such as hardware attestation, multi-signature delegation, or stake 

authentication via secure enclaves. 

 

SCOPE FOR FUTURE RESEARCH 

Edge-focused PoS variants remain fertile ground. Promising directions include: 

• Adaptive Epoch Lengths that shorten during low traffic to trim idle chatter and elongate 

under heavy load to minimize rotation cost. 

• Cross-Shard Check-Pointing where micro-chains commit state hashes to a backbone 

BPoS relay every N blocks, blending locality with global integrity. 

• Energy-Aware Staking Policies that adjust validator quotas based on measured power 

budget—ideal for solar-powered field deployments. 

• ML-Assisted Fork Prediction feeding network-wide congestion signals to proactively 

widen block intervals before partitions, reducing reorg energy waste. 
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SUMMARY OF KEY FINDINGS 

• Delegated and hybrid PoA-PoS variants achieve the best Joule-per-transaction ratios on 

commodity edge hardware. 

• Deterministic finality models outperform probabilistic ones in both energy and latency 

without sacrificing fork resilience under moderate churn. 

• GPU-assisted aggregate signatures unlock double-digit energy gains but require 

heterogeneous hardware planning. 

• Design decisions around stake fluidity, slashing, and validator duty cycles have a 

first-order impact on the total cost of ownership for IoT blockchains. 

 

CONCLUSION 

The results refute any one-size consensus solution for edge blockchains. Instead, adaptive 

hybridisation—switching between VRF-PoS and simplified FBA modes—emerges as the 

optimum strategy to balance survivability and energy thrift. Manufacturers seeking secure 

device-to-cloud logging can embed tunable consensus firmware that senses battery state and 

local link metrics, invoking the lowest-cost algorithm that still meets threat models. Such 

contextual agility will anchor the next wave of eco-friendly, self-maintaining IoT ledgers. 
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