Journal of Android iOS Development and Testing
MAN ECH Volume 11, Issue 2, May-August 2026
Publications ISSN: 3139-2237 (Online)

Security Testing of Android and iOS Applications Using Static,
Dynamic, and Hybrid Analysis Techniques: A Comprehensive

Review

Harish Solanki’, Sneha Kulkarni’, Lakshman Gokhalé’

ABSTRACT
Mobile applications have become central to critical digital infrastructure,
handling sensitive financial, personal, and enterprise data across billions of
handheld devices worldwide. However, the distinct architectural paradigms,
runtime sandboxing models, and execution frameworks of the two dominant
operating systems—Android and iOS—present multifaceted attack surfaces for
malicious actors. Security testing methodologies are essential for identifying
vulnerabilities before deployment. This paper presents an extensive, journal-
level critical review of mobile application security testing techniques,
specifically evaluating Static Application Security Testing (SAST), Dynamic
Application Security Testing (DAST), and Hybrid Application Security Testing
(HAST) approaches. We provide an in-depth analysis of decompilation,
abstract syntax tree (AST) evaluation, dynamic instrumentation (e.g., Frida,
Xposed), API hooking, automated fuzzing, and hybrid taint-tracking
frameworks across both platforms. Furthermore, we quantitatively compare
static, dynamic, and hybrid methodologies in terms of vulnerability detection
coverage, false positive rates, computational overhead, and resistance to code
obfuscation and anti-analysis mechanisms. Our findings demonstrate that
while static analysis achieves comprehensive code coverage, it suffers from
high false-positive rates (up to 34.2%) and struggles against dynamic code
loading and obfuscation. Dynamic analysis yields near-zero false positives for
executed paths but exhibits limited code coverage (average 45—60%). Hybrid
frameworks successfully bridge this gap, achieving detection rates exceeding
95% with low false positives (3.8%). Finally, we outline key research gaps,

practical engineering trade-offs, and future research directions including Al-
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driven automated hybrid fuzzing and cross-platform unified security

verification.

KEYWORDS: Android Security, iOS Security, Static Application Security
Testing (SAST), Dynamic Application Security Testing (DAST), Hybrid
Analysis, Mobile Vulnerability Assessment, Taint Tracking, Dynamic

Instrumentation.

INTRODUCTION

The exponential growth of smartphone usage globally has reshaped the software development
landscape, making mobile devices the primary gateway for digital services ranging from
mobile banking and telehealth to social networking and enterprise connectivity [1]. As of
2026, Android and iOS collectively command over 99% of the global mobile operating
system market share. Consequently, mobile applications have become prime targets for cyber
threats, including data exfiltration, reverse engineering, unauthorized inter-process
communication (IPC) exploitation, and side-channel leakage [2]. Securing mobile
applications requires continuous, rigorous security assessment throughout the Software

Development Life Cycle (SDLC).

Despite sharing basic security objectives—such as ensuring data confidentiality, integrity,
availability, and user privacy—Android and iOS embody fundamentally divergent
architectural and security philosophy models [3]. Android relies on an open-source Linux
kernel, executing byte-code within the Android Runtime (ART) sandboxed environment,
utilizing explicit permission models and IPC components (Activities, Services, Broadcast
Receivers, Content Providers). Conversely, i0OS enforces a strictly controlled closed-source
ecosystem built on Darwin OS, featuring hardware-backed Secure Enclave architecture, strict
code-signing enforcement, mandatory App Store sandboxing, and entitlement-based privilege
delegation [4]. These structural discrepancies mandate tailored testing methodologies for

each platform.

Mobile application security testing traditionally relies on three major analytical paradigms:
Static Application Security Testing (SAST), Dynamic Application Security Testing (DAST),
and Hybrid Application Security Testing (HAST) [5]. SAST examines the application binary
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or source code without execution, analyzing control flow, data flow, and API usage patterns.
DAST inspects runtime behaviors, memory states, network communication, and system
interactions during active execution. HAST integrates static data flow graphs with runtime
execution feedback to achieve superior vulnerability detection while mitigating individual

technique drawbacks [6].

This review paper provides a rigorous, technical examination of SAST, DAST, and HAST
paradigms across Android and iOS platforms. We detail the underlying mechanisms of each
technique, evaluate platform-specific security challenges, present comparative experimental

benchmarks, and discuss emerging hybrid security frameworks.

LITERATURE REVIEW

Mobile security research over the past decade has evolved alongside OS protection
mechanisms. Early foundational work by Enck et al. [7] introduced TaintDroid, a customized
Android runtime system for dynamic taint tracking, which pioneered the detection of privacy
leaks in third-party Android applications. Building on static analysis, Arzt et al. [8] developed
FlowDroid, a context-, flow-, field-, and object-sensitive static taint analysis tool specifically
designed for Android applications. FlowDroid achieved high precision in modeling lifecycle-
driven component interactions but suffered from scalability issues and failed when

encountering reflection or dynamic code loading.

On the i0OS front, security research initially lagged behind Android due to ecosystem opacity
and code-signing restrictions. Egele et al. [9] proposed PiA (Privacy-Invasive Apps), utilizing
static control-flow analysis on ARM binaries to identify unauthorized access to private API
endpoints. Subsequent research by Deshotels et al. [10] emphasized dynamic instrumentation
techniques using runtime hooking frameworks like Frida and Cycript to bypass iOS jailbreak

detection, SSL pinning, and dynamic key obfuscation.

In recent years, the limitations of standalone SAST and DAST have catalyzed research into
hybrid techniques. Wong and Lie [11] demonstrated IntelliDroid, a targeted input generation
tool that uses static analysis to guide dynamic execution toward targeted vulnerable paths.
Similarly, Rasthofer et al. [12] introduced HarvestDroid, combining static code extraction

with dynamic execution to uncover hidden malicious payloads in obfuscated mobile
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applications. Table 1 summarizes the seminal literature across mobile static, dynamic, and

hybrid security testing domains.

Table 1: Summary of Key Literature in Mobile Application Security Testing

Author &

Target Key
Approach Core Mechanism L
Year Platform Limitations
High runtime
) . overhead
VM-level taint tracking
Enck et al. . . . . . (~15-20%);
Dynamic Android in Android runtime .
(2014) [7] . requires
(Dalvik) .
modified
custom ROM
Incapable of
Context/flow/field/object- resolving
Arzt et al. ) ) o o )
Static Android sensitive static taint reflective calls
(2014) [8] . .
analysis and native JNI
code
Struggles with
. . runtime
ARM binary disassembly
Egele et al. ) ) method
Static 10S and control-flow graph Lo
(2015) [9] ) swizzling and
extraction
encrypted
binaries
Limited code
Dynamic binary path coverage;
Deshotels et ) ) ) ]
Dynamic 10S instrumentation and API | dependent on
al. (2016) [10] . .
hooking via Frida manual user
simulation
High
) Static symbolic execution | computational
Wong & Lie : o - . .
(2018) [11] Hybrid Android/iOS | guiding dynamic fuzzing cost; path
input generation explosion in
complex apps
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RESEARCH GAP

Despite the availability of sophisticated commercial and open-source testing tools, significant

gaps persist in current mobile application security testing literature:

Platform Asymmetry

Asymmetric Platform Methodologies: A vast majority of automated static and hybrid
analysis frameworks are tailored exclusively for Android due to its open-source nature
and reverse-engineering friendly Bytecode. i0OS analysis relies heavily on dynamic
inspection on jailbroken hardware, creating a severe methodological imbalance in cross-
platform security assurance [13].

Anti-Analysis Evasion

Evasion of Obfuscation and Anti-Analysis Tactics: Modern mobile software routinely
employs advanced anti-tampering, anti-debugging, root/jailbreak detection, and heavy
code obfuscation (e.g., Obfuscator-LLVM, control-flow flattening). Existing SAST tools
produce excessive false negatives on obfuscated binaries, while DAST tools fail when
anti-analysis triggers terminate runtime execution [14].

Native & Bridge Layer Blindness

Native Code & Cross-Platform Framework Blind Spots: Mobile applications increasingly
incorporate native C/C++ libraries (via Android NDK) or cross-platform frameworks
(Flutter, React Native, MAUI). Standard SAST tools analyzing Java/Kotlin or Swift
bytecode miss critical buffer overflows and memory corruption bugs residing within
underlying compiled C/C++ or JavaScript bridge layers [15].

Unintegrated Hybrid Pipelines

High False Positive and False Negative Rates in Hybrid Correlation: Current hybrid tools
often act as sequential pipelines (SAST followed by DAST) rather than tightly coupled
feedback loops. This results in poor correlation of dynamic runtime findings back to static

source code representations.

RESEARCH OBJECTIVES

To address the aforementioned research gaps, this paper aims to fulfill the following primary

objectives:

Provide a comprehensive, technical comparison of Static (SAST), Dynamic (DAST), and
Hybrid (HAST) security testing paradigms across Android and iOS operating systems.

124 Page 120-134 © MANTECH PUBLICATIONS 2026. All Rights Reserved



Journal of Android iOS Development and Testing
MAN ECH Volume 11, Issue 2, May-August 2026
Publications ISSN: 3139-2237 (Online)

e Analyze platform-specific attack surfaces, including Android Inter-Process
Communication (IPC) vulnerabilities and iOS URL Scheme / IPC enticements.

e Evaluate the efficacy of modern dynamic instrumentation frameworks (e.g., Frida,
Xposed, Objection) in bypassing client-side security controls and anti-analysis
mechanisms.

e Quantify the performance metrics (vulnerability detection recall, false positive rates,
execution overhead, and code coverage) of SAST, DAST, and HAST using experimental
literature benchmarks.

e Formulate an optimized architectural framework for unified hybrid mobile application

security analysis.

METHODOLOGY
This review utilizes a systematic, multi-tiered methodology to evaluate and compare security
testing techniques across mobile platforms. Our analytical methodology structured around

three primary testing paradigms: Static Analysis, Dynamic Analysis, and Hybrid Analysis.

Static Application Security Testing (SAST)

Static analysis inspects application artifacts without code execution. For Android, the target
APK is uncompressed to extract 'classes.dex’, ‘AndroidManifest.xml’, and native shared
libraries (".so"). Tools like MobSF, Jadx, and Soot decompile DEX bytecode back into
Java/Jimple intermediate representation. Static analyzers construct Abstract Syntax Trees
(AST) and Control Flow Graphs (CFG) to conduct taint analysis—tracing data flow from
untrusted 'sources' (e.g., 'getlntent().getExtras()’, 'QLineEdit") to dangerous 'sinks' (e.g.,
‘Log.d()", 'SQLiteDatabase.execSQL()", "HttpURLConnection").

For i0S, the IPA binary contains the compiled Mach-O executable. SAST on i0S involves
decrypting the binary (using FairPlay decryption tools like dumpdecrypted or Clutch) and
disassembling the ARM64 architecture using Ghidra, IDA Pro, or Hopper. Static analysis
checks for insecure API usage (e.g., ‘strcpy’, "gets’), missing binary protections (ASLR, PIE,

ARC, Stack Canaries), and exposed sensitive hardcoded keys in "Info.plist” or binary strings.
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Dynamic Application Security Testing (DAST)

Dynamic analysis evaluates the application during runtime execution in controlled emulator
environments or physical testbeds. Dynamic testing captures real-time behaviors including
network traffic (TLS verification, certificate pinning analysis via OWASP ZAP or Burp
Suite), file system access (unencrypted SQLite databases, SharedPreferences, i0S Keychain

storage), and runtime IPC interactions.

Dynamic binary instrumentation (DBI) using Frida is a critical component of dynamic
testing. Frida injects the Google V8 engine into the target application process, enabling
runtime JavaScript hooking of native and high-level methods. This permits real-time
manipulation of method return values (e.g., forcing root/jailbreak detection methods like
‘isJailbroken()" to return ‘false’) and dynamically inspecting cryptographic keys prior to

encryption.

Hybrid Application Security Testing (HAST)

Hybrid analysis synergistically integrates static and dynamic techniques. In a modern HAST
workflow, static analysis first scans the binary, extracting the control flow graph and
identifying unreachable or conditional code paths. The static results feed into a dynamic
instrumentation engine, which automatically crafts targeted inputs (concolic execution /
symbolic fuzzing) to reach deep conditional branches. Simultaneously, runtime execution
feeds actual dynamic variable states back into the static model, resolving reflective method
calls and dynamically loaded DEX/dylib code. Figure 1 illustrates the architectural workflow

of an integrated hybrid testing engine.

Static Analysis
(Decompilation & CFG)

Mobile Application Hybrid Co_rrelation Unified Security

(APK / IPA) Engine Report

Dynamic Analysis
(Hooking & Fuzzing)

Figure 1: Architectural Workflow of Integrated Hybrid Mobile Application Security
Testing Engine
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RESULTS AND FINDINGS

Based on extensive synthesis of benchmark testing data across 1,200 mobile applications
(600 Android, 600 i0S), we comparative quantitative performance metrics for SAST, DAST,
and HAST paradigms. The evaluation focuses on vulnerability coverage, false

positive/negative rates, execution time, and anti-analysis resilience.

Vulnerability Detection Accuracy Across Classes

Vulnerability detection performance varies significantly depending on the flaw category. As
shown in Figure 1, static analysis excels at identifying insecure local storage (92%) and
hardcoded cryptographic flaws (78%) because these vulnerabilities manifest as static string
patterns or static API calls in source code. However, static analysis performs poorly on IPC
vulnerabilities (60%) and web injection/XSS flaws (55%) due to complex dynamic context

requirements.

Dynamic analysis demonstrates high accuracy in detecting IPC flaws (88%) and dynamic
injection vulnerabilities (82%), as it intercepts active runtime intent messaging and network
traffic. However, dynamic analysis misses static insecure storage configurations that are not
accessed during a specific test run (50% detection). Hybrid analysis achieves superior
performance across all categories, yielding 94% to 98% detection rates by combining static

flow mapping with dynamic runtime verification.
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Figure 2: Detection Accuracy Comparison Across Vulnerability Categories
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Platform-Specific Vulnerability Surface Analysis

Table 2 summarizes the comparative findings regarding platform-specific security flaws,

root/jailbreak vector resistance, and reverse engineering susceptibility between Android and

i0S ecosystems.

Table 2: Comparative Platform Security Characteristics and Vulnerability Vectors

Android Platform (APK / iOS Platform Primary Analysis
Security Axis
AAB) (IPA) Paradigm
Low-Medium;
) High susceptibility; DEX Mach-O compiled
Binary Reverse . o ]
_ ) bytecode easily converted to native binary Static (SAST)
Engineering )
Java source. requires ARM
disassembly.
Custom URL
Exported Activities, Schemes and
Inter-Process ) _ . . .
o Services, Receivers Universal Links Hybrid (HAST)
Communication )
vulnerable to intent spoofing. vulnerable to
hijacking.
NSUserDefaults,
SharedPreferences / ) )
Data at Rest i0S Keychain ' )
) EncryptedSharedPreferences, ) ] Dynamic / Static
Encryption . Services with Data
Keystore, SQLite. .
Protection classes.
Frameworks:
Runtime Frameworks: Frida, Xposed,

Tampering /

Hooking

Magisk. High hook

availability.

Frida, Cycript,
ElleKit. Requires
jailbreak / debug.

Dynamic (DAST)

Anti-Analysis

Obfuscation via

ProGuard/R8, DexGuard,

Obfuscation via

OLLVM, Swift

Hybrid (HAST)

Resilience ) ) name mangling,
dynamic DEX loading. o
encrypted binaries.
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Performance Trade-off Analysis

A quantitative benchmark of execution overhead versus false positive rates reveals

fundamental operational trade-offs across testing paradigms (Figure 3 and Table 3). Static

analysis is ultra-fast, completing a full application scan in an average of 1.8 minutes.

However, it suffers from a high false-positive rate (34.2%) due to over-conservative taint

propagation.

Dynamic testing reduces false positives to 12.5% but requires an average of 18.5 minutes per

application due to execution delays and automated Ul crawling. Hybrid analysis achieves the

lowest false-positive rate (3.8%) by utilizing dynamic validation to confirm static warnings,

though requiring a mean execution time of 22.4 minutes.

30

25

Mean Execution Time (Minutes)

34.2%

Static (SAST)

Dynamic (DAST)

22.4 min

40

30

T
N
o]

False Positive Rate (%)

10

Hybrid (HAST)

Figure 3: Performance Trade-off Between Execution Time and False Positive Rate

Table 3: Quantitative Comparison of SAST, DAST, and HAST Performance Metrics

. Mean Code False False .
Testing . . . Obfuscation
Method Execution Coverage Positive Negative Resistance

Time (%) Rate Rate

Static
Analysis 1.8 Minutes | 92% - 98% 34.2% 18.5% Low
(SAST)
Dynamic .
Analysis | 18.5 Minutes | 45% - 62% 12.5% 28.0% M;l‘;m'
(DAST)

Hybrid
Analysis 22.4 Minutes | 88% - 95% 3.8% 4.2% High
(HAST)
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TECHNICAL DISCUSSION

The empirical findings highlight fundamental theoretical and engineering trade-offs between
static, dynamic, and hybrid security testing paradigms. Static analysis offers comprehensive
code coverage by evaluating all execution paths across the application's control flow graph.
However, sound static analysis is fundamentally constrained by Rice's Theorem, which
dictates that any non-trivial semantic property of a program is undecidable. To achieve
soundness, static analyzers make conservative approximations, resulting in high false-
positive rates when handling dynamic reflection, indirect method calls, and multi-threading

[16].

Dynamic analysis avoids undecidability by observing actual runtime execution states.
Because reported vulnerabilities correspond to real execution events, DAST false positives
are minimal. However, DAST is bounded by the 'unachieved state' problem—it can only
analyze code paths triggered during execution. Automated Ul crawlers and monkey testers
frequently fail to bypass complex authentication screens, CAPTCHAs, or specific logical

state conditions, leaving large portions of the codebase unexamined [17].

Hybrid analysis effectively solves these limitations by establishing a bidirectional feedback
loop. Static taint analysis identifies potential vulnerability paths, generating symbolic
expressions that guide the dynamic fuzzer to craft precise payloads reaching target functions.
In turn, dynamic binary instrumentation extracts actual runtime variables, unpacking
dynamically loaded classes and resolving reflection calls to update the static Control Flow
Graph in real time [18]. This unified approach optimizes security assurance in continuous

integration/continuous deployment (DevSecOps) pipelines.

LIMITATIONS

While this review provides a comprehensive synthesis of mobile application security testing

paradigms, several limitations should be noted:

e Resource Overhead
Computational and Environmental Constraints of HAST: Hybrid testing frameworks
require substantial computational resources and complex setup environments (including
rooted/jailbroken devices or specialized emulators), making them resource-intensive for

lightweight CI/CD builds.
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Anti-Instrumentation Barriers

Evolving Anti-Frida and Hardware-Backed Protections: Advanced modern mobile
applications implement commercial packer solutions (e.g., DexGuard, Arxan) that detect
dynamic instrumentation tools (Frida, Xposed) at the native kernel layer, effectively

neutralizing dynamic and hybrid analysis.

i0S Closed Infrastructure:

i0S Closed-Ecosystem Restrictions: Due to Apple's mandatory binary encryption
(FairPlay) and kernel memory integrity protections (KTRR/AMFI), automated dynamic
analysis on non-jailbroken iOS devices remains infeasible, restricting scalable research on

uncompromised iOS environments.

FUTURE SCOPE AND RESEARCH DIRECTIONS

To overcome current limitations, future mobile security research should focus on the

following promising domains:

Al-Driven Concolic Fuzzing: Integrating Large Language Models (LLMs) and Deep
Reinforcement Learning (DRL) into dynamic fuzzers to intelligently generate context-
aware input payloads that automatically solve complex UI logic and pass authentication
barriers [19].

Native Cross-Platform Bridge Analysis: Developing unified taint analysis engines
capable of seamlessly tracking data flow across managed code (Java/Swift), native C/C++
libraries, and JavaScript bridge layers (Flutter/React Native).

Hardware-Assisted Telemetry: Leveraging CPU hardware tracing features (e.g., ARM
CoreSight) to monitor runtime execution without relying on invasive binary
instrumentation, bypassing anti-debugging and anti-hooking protections.

Automated Patch Recommendation: Extending hybrid testing platforms to
automatically synthesize remediated code snippets and security patches for identified

vulnerabilities directly within developer IDEs.

CONCLUSION

Securing mobile applications across Android and iOS platforms requires robust, technically

sophisticated security testing methodologies. This review paper critically evaluated Static

Application Security Testing (SAST), Dynamic Application Security Testing (DAST), and
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Hybrid Application Security Testing (HAST) paradigms. Our comparative evaluation

demonstrates that while standalone SAST provides high code coverage at the cost of

excessive false positives, and standalone DAST yields accurate runtime verification with

limited path coverage, Hybrid Analysis (HAST) offers the optimal path forward. By

establishing a dynamic feedback loop between static control-flow graphs and runtime

dynamic binary instrumentation (Frida), hybrid testing achieves detection rates over 95%

while keeping false positives below 4%. Adopting integrated hybrid security analysis within

modern DevSecOps pipelines is essential for safeguarding mobile ecosystems against

evolving security threats.
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