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Abstract
With the advances in data technology (IT) criminals ar victimization
Internet to commit varied cyber crimes. Cyber infrastructures ar extremely
susceptible to intrusions and alternative threats. Physical devices and
human intervention aren't comfortable for observation and protection of
those infrastructures; therefore, there's a requirement for additional
refined cyber defense systems that require to be versatile, labile and strong,
and able to find a good type of threats and create intelligent time period
selections. Varied bio-inspired computing strategies of Al are progressively
taking part in a vital role in cyber crime detection and interference. The
aim of this study is to gift advances created to date within the field of
applying Al techniques for combating cyber crimes, to demonstrate
however these techniques may be an efficient tool for detection and
interference of cyber attacks, similarly on provide the scope for future

work.

Keywords: Cyber Crime, Artificial Intelligence, Intelligent Cyber Defense
Methods, Intrusion Detection and Prevention Systems, Computational
Intelligence

INTRODUCTION cyber crimes. Growing trends

With the advances in data technology
(IT)  criminals  square  measure

mistreatment internet to commit various

advanced distributed and web computing
raise vital questions on data security and

privacy. Cyber infrastructures square
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measure extremely liable to intrusions
and different threats. Physical devices
like sensors and detectors don't seem to
be ample for watching and protection of
those infrastructures; therefore, there's a
requirement for additional refined IT
which will model traditional behaviors
and observe abnormal ones. These cyber
defense systems got to be versatile,
convertible and sturdy, and ready to
observe a good type of threats and create
intelligent period choices [1, 2].

With the pace and quantity of cyber
attacks, human intervention is solely not
ample for timely attack analysis and
applicable response. the actual fact is
that the foremost network-centric cyber
attacks square measure dispensed by
intelligent agents like pc worms and
viruses; therefore, combating them with
intelligent  semi-autonomous  agents
which will observe, evaluate, and answer
cyber attacks has become a demand.
These therefore known as computer-
generated forces can ought to be ready to
manage the whole method of attack
response during a timely manner, i.e. to
conclude what variety of attack is going
on, what the targets square measure and
what's the acceptable response, in
addition as the way to grade and stop

secondary attacks [3].

Furthermore, cyber intrusions don't seem
to be localized. they're a world menace
that poses threat to any system within the
world at a growing rate. there have been
times once solely educated specialist
might commit cyber crimes, however
nowadays with the growth of the net,
virtually anyone has access to the
information and tools for committing
these  crimes. standard  mounted
algorithms (hard-wired logic on higher
cognitive  process  level)  became
ineffective against combating
dynamically evolving cyber attacks. this
can be why we want innovative
approaches like applying ways of
computing (Al) that give flexibility and
learning capability to software package
which can assist humans in fighting
cyber crimes [4, 5]

Al offers this and varied different
prospects.  various  nature-inspired
computing ways of Al (such as
procedure Intelligence, Neural
Networks, Intelligent Agents, Artificial
Immune Systems, Machine Learning,
data processing, Pattern Recognition,
formal logic, Heuristics, etc.) are more
and more enjoying a crucial role in cyber
crime detection and hindrance. Al allows
US to style involuntary computing

solutions capable of adapting to their
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context of use, mistreatment the ways of
self-management,  self-tuning,  self-
configuration, self-diagnosis, and self-
healing. once it involves the long run of
knowledge security, Al techniques
appear terribly promising space of
analysis that focuses on up the safety
measures for cyber area [2, 6, 7].

The purpose of this study is to gift
advances created to date within the field
of applying Al techniques for combating
cyber crimes, to demonstrate however
these techniques is an efficient tool for
detection and hindrance of cyber attacks,
in addition on offer the scope for future

work.

CYBER CRIMES: DEFINITION,
ISSUES

The fast development of computing
technology and web had lots of positive
impact and brought several conveniences
in our lives. However, it conjointly
caused problems that square measure
tough to manage like emergence of latest
kinds of crimes. as an example, common
crimes like felony and fraud earned new
kind of “Cyber Crimes” through info
technology. Moreover, as this
technology continues to evolve, criminal
cases amendment correspondingly. daily

we have a tendency to square measure

featured with increasing range and style
of cyber crimes, since this technology
presents a simple method for criminals
to realize their goals. what is more, info
technology facilitates economic process
of those crimes by erasing country
borders and creating it a lot of tougher to
watch, detect, forestall or capture cyber
criminals [8, 9, 10].

Information technology is progressively
being each targeted and used as a tool
for committing crimes. Electronic
devices and alternative sophisticated
merchandise modify criminals to commit
low cost and straightforward crimes.
Computers, phones, web and every one
alternative info systems developed for
the advantage of humanity square
measure vulnerable to criminal activity.
Crimes that concentrate on info
technology systems usually target e-mail
accounts, bank accounts, computers,
servers, websites, personal information,
and digital records of personal and
public establishments. These crimes also
are called “Digital Crimes”, “Computer
Crimes”, “Crimes of knowledge
Technologies”, “Network Crimes” or
“Internet  Crimes”. Cyber crimes
comprises  offenses  like  laptop
intrusions, misuse of belongings rights,

economic spying, on-line extortion,
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international concealing, non-delivery of
products or services and a growing list of
alternative offenses expedited by web [8,
10, 11].

Although “cyber crime” has become a
standard phrase these days, it's tough to
outline it exactly. Most of the prevailing
definitions  were  developed by
experimentation. Gordon and Ford
(2006) outline cyber crime as: ‘“any
crime that's expedited or committed
employing a laptop, network, or
hardware device” wherever “computer
or device is also the agent of the crime,
the help of the crime, or the target of the
crime” [12]. Dictionary.com defines
cyber crime as “criminal activity or a
criminal offense that involves the net, a
ADP system, or laptop technology” [13].
Fisher and laboratory (2010) outlined
cyber crime as “crime that happens once
laptops or computer networks square
measure concerned as tool, locations, or

targets of crime” [14].

Every day the quantity of digital
information keep and processed on
computers and alternative computing
systems will increase exponentially, with
individuals communication, sharing,
working, shopping, and socialization

victimization computers and web.

Language and country barriers have
disappeared and virtual world has
become a lot of inhabited than ever. The
idea of crime is gift once managing
individuals, thus cyber house has not
stayed isolated from the ideas of crime
and criminals either [11]. Brenner (2010)
argues that “most of the cyber crime we
have a tendency to see these days merely
represents the migration of real-world
crime to Internet that becomes the tool
criminals use to commit previous crimes

in new ways “[15].

ARTIFICIAL INTELLIGENCE AND
INTRUSION DETECTION

Al (also referred to as machine
intelligence  within  the  beginning)
emerged as a groundwork discipline at
the summer research of Dartmouth in

July 1956. Al is delineate in 2 ways:

i. as a science that aims to find the
essence of intelligence and develop

intelligent machines; or

ii. as a science of finding strategies
for resolution advanced issues that
can't be resolved while not
applying some intelligence (e.g.
creating right choices supported
massive amounts of data). within

the application of Al to cyber
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defense, we tend to ar a lot of
inquisitive  about the second
definition. analysis interest in Al
embody ways that to create
machines (computers) simulate
intelligent human behavior like
thinking, learning,  reasoning,
planning, etc. [5, 7, 16].

The general downside of simulating
intelligence has been simplified to
specific sub-problems that have sure
characteristics or capabilities that AN
intelligent system ought to exhibit. the
subsequent characteristics have received
the foremost attention [17, 18, 19]:

a) Deduction, reasoning, downside
resolution (embodied agents, neural
networks, applied  mathematics

approaches to Al);

b) Knowledge illustration (ontologies);

c) Planning (multi-agent coming up

with and cooperation);

d) Learning (machine learning);

e) Natural Language process
(information retrieval — text mining,

machine translation);

f) Motion and

(navigation, localization, mapping,

Manipulation

motion planning);

g) Perception (speech  recognition,

facial, recognition, object

recognition);

h) Social Intelligence (empathy
simulation);
i) Creativity (artificial intuition,

artificial imagination); and

J) General Intelligence (Strong Al).

Classic Al approaches concentrate on
individual human  behavior, data
illustration and reasoning strategies.
Distributed computing (DAI), on the
opposite hand, focuses on social
behavior, i.e. cooperation, interaction
and knowledge-sharing among totally
different units (agents). The method of
finding an answer in distributed
resolution issues depends on sharing data
concerning the matter and cooperation
among agents. it absolutely was from
these ideas that the thought of intelligent
multi-agent technology emerged. AN
agent is AN autonomous psychological
feature entity that understands its setting,

i.e. it will work by itself and it's an
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indoor decision-making system that acts
globally around alternative agents. In
multi-agent systems, a gaggle of mobile
autonomous agents join forces during a
coordinated and intelligent manner so as
to resolve a selected downside or
categories of issues. They’re somewhat
capable of comprehending their setting,
creating choices and communication
with alternative agents [4]. Multi-agent
technology has several applications;
however this study can solely discuss
applications to defense against cyber

intrusions (See Section four.2).

Intelligent agents systems are simply a
neighborhood of a far larger Al approach
referred to as machine Intelligence (CI).
Cl includes many alternative nature-
inspired techniques like neural networks,
formal logic, organic process
computation, swarm intelligence,
machine learning and artificial immune

systems.

These techniques give versatile higher
cognitive  process mechanisms  for
dynamic environments like cyber-
security applications. Once we say
‘nature-inspired’, it means there's a
growing interest within the field of
computing technologies to mimic

biological systems (such as biological

immune system) and their exceptional
skills to be told, memorize, recognize,
classify and method data. Artificial
immune systems (AISs) ar AN example

of such technology [2].

AlSs ar machine models galvanized by
biological immune systems that ar all-
mains to ever-changing environments
and capable of continuous and driving
learning. Immune  systems  are
answerable for detection and coping with
intruders in living organisms. AISs are
designed to mimic natural immune
systems in applications for pc security
normally, and intrusion detection

systems (IDSs) particularly [20].

Genetic algorithms ar {yet ANother|yet
one more|jone more} example of an Al
technique, i.e. machine learning
approach supported on the idea of
organic process computation, that imitate
the method of activity. they supply
sturdy, adaptive, and best solutions even
for advanced computing issues. they will
be wused for generating rules for
classification of security attacks and
creating specific rules for various
security attacks in IDSs [21, 22].
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Many strategies for securing knowledge
over networks and also the net are
developed (e.g. anti-virus software
system, firewall, encryption, secure
protocols, etc.); however, adversaries
will invariably realize new ways that to
attack network systems. AN intrusion
detection and bar system
&#40;IDPS&#41; (See Fig. 1) is
software system or a hardware device
placed within the network, which might
find potential intrusions and additionally
conceive to stop them. IDPSs give four
very important security functions:
observation, detecting, analyzing, and
responding to unauthorized activities
[23, 24].

Artificial Neural Networks (ANNS)
comprises artificial neurons that may learn
and solve issues once combined along.
Neural networks that have ability to be
told, method distributed info, self-organize
and adapt, area wunit applicable to
resolution issues that need considering
state, inexactitude and ambiguity at a
similar time. once neural networks
comprises an outsized variety of artificial
neurons, they will offer a practicality of
massively parallel learning and decision-
making with high speed, that makes them
appropriate for learning pattern
recognition, classification, and choice of
responses to attacks [5, 7]

Advanced components of IDPS
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Figure 1: A typical IDPS [24].
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Desired Characteristics of an IDPS

An IDPS ought to have sure characteristic
so as to be ready to offer economical
security against serious attacks. Those
characteristics embrace the subsequent
[25]:

Real-time intrusion detection —

whereas the attack is ongoing or

straight off later on,

e False positive alarms should be

decreased ,

e Human supervising ought to be
reduced to minimum, and continuous

operation ought to be ensured,

e Recoverability from system crashes,
either accidental or those ensuing from

attacks,

e Self-monitoring ability so as to observe
attackers’ makes an attempt to vary the

system,

e Compliance to the safety policies of

the system that's being monitored, and

e Adaptability to system changes and

user behavior over time.

APPLICATIONS OF Al TO DEFENSE
AGAINST CYBER CRIMES

Available educational resources show that
Al techniques have already got varied
applications in combating cyber crimes.
for example, neural networks ar being
applied to intrusion detection and
hindrance, however there also are
proposals  for  mistreatment  neural
networks in “Denial of Service (DoS)
detection, pc worm detection, spam
detection, zombie detection, malware
classification and rhetorical investigations™
[5]. Al techniques like Heuristics, data
processing, Neural Networks, and AlISs,
have additionally been applied to new-
generation anti-virus technology [7]. Some
IDSs use intelligent agent technology that
is typically even combined with mobile
agent technology. Mobile intelligent
agents will travel among assortment points
to uncover suspicious cyber activity [2].
Wang et al. (2008) declared that the longer
term of anti-virus discovering technology
is in application of Heuristic Technology
which suggests “the data and skills that use
some strategies to work out and showing
intelligence analyze codes to detect the
unknown virus by some rules whereas
scanning” [7]. This section can in brief gift
connected work and a few existing
applications of Al techniques to cyber

defense
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Artificial Neural Network Applications

ANN is a computational mechanism that
simulates structural and functional aspects
of neural networks existing in biological
nervous systems. They are ideal for
situations  that  require  prediction,
classification or control in dynamic and

complex computer environments [26].

Chen (2008) designed NeuroNet — a
neural network system which collects and
processes distributed information,
coordinates the activities of core network
devices, looks for irregularities, makes
alerts and initiates countermeasures.
Experiments showed that NeuroNet is
effective against low-rate TCP-targeted

distributed DoS attacks [27].

Linda et al. (2009) presented the Intrusion
Detection System using Neural Network
based Modeling (IDS-NNM) which
proved to be capable of detecting all
intrusion attempts in  the network
communication without giving any false
alerts [28].

Barika et al. (2009) presented a detailed
architecture of a distributed IDS based on
artificial neural network for enhanced

intrusion detection in networks [29].

Itikhar et al. (2009) applied neural
network approach to analyzing DoS
attacks. Their experiments showed that
their neural network approach detects DoS
attacks with more accuracy and precision

than other approaches [30].

Wu (2009) presented a hybrid method of
rule-based  processing and  back-
propagation neural networks for spam
filtering. Their approach proved to be
much more robust compared to other spam
detection approaches that use keywords,
because spamming behaviors frequently

change [31].

Salvador et al. (2009) presented a novel
approach for Zombie PCs detection based
on neural networks. Experiments showed
how their approach is computationally
efficient, easy to deploy in real network
scenarios and achieves good Zombie

detection results [32].

Bitter et al. (2010) presented host-based
and network-based intrusion detection
systems with a special focus on systems
that employ artificial neural networks to
detect suspicious and potentially malicious
traffic [26].

Al-Janabi and Saeed (2011) designed a

neural network-based IDS that can
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promptly detect and classify various
attacks [33].

Barman and Khataniar (2012) also
studied the development of IDSs based on
neural network systems. Their experiments
showed that the system they proposed has
intrusion detection rates similar to other
available IDSs, however, it proved to be at
least 20.5 times faster in detection of DoS
attacks [34].

Artificial Immune System Applications
AISs, a bit like the biological immune
systems that they're supported, square
measure utilized to uphold stability in a
very dynamic atmosphere. The immune-
based intrusion detection includes the
evolution of immunocytes (self-tolerance,
clone, variation, etc.) and antigens
detection at the same time. AN system
produces antibodies to resist pathogens
and therefore the intrusion intensity are
often calculable by variation of the protein
concentration. Therefore, AlSs play a vital
role within the cyber security analysis
[48].

Sirisanyalak ~ ANd  Sornil  (2007)
bestowed an AIS-based e-mail feature
extraction approach for spam detection.
The performance analysis results showed

that the planned methodology is way

additional economical in spam detection
than different existing systems, with
terribly low false positive and false
negative rates (0.91% and 1.95%
respectively) [49].

Lebbe et al. (2007) analyzed varied AIS
models utilized in IDSs and introduced
Danger Theory (DT) in AIS as a way for
danger response in wireless mesh
networks. For classification of network
dangers they used Self-organizing Maps
(SOMs) as classifiers. Their experiments
valid their proposal of applying DT to
security of wireless mesh networks [50].

Hong (2008) bestowed AN AlS-based
hybrid learning formula for anomaly

detection in pc systems [20].

Gianini et al. (2009) planned AN
extension of AIS model for ADP system
security to close intelligence domain.
Their extended model will offer sensory
activity ~ functions  and detection
capabilities with device intelligence (e.g.
transmission sensing element system
interpretation) [51]. EshghiShargh (2009)
additionally studied the advantages of Al
generally, and AISs specially, for rising
IDSs by investigation completely different
IDS styles supported AISs. The results

showed however AIS approach to IDS
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style is often fruitful for future

applications [52].

Chao and Tan (2009) planned a
completely unique virus detection system
supported AIS. The experimental results
showed that virus detection system they
planned features a ““strong detection ability

and smart generalization performance”

[53].

Danforth (2009) investigated the chance
of increasing AIlSs for classification of
internet server attacks, which might
facilitate supervisor with a warning
regarding the severity of the attack and

assist in mitigation of direct attacks [54].

Mohamed ANd
bestowed an

Abdullah  (2009)
AlS-based

securing mobile

security
framework  for
spontanepous networks, that is scalable,
robust, and has traits of disreputability,
second response and self-recovery. Their
design resolved some limitations found
within the previous connected studies like
quantifiability and information measure

conservation [55].

Qiang ANd Yigian (2010) planned an
AlS-based network security scenario
assessment model which may create time

period and quantitative security scenario

assessment of the system, and supply
support needed to form time period
changes of the defense measures.
Theoretical analysis and experiments
showed the effectiveness of the model in
time period anomaly detection for network

security [56].

Rui and Wanbo (2010) proposed an AlS-
based self-learning intrusion response
model which can recognize and classify
unknown attacks. Their model has a
dynamic response decision-making
mechanism which can adjust the defensive
tactics according to the changes in the
environment and keep the system safe with
the minimum cost. The experiments
showed that their model has qualities such
as self-adaptation, rationality, quantitative
calculation, and that it provides efficient

intrusion response [48].

Endy et al. (2010) used SOMs to visualize
the topology of the data in order to
perform cluster analysis of the textual

documents related to cyber terrorism [57].

Yang et al. (2011) presented a network
security evaluation model for quantitative
analysis of the degree of intrusion danger
level based on AIS theory, and

demonstrated its  advantages  over
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traditional models for network security

evaluation [58].

Liu et al. (2011) introduced an AlS-based
intrusion detection mechanism into the
Internet of Things (IoT) environment,
which simulates self-adaptation and self-
learning  mechanisms  via  dynamic
adaptation to the environment. The
analysis of their proposal showed that their
model provides a new effective intrusion

detection for the Internet of Things [59].

Zhang et al. (2011) proposed SGDIDS - a
new hierarchical Distributed Intrusion
Detection System for improving cyber
security of the Smart Grid. Their system
consists of an intelligent module (among
other modules) which uses AIS to detect
and classify malicious data and possible
cyber attacks. Simulation results showed
that their system is applicable to
identification of malicious network traffic
and improving system security [60].

Ansari and Inamullah (2011) proposed
an enhancement for the anomaly detection
based on AIS and showed how their model
improves AIS performance in applications
such as anomaly detection, ensuring

security, detecting errors and performing

data mining in mobile ad hoc networks
[61].

Fang et al. (2012) proposed an AIS for
phishing detection through memory and
mature detectors. The analysis showed that
their system is unique and more flexible
and adaptive than other existing phishing

detection systems [62].

Mavee and Ehlers (2012) proposed
[ISGP — a new AlS-based model for Smart
Grid protection. Basically, they aimed to
design a bio-inspired AIS model for
intrusion detection, access control and
anomaly detection in critical
infrastructures  which are  becoming
increasingly ~ dependent on  cyber

technology [63].

Kumar and Reddy (2014) developed a
unique agent based intrusion detection
system for wireless networks that collects
information from various nodes and uses
this information with an evolutionary AlS
to detect and prevent the intrusion via
bypassing or delaying the transmission
over the intrusive paths. The experimental
results showed that the system is well
suited for intrusion detection and
prevention in wireless networks [64].
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Advantages of Al Applications to IDPSs

Al techniques introduce numerous advantages into intrusion detection and prevention (see

Table 1).

Table 1: Advantages that some Al techniques bring to intrusion detection and prevention

Technology Advantages
Parallelism in information processing;
Learning by example;
Artificial Nonlinearity — handling complex nonlinear functions;
Neural Superiority over complex and perplexing differential equations;
Networks | Resilience to noise and incomplete data;
Versatility and flexibility with learning models;
Intuitiveness — as they are an abstraction of biological neural networks [26].
Dynamic structure;
Artificial | Parallelism and distributed learning — using data network communications and
Immune | parallelism in detection and elimination tasks;
Systems | Self-adaptability and self-organizing — updating intrusion marks without

human involvement; Robustness;

Selective response — removing malicious activity by the best means available;
Diversity — each detector node generates a statistically unique set of non-self
detectors;

Resource optimization;

Multi-layered structure — attackers cannot succeed with their malicious
activities by circumventing only one layer, since multiple layers of different
structures are in charge of monitoring a single point.

Disposability — not being dependent on a single component which can be

easily replaced by other components [52, 56, 88].
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LIMITATIONS OF CURRENT
ANOMALY DETECTION/
PREVENTION SYSTEMS

Although anomaly noticeion systems
provide the chance to detect antecedently
unknown attacks, they need some vital
limitations that require to be tackled. the
most issue is that the issue of constructing
a solid model of what acceptable behavior
is ANd what an attack is; thence, they'll
provides a high range of false positive
alarms, which can be caused by atypical
behavior that's truly traditional and
approved, since traditional behavior could
simply and without delay modification.
alternative  limitations
subsequent [25, 26, 29]:

embody the

e In order for the anomaly detection
system to be able to characterize
traditional patterns and make a model
of the conventional behavior, wide-
ranging coaching sets of the
conventional system activities area unit
required. Any modification within the
system’s traditional patterns should
result in necessary update of the

knowledge domain.

e |If the detection and bar system
inaccurately classifies a legitimate
activity as a malicious one, the results

are terribly unfortunate since it'll

e An intrusion

conceive to stop the activity or

modification it.

detection  system,
notwithstanding however economical,
could also be disabled by attackers if

they'll learn the way the system works.

e In heterogeneous environments there's
conjointly a difficulty of desegregation
data from totally different sites.

e Another downside involves activity
intrusion detection systems which will
adapt to legal rules, security necessities
and/or service-level agreements in

world.

SCOPE FOR FUTURE WORK

Cyber security wants far more attention.
Given human limitations and therefore the
indisputable fact that agents like pc viruses
and worms area unit intelligent, network-
centric environments need intelligent
cyber sensing element agents (or
computer-generated forces) which can
notice, assess and answer cyber attacks in

a very timely manner [3].

Application of Al techniques in cyber
defense can would like coming up with
and future analysis. one in all the

challenges is information management in
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network-centric ~ warfare, thence a

promising space for analysis s
introduction of standard and graded
information design within the higher
cognitive process code. fast scenario
assessment and call superiority will solely
be bonded with automatic information
management. it's conjointly predictable

that the grand goal of Al analysis

— Development of artificial general
intelligence - is reached in not therefore
distant future which might result in
Singularity represented as “the
technological creation of smarter-than-
human intelligence”. still, it's of crucial
importance that we've got the flexibility to
use higher Al technology in cyber defense

than the one offenders possess [5].

Furthermore, lots a lot of analysis has to be
done before we tend to area unit able to
construct trustworthy, deployable
intelligent agent systems that may manage
distributed infrastructures. Future work
should look for a theory of cluster utility
operates to permit teams of agents to form

selections [37].

For future add enhancing IDPSs,
unattended learning algorithms and new
techniques are thought of along to form

hybrid IDPS which can improve the

performance of anomaly intrusion
detection [85]. Moreover, combining every
kind of Al technologies can become the
most development trend within the field of
anti-virus technology [7].

Even though machine intelligence
techniques are wide employed in the sector
of pc security and forensics, there area unit
bound moral and legal issues that arise
because the technology quickly expands. a
number of these issues area unit privacy
issues or power problems on the moral
facet or queries of group action on the
legal facet. a good vary of each moral and
legal queries return up within the light-
weight of the potential autonomy of this
technology. queries like “to what extent
will a synthetic neural network replace
human judgment”, “to what degree will we
wish to permit technology to require
human roles” or “what legal precedent is
applied to machines” can got to be

answered [91].

CONCLUSION

The quick development of knowledge
technology had plenty of positive impact
and brought several conveniences into our
lives. However, it conjointly caused
problems that ar tough to manage like the
emergence of cyber crimes. because the

technology continues to evolve, criminal
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cases modification correspondingly. daily
we tend to ar sweet-faced with increasing
variety and kind of cyber crimes, since this
technology presents a straightforward
approach for criminals to attain their goals.
essential infrastructures ar particularly

vulnerable.

Application of Al techniques ar already
getting used to help humans in fighting
cyber crimes, as they supply flexibility and
learning capabilities to IDPS computer
code. it's become obvious wide
information usage in deciding} process
needs intelligent call support in cyber
defense which may be with success

achieved victimisation Al strategies.

Available educational resources show that
Al techniques have already got varied
applications in combating cyber crimes.
This paper has in short given advances
created thus far within the field of
applying Al techniques for combating
cyber crimes, their current limitations and
desired characteristics, furthermore as

given the scope for future work.
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