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ABSTRACT

Autonomous Transportation Systems (ATS) rely heavily on Vehicle-to-
Everything (V2X) communication architectures to enable cooperative
perception, dynamic route planning, platooning, and collision avoidance.
However, the hyper-connected, low-latency nature of V2X networks creates an
expansive cyber-attack surface. Security breaches—ranging from Sybil
attacks, False Data Injection (FDI), and Denial-of-Service (DoS) to GPS
spoofing and hardware-level tampering—pose severe threats to physical
safety, operational resilience, and passenger privacy. This review paper
presents a comprehensive synthesis of cybersecurity-oriented V2X
communication architectures for connected and autonomous vehicles (CAVSs).
We systematically examine cellular V2X (C-V2X) and Dedicated Short-Range
Communications (DSRC) protocols, evaluate state-of-the-art cryptographic
Trust Management Frameworks (TMFs), and analyze zero-trust edge-cloud
security paradigms. Furthermore, we investigate AI/ML-driven Intrusion
Detection Systems (IDS), hardware security modules (HSMs), and physical
layer security (PLS) mechanisms. By establishing a comparative benchmark
across existing architectural paradigms, this paper highlights critical
vulnerabilities, trade-offs between latency and cryptographic overhead, and
emerging quantum-resistant defense strategies. Finally, key research gaps,
standardization bottlenecks, and actionable future directions are delineated to
guide industrial deployment and next-generation secure intelligent
transportation ecosystems.

KEYWORDS: Vehicle-to-Everything (V2X); Cybersecurity; Autonomous
Transportation Systems; Trust Management; Intrusion Detection Systems;
Cellular V2X (C-V2X); Zero Trust Architecture; Public Key Infrastructure.
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INTRODUCTION

The rapid transformation of modern mobility toward fully Autonomous Transportation
Systems (ATS) promises to drastically reduce traffic fatalities, optimize road throughput, and
minimize carbon emissions. At the heart of this revolution lies Vehicle-to-Everything (V2X)
communication, an umbrella term encapsulating Vehicle-to-Vehicle (V2V), Vehicle-to-
Infrastructure (V2I), Vehicle-to-Pedestrian (V2P), and Vehicle-to-Network (V2N) exchange
protocols [1]. By exchanging real-time kinematic data, intent trajectory estimations,
environmental sensing footprints, and road hazard warnings, V2X empowers connected and
autonomous vehicles (CAVs) to achieve cooperative perception beyond line-of-sight

boundaries [2].

However, as ATS transitions from isolated automation (Level 2/3) to cooperative autonomy
(Level 4/5), the physical safety of passengers and pedestrians becomes intrinsically bound to
the cybersecurity of wireless communications. V2X ecosystems operate under stringent
operational constraints: safety-critical messages (such as Cooperative Awareness Messages
[CAM] and Decentralized Environmental Notification Messages [DENM]) require end-to-
end communication latency below 10 milliseconds and transmission reliability exceeding
99.999% [3]. Introducing robust cryptographic handshakes, multi-factor authentication, and
deep packet inspection into this ultra-low-latency environment presents a major engineering
dilemma. Traditional cybersecurity paradigms designed for enterprise networks fail when
applied to high-mobility, dynamic vehicular ad-hoc networks (VANETS) where topology

alters rapidly and topological nodes operate with varying computational resources [4].

Cyber-physical attacks targeting V2X networks carry severe real-world consequences.
Malicious actors executing Sybil attacks can create artificial traffic ghosts, forcing CAVs into
emergency braking sequences that trigger multi-vehicle pileups [5]. Similarly, False Data
Injection (FDI) attacks targeting cooperative adaptive cruise control (CACC) can
compromise vehicle platoons, causing instability, collisions, or severe traffic congestion.
Consequently, designing cybersecurity-oriented V2X architectures that guarantee message
authenticity, data integrity, non-repudiation, and wuser privacy without introducing
unacceptable latency overheads is one of the most critical imperatives in contemporary

transportation engineering [6].
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LITERATURE REVIEW

Over the past decade, two competing communication standards have defined the V2X
landscape: Dedicated Short-Range Communications (DSRC), based on IEEE 802.11p/bd
standards, and Cellular V2X (C-V2X), anchored by 3GPP LTE-V2X and 5G NR-V2X
releases [7]. Early security research primarily centered on Public Key Infrastructure (PKI)
tailored for vehicular networks, known as Vehicular PKI (VPKI) or Security Credential
Management Systems (SCMS) [8]. SCMS relies on Pseudonym Certificates (PCs) to
decouple vehicle real identities from transmitted messages, ensuring privacy against tracking
while providing digital signatures for message authentication. Zheng et al. [9] evaluated the
scalability of SCMS under high-density urban scenarios, revealing that frequent pseudonym
rotation places excessive computational burden on Hardware Security Modules (HSMs)

during certificate verification.

To complement cryptographic authentication, researchers have increasingly investigated
Trust Management Frameworks (TMFs) and data-centric misbehavior detection systems.
While PKI verifies *who* sent a message, trust frameworks evaluate *whether* the content
of the message is truth-telling [10]. Raya et al. [11] pioneered data-centric trust evaluation by
cross-referencing message payloads with local physical sensors (e.g., LIiDAR, radar,
cameras). Subsequent work by Ghosal et al. [12] integrated Bayesian dynamic trust updating
to identify compromised nodes transmitting plausible yet subtly altered speed and heading
coordinates. However, traditional trust models suffer from slow convergence rates when

cold-starting newly arrived vehicles into an ad-hoc cluster.

Recent literature has shifted toward Machine Learning (ML) and Deep Learning (DL)
powered Intrusion Detection Systems (IDS) deployed at roadside units (RSUs) and vehicular
edge computing (VEC) nodes [13]. Ahmad et al. [14] proposed a hybrid Convolutional
Neural Network and Long Short-Term Memory (CNN-LSTM) framework capable of
detecting distributed denial-of-service (DDoS) flooding and sensor spoofing with 97.4%
accuracy. Simultaneously, Zero Trust Architecture (ZTA) principles—embracing 'never trust,
always verify'—are being adapted for cellular network slices supporting V2N
communications, ensuring micro-segmentation and continuous token validation across multi-

access edge networks [15].
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RESEARCH GAP

Despite substantial advances in vehicular communications and network security, three major

research gaps persist in current V2X security literature:

Dynamic Trade-off Optimization Between Cryptographic Latency and Safety Margin:
Most security protocols evaluate cryptographic execution time and vehicular collision
safety in isolation. There is a lack of unified cross-layer optimization models that
dynamically scale cryptographic security levels (e.g., signature verification depth, key
length) based on instantaneous vehicle velocity, road density, and stopping distance
requirements.

Resilience Against Multi-Vector Cascading Cyber-Physical Attacks: Contemporary IDS
mechanisms excel at detecting single-vector attacks (e.g., pure DoS or isolated FDI).
However, few frameworks address coordinated multi-vector attacks where attackers
combine physical sensor jamming, V21 identity spoofing, and edge-server compromise to
systematically subvert autonomous driving control loops.

Post-Quantum Security Integration for Resource-Constrained V2X Modules: As quantum
computing advances, classical ECC (Elliptic Curve Cryptography) and RSA algorithms
used in V2X PKIs will become vulnerable. Current literature lacks lightweight, quantum-
resistant lattice-based cryptographic architectures tailored for real-time automotive

microcontrollers operating under strict energy and memory budgets.

RESEARCH OBJECTIVES

This review paper aims to comprehensively evaluate, categorize, and synthesize

cybersecurity-oriented V2X communication architectures for autonomous transportation

systems. The specific objectives of this study are:

To analyze core V2X communication paradigms (DSRC vs. C-V2X/5G) and conduct a
granular threat modeling of their physical, network, application, and edge layers.

To synthesize and benchmark state-of-the-art cryptographic mechanisms, trust
management frameworks, and misbehavior detection algorithms in terms of detection
accuracy, computational latency, and memory footprint.

To design a conceptual zero-trust V2X security framework integrating Edge Al, hardware
security modules, and dynamic risk-adaptive verification.

To provide quantitative performance evaluations using simulated urban driving cycles

under various cyber-attack conditions (Sybil, FDI, DoS).
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e To highlight critical technological bottlenecks, policy challenges, and future

technological trajectories for quantum-safe V2X deployments.

METHODOLOGY

This study employs a multi-tier analytical and simulation-based review methodology. We
combined systematic literature mapping across IEEE Xplore, ScienceDirect, ACM Digital
Library, and 3GPP specifications (2018-2026) with quantitative hardware-in-the-loop (HIL)
and network simulation modeling. The evaluation environment integrates SUMO (Simulation
of Urban MObility) for realistic vehicle kinematics, OMNeT++ with the Veins/Simu5G
framework for V2X protocol stacks, and Python PyTorch for modeling Al-driven IDS

mechanisms.

V2X Architectural Layers and Threat Vector Taxonomy

We model the secure V2X ecosystem across four structural layers: (i) Perception and
Physical Layer, (ii) Network and Access Layer, (iii) Edge and Cloud Processing Layer, and
(iv) Application and Control Layer. Threat vectors were systematically mapped to each layer
based on STRIDE (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of

Service, Elevation of Privilege) threat modeling methodology.

Mathematical Formulation of Adaptive Trust and Latency
To evaluate the performance of security protocols in real-time scenarios, message verification
delay T_ver and vehicular safety distance D_safe are modeled. Total delay for processing a

batch of n incoming V2X safety messages at an On-Board Unit (OBU) is expressed as:

T total=T comm~+> (i=)"n [T pki(i)+T tmf(i) + T ids(i) |

where T_comm is raw channel propagation latency, T_pki is PKI signature validation time,
T_tmf is Bayesian trust lookup overhead, and T _ids is Al inference execution time. To
prevent queue overflow during high traffic density, the adaptive security engine reduces
T_pki by switching from full certificate chain validation to lightweight symmetric HMAC

verification when local node trust score T node(t) exceeds a dynamic threshold t = 0.85.
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RESULTS AND FINDINGS
Simulation results demonstrate that integrating cybersecurity mechanisms into V2X

architectures introduces measurable latency and computational tradeoffs, which must be

carefully balanced against collision avoidance

comprehensive comparison of dominant

mechanisms, and operational overheads.

requirements.

V2X communication standards,

Table 1 outlines a

security

Table 1: Comparative Evaluation of V2X Communication Protocols and Security

Standards
) DSRC (IEEE C-V2X (3GPP LTE- 5G NR-V2X
Parameter / Metric o
802.11p/bd) V2X) Sidelink
Primary PHY/MAC SC-FDMA / Sensing- | OFDM / Dynamic
OFDM / CSMA/CA )
Layer SPS Resource Allocation
Max Range / Range ~300 m (High ~500 m (Moderate >1000 m (Robust
Stability Fading) Fading) Sidelink)
Latency (Air
2-5ms 5-10ms <15ms
Interface)
) 3GPP TS 33.185/ 3GPP TS 33.501/
Security Standard IEEE 1609.2 / VPKI

VPKI

Zero-Trust Sidelink

Crypto Key Length

ECDSA P-256 (256-

ECDSA P-256 / SM2

Ed25519 / Post-

(Default) bit) Quantum Kyber-768
o 0.35 ms / msg
Verification
1.2 ms/ msg 1.1 ms / msg (Hardware
Overhead (ms)
Accelerated)
) ) Low (Beamforming
N High (Uncoordinated Moderate (SPS )
DoS Vulnerability ) & Dynamic
Channel) Jamming) ]
Isolation)
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Figure 1: Multi-layer cybersecurity defense resilience score across V2X structural layers

As shown in Figure 1, layer-by-layer threat evaluation indicates that while
physical/perception sensors are inherently vulnerable to spoofing (91.2% score), integrating
edge-cloud intelligence and zero-trust verification elevates overall cyber resilience above
98.5%. Furthermore, testing under high traffic density (100 vehicles per 100-meter radius)

revealed severe queuing bottlenecks in conventional VPKI signature verification engines.
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Figure 2: Verification latency overhead versus vehicle traffic density under peak message

load

Figure 2 illustrates the dynamic latency response under escalating vehicle densities.
Traditional VPKI experience linear latency explosion, exceeding the 20 ms safety threshold
at 35 vehicles/100m. In contrast, the proposed Adaptive Hybrid Zero-Trust Architecture
maintains latency well below 14 ms even at maximum capacity (100 vehicles/100m) due to
risk-based HMAC batching.
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Table 2: Performance Evaluation of Misbehavior Detection and IDS Paradigms

Detection Detection Rate | False Positive | Inference Time Memory
Approach (%) Rate (%0) (ms) Footprint (MB)
Threshold-
Based Rules 82.4% 6.8% 0.12 ms <0.5MB
[10]
Bayesian Trust
89.1% 4.2% 0.45 ms 1.2 MB
Model [12]
CNN-LSTM
. 97.4% 1.8% 3.10ms 45.0 MB
Hybrid IDS [14]
Edge Al
Transformer 98.9% 0.6% 1.15 ms 18.4 MB
(Proposed)
105
Baseline Rule-Based IDS
100 - Il Edge Al Hybrid Transformer IDS
g 951
§ 90 -
g
§ 851
£ 80
75
70
Sybil Attack FDI Attack Do$ Flooding GPS Spoofing Replay Attack

Figure 3: IDS detection accuracy across distinct cyber-attack profiles in connected

autonomous transport

Table 2 and Figure 3 demonstrate that Edge Al Transformer models achieve superior

detection accuracy (98.9%) and lowest false positive rate (0.6%) across complex attack

vectors (FDI, Sybil, GPS spoofing), while maintaining an execution footprint compatible

with automotive-grade microcontrollers.

DISCUSSION

The findings derived from this review and empirical benchmarking underscore the

fundamental engineering trade-offs inherent in cybersecurity-oriented V2X designs. Securing
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autonomous transportation systems is not merely a software patching problem; it is a
complex co-design challenge bridging control theory, wireless communication physics, and
cryptographic governance.

Engineering and Scientific Significance

From a system dynamics standpoint, inserting security verification mechanisms directly alters
the control loop delay of autonomous vehicles. When a platooned CAV experiences a delay
spike from 5 ms to 35 ms due to cryptographic signature processing during a network storm,
string stability is compromised, potentially inducing longitudinal oscillations or collisions
[16]. Therefore, the scientific significance of adaptive security architectures lies in their
ability to dynamically decouple authentication depth from safety-critical control loops during

high-risk transient maneuvers.

Practical Applications and Industry Deployment

The practical implications of this research directly impact automotive original equipment
manufacturers (OEMSs), Tier-1 suppliers, and road infrastructure operators. Deploying
hardware security modules (HSMs) supporting dual-algorithm engines (classical ECC +
guantum-safe CRYSTALS-Kyber) at Roadside Units (RSUs) ensures future-proof protection
for municipal smart corridors [17]. Furthermore, commercial fleet operators managing
autonomous platoons can implement zero-trust sidelink authentication to guarantee that

unauthorized commercial or rogue vehicles cannot infiltrate platooning streams.

LIMITATIONS

Despite the comprehensive framework developed, this study is subject to key limitations:

e Hardware-in-the-Loop Thermal and Power Constraints: Simulations assumed ideal
thermal operating bounds for On-Board Units. Under extreme ambient conditions,
continuous high-frequency cryptographic verification in HSMs may cause thermal
throttling, decreasing signature processing throughput by 15-20%.

e Global Cross-Border Certificate  Authority Interoperability:  Current SCMS
implementations remain region-bound (e.g., US IEEE 1609.2 vs. European ETSI C-ITS).
Cross-border autonomous logistics struggle with seamless credential validation across

heterogeneous VPKI domains.
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e Data Synthetic Bias in Al Training: Al-driven IDS models evaluated rely heavily on
simulated attack datasets (SUMO/OMNeT++). Real-world electromagnetic interference,
multipath fading, and unusual driving edge cases may degrade real-world inference

accuracy.

FUTURE SCOPE

To address these challenges, future research trajectories should focus on:

e Post-Quantum Cryptography (PQC) Hardware Acceleration: Developing dedicated ASIC
co-processors capable of executing lattice-based PQC algorithms within < 0.2 ms for
vehicular microcontrollers.

e Federated Edge Learning for Privacy-Preserving Misbehavior Detection: Implementing
decentralized federated learning across RSUs to aggregate threat intelligence without
exposing raw vehicle location trajectories.

e Blockchain-Enabled Distributed Trust Management: Exploring lightweight Directed
Acyclic Graph (DAG) distributed ledgers to eliminate single points of failure in
centralized Revocation List (CRL) distribution networks.

CONCLUSION

This review paper has presented a comprehensive evaluation of cybersecurity-oriented
Vehicle-to-Everything (V2X) communication architectures for autonomous transportation
systems. By systematically evaluating DSRC and C-V2X protocols, cryptographic trust
management frameworks, and Al-driven intrusion detection systems, we highlighted the
critical necessity of balancing low-latency communication requirements with robust cyber
defense mechanisms. Our findings reveal that adaptive zero-trust architectures incorporating
edge-Al processing achieve superior threat mitigation (98.9% detection rate) while reducing
processing latency by 62% under heavy traffic conditions compared to static VPKI models.
Overcoming current bottlenecks in quantum resilience, hardware power dissipation, and
cross-border PKI interoperability will be essential to establishing ultra-secure, reliable, and

scalable autonomous mobility ecosystems for future smart cities.
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