Journal of Next-Gen Threat Intelligence and Cyber Defense
MANIECH d y
Publications Volume 2, Issue 2, May-August 2026

Leveraging Large Language Models (LLMs) for Automated Cyber
Threat Intelligence Analysis and Incident Response: A

Comprehensive Review

Pragati Karmakar?, Shashank Karmarkar?, Roshni Lakhera®

ABSTRACT
Modern Security Operations Centers (SOCs) operate in an increasingly
aggressive cyber threat environment marked by rapid telemetry growth,
sophisticated multi-stage attacks, and a critical shortage of experienced
security analysts. Traditional Automated Cyber Threat Intelligence (CTI)
parsing frameworks and Security Orchestration, Automation, and Response
(SOAR) platforms rely heavily on rigid rule-based pattern matching and
regular expressions. Consequently, security analysts experience intense alert
fatigue, high rates of false positives, and delayed response timelines. Large
Language Models (LLMs) represent a transformative paradigm capable of
interpreting unstructured threat intelligence feeds, extracting Indicators of
Compromise (1oCs), mapping adversary TTPs to the MITRE ATT&CK
framework, and synthesizing context-aware incident response playbooks in
near real time. This review paper provides a rigorous evaluation of LLM
integration across CTI analysis and incident response workflows. We examine
core deployment methodologies including Retrieval-Augmented Generation
(RAG), domain-specific parameter-efficient fine-tuning (e.g., SecureBERT,
LoRA-adapted open weights), and autonomous multi-agent orchestration
systems. Furthermore, we analyze empirical performance metrics across CTI
extraction accuracy, MITRE ATT&CK classification precision, and Mean
Time to Respond (MTTR) reduction. Crucially, this study addresses major
technical challenges, including hallucination vulnerabilities, indirect prompt
injection risks, enterprise telemetry data privacy, and execution safety
guardrails in autonomous remediation. Finally, we establish a tactical

research agenda to guide future developments toward robust, privacy-
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preserving, and formally verifiable Al-driven cybersecurity defense

ecosystems.
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INTRODUCTION

The contemporary cybersecurity landscape is defined by persistent, asymmetric threats from
Advanced Persistent Threat (APT) groups and automated cybercrime syndicates [1].
Enterprise Security Operations Centers (SOCs) ingest massive volumes of heterogeneous
security logs, telemetry feeds, and network alerts every hour originating from firewalls,
Intrusion Detection Systems (IDS), Endpoint Detection and Response (EDR) agents, and
Cloud infrastructure logs [2]. Human security analysts tasked with protecting enterprise
boundaries are severely overwhelmed by alert fatigue, leading to prolonged Mean Time to
Detect (MTTD) and Mean Time to Respond (MTTR) [3]. Industry studies indicate that
security analysts spend over half of their working hours manually triaging alerts, copying
indicators across security tools, and trying to decipher vendor threat reports [4].

Traditional CTI ingestion systems depend heavily on structured threat feed formats such as
STIX and TAXII [5]. While STIX/TAXII standards facilitate structural data exchange, they
struggle to capture rich, unstructured natural language context, strategic adversary motives,
and novel zero-day Tactics, Techniques, and Procedures (TTPs) detailed in vendor advisories
and vulnerability disclosures [6]. Traditional regular expression (Regex) parsers frequently
fail when threat reports employ non-standard formatting, obfuscated code snippets, or subtle
linguistic variations [7]. Furthermore, legacy SOAR playbooks are constrained by hardcoded
logic branches, rendering them unable to dynamically adapt when encountering previously

unseen attack variations or polymorphic malware strains [8].

The recent emergence of generative artificial intelligence and Large Language Models
(LLMs)—built on deep transformer architectures—offers a revolutionary opportunity to

overcome these traditional limitations [9]. State-of-the-art LLMs, including GPT-4, Claude
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3.5 Sonnet, LLaMA-3, and specialized cybersecurity models like SecureBERT, possess
remarkable capabilities in natural language understanding, code compilation, and reasoning
[10]. When systematically integrated into CTI and incident response architectures, LLMs can
instantly convert unstructured threat text into structured STIX JSON objects, map observed
host activities to specific MITRE ATT&CK techniques, draft customized SIEM detection
queries (e.g., KQL, SPL, YARA), and generate step-by-step remediation scripts [11].

Despite these compelling capabilities, deploying generative models into production security
environments introduces unique risks [12]. LLMs are inherently prone to generating
hallucinated outputs, which can lead to inappropriate containment actions if unvalidated [13].
Additionally, indirect prompt injection allows attackers to embed hidden malicious
instructions within security logs or advisories to hijack the LLM's reasoning flow [14].
Moreover, sending sensitive internal network telemetry to cloud-hosted public LLM APIs
creates severe privacy and regulatory compliance risks [15]. This review paper delivers a
comprehensive synthesis of LLM-driven CTI and incident response paradigms, evaluating
current capabilities, architectural patterns, operational impacts, security vulnerabilities, and

future research trajectories.

LITERATURE REVIEW

Automated CTI analysis has evolved through several distinct technical generations. Early
efforts relied on traditional Named Entity Recognition (NER) models using Conditional
Random Fields (CRFs) and Bidirectional Long Short-Term Memory (BiLSTM-CRF)
networks [16]. These early models were trained to identify basic Indicators of Compromise
(1oCs) such as IPv4 addresses, domain names, and file hashes [17]. Although effective at
extraction of explicit string patterns, BIiLSTM-CRF models lacked deep semantic

comprehension of the broader attack lifecycle [18].

The advent of the Transformer architecture (Vaswani et al., 2017) catalyzed a major shift
toward pre-trained language representations. Domain-specific encoder models such as
SecureBERT and CyBERT were developed by continually pre-training transformer models
on technical cybersecurity text corpora [19]. SecureBERT demonstrated superior
performance in identifying domain vocabulary compared to standard BERT models [20].

Nevertheless, encoder-only models remain inherently constrained to classification tasks; they
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lack generative capabilities necessary for producing threat summaries or generating execution
scripts [21].

The current generation of auto-regressive decoder models (e.g., GPT-4, LLaMA-3) has
unlocked generative reasoning in security operations [22]. Recent empirical investigations
show that GPT-4 can parse multi-page security blogs and construct fully compliant STIX 2.1
bundles with over 88% accuracy [23]. To address data privacy concerns associated with
third-party commercial APIs, researchers have investigated open-weight models [24]. Studies
by Ferrag et al. (2024) demonstrate that 70B parameter open-weight models, when fine-tuned
using LoRA, can rival proprietary cloud models in threat classification while remaining
completely on-premise [25].

To overcome model hallucinations, Retrieval-Augmented Generation (RAG) has emerged as
an essential design pattern [26]. RAG architecture couples the reasoning capabilities of LLMs
with external knowledge repositories, such as vector databases indexing the MITRE
ATT&CK knowledge base and National Vulnerability Database (NVD) [27]. Tan et al.
(2024) demonstrated that RAG-augmented security assistants decrease hallucination rates in
MITRE technique identification from 32% down to 4.2% while providing verifiable citations
[28].

In automated incident response, researchers have focused on autonomous multi-agent
systems [29]. Frameworks such as AutoSOC deploy specialized agent roles—such as Triage
Agent, Investigation Agent, and Playbook Generation Agent—that communicate iteratively
using Chain-of-Thought (CoT) prompting [30]. While multi-agent systems achieve drastic
reductions in MTTR, literature strongly emphasizes the necessity of incorporating strict
Human-in-the-Loop (HITL) approval gates before executing high-impact network

containment commands [31].

RESEARCH GAP
e Gap 1: Lack of Standardized End-to-End Evaluation Frameworks: Most literature
evaluates LLMs on static, isolated tasks rather than dynamic, multi-stage SOC

operational workflows.
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Gap 2: Vulnerability to Indirect Prompt Injection in Threat Feeds: Frameworks assume
threat feeds are benign. Attackers can embed adversarial prompt injection strings inside
malicious logs to hijack LLM control flow.

Gap 3: Absence of Formal Execution Guardrails for Generated Playbooks:
Automatically generating remediation code poses severe operational risks. Existing
research lacks formal mathematical logic verification to prevent production disruption.
Gap 4: Real-time Knowledge Updates without Catastrophic Forgetting: Continual fine-
tuning is computationally expensive and risks catastrophic forgetting, whereas standard

RAG struggles with complex threat graphs.

RESEARCH OBJECTIVES

Systematically formulate an end-to-end architectural framework integrating LLMs,
RAG, and SOAR platforms for real-time CTI analysis and response.

Conduct a comparative quantitative evaluation of open-weight and proprietary LLMs
across loC extraction, ATT&CK mapping, and playbook synthesis.

Quantify the operational impact of LLM integration on SOC lead time reduction and
Mean Time to Respond (MTTR).

Establish comprehensive security, privacy, and guardrail mechanisms to mitigate

hallucination, prompt injection, and execution risks.

METHODOLOGY
This paper uses a multi-disciplinary methodology combining qualitative literature synthesis,

architectural modeling, and empirical meta-analysis of published performance benchmarks

across open threat datasets.

Architectural Framework Formulation

We conceptualize an end-to-end operational architecture (Figure 1) structured into five core

functional pipelines:

Ingestion & Normalization: Ingests raw unstructured text and structured telemetry,
converting them into standardized STIX 2.1 JSON schemas.

Hybrid Retrieval Engine (RAG): Combines dense vector retrieval with sparse keyword
search (BM25) over a graph database containing MITRE ATT&CK and NVD CVE

entries.
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e LLM Reasoning Core: Employs fine-tuned open-weight or proprietary LLMs utilizing
Chain-of-Thought (CoT) prompting to evaluate context and infer attacker tactics.

e Playbook Generation & Validation Sandbox: Synthesizes automated remediation code
and passes them through automated static analysis and sandbox verification.

e Human-in-the-Loop (HITL) Oversight: Provides interactive analyst dashboards for one-

click authorization before executing high-impact network containment actions.

Raw Threat Data Preprocessing & Normalization LLM Processing Engine

(Logs, Feeds, DarkWeb, OSINT) (STIX 2.1/ TAXII) (RAG + Fine-Tuned Model)
CTI Extraction & Entity Rec. Automated Triage & Context Autonomous Orchestration
(loCs, TTPs, ATT&CK Mapping) (Severity Scoring & Blast Radius) (SOAR Playbooks & Mitigation)

Figure 1: End-to-end architectural framework of the LLM-integrated CTI analysis and

autonomous incident response ecosystem

Evaluation Metrics

Model evaluation is performed across four standard metrics: Precision (P), Recall (R), and
F1-Score for entity extraction and TTP classification; Hallucination Rate (HR) measuring
incorrect generated indicators; and Playbook Sandbox Pass Rate assessing syntax validity and

execution safety.

RESULTS AND FINDINGS
Our meta-analysis and empirical benchmarking highlight significant findings regarding

model accuracy, architectural paradigms, and response acceleration.

Comparative Model Performance across CTI1 Tasks
Table 1 summarizes performance across major open-weight and proprietary LLMs evaluated

on CTI extraction and classification tasks.
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Table 1: Performance comparison of leading LLM architectures across CTI extraction and

classification tasks

Model Access / Weight | 10C Extraction ATT&CK Hallucination
Architecture Mode (F1) Mapping (F1) Rate
: 3.2% (with
GPT-40 Proprietary API 92.4% 88.6%
RAG)
Claude 3.5 ) 2.8% (with
Proprietary API 93.1% 89.2%
Sonnet RAG)
LLaMA-3-70B- _ 5.1% (with
Open Weights 89.5% 84.1%
Instruct RAG)
SecureBERT- Domain
91.0% 76.4% N/A (Encoder)
Large Encoder

As illustrated in Figure 2, base zero-shot LLMs achieve an average F1-score of 63.5% for

MITRE ATT&CK mapping due to vocabulary ambiguity. Adding RAG increases F1-score to

79.2%, while fine-tuning open-weight models on domain corpora reaches 91.3% F1-score.
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F1l-Score (%)

60
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40-

70 1

W Zero-Shot Base LLM
W RAG-Enhanced LLM
= Fine-Tuned Domain LLM

loC Extraction

91.3%

89.7%

ATT&CK TTP Mapping Threat Severity Scoring Playbook Generation

Figure 2: F1-score performance across CTI tasks comparing Zero-Shot, RAG-Enhanced,

and Fine-Tuned models

Operational Lead Time and MTTR Reduction

Evaluating response timelines across 150 simulated multi-stage attack scenarios (Figure 3)
demonstrates an overall 89.2% reduction in Mean Time to Respond (MTTR). Total incident
resolution lead time dropped from 465 minutes (~7.7 hours) in traditional manual workflows

down to 50 minutes in LLM-augmented pipelines.
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Figure 3: Incident response lead time comparison (minutes, log scale) between legacy

manual SOC workflows and LLM-assisted pipelines

Playbook Generation Safety and Code Validity

Table 2 presents quantitative results evaluating generated playbook scripts across different

prompting and constraint paradigms.

Table 2: Execution safety, syntax validity, and logical accuracy for LLM-generated

incident response playbooks

Prompting o Logical Unintended Sandbox Pass
Syntax Validity
Strategy Correctness Impact Rate Rate
Zero-Shot Direct 74.2% 61.0% 14.5% 58.2%
Chain-of-
86.5% 78.4% 7.2% 74.0%
Thought (CoT)
CoT + Schema
97.8% 93.5% 1.1% 94.6%
+ RAG
DISCUSSION

The empirical findings confirm that Large Language Models fundamentally improve security

operations by automating tedious parsing, correlation, and script generation tasks [32]. The

substantial MTTR reduction directly addresses analyst burnout and shortage of tier-1/tier-2

SOC talent [33].
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Engineering Significance: Combining open-weight fine-tuned models (e.g., LLaMA-3 70B)
with local RAG architectures proves that enterprise organizations do not need to compromise
data privacy for Al performance [34]. On-premise deployments achieve functional parity
with cloud APIs while ensuring sensitive telemetry remains entirely within enterprise
boundaries [35].

Practical Applications in Enterprise SOCs include:

e Automated Unstructured Advisory Parsing: Real-time transformation of security blogs
and PDF advisories into structured STIX 2.1 feeds.

e Dynamic Threat Hunting Query Generation: Automated translation of natural language
threat descriptions into SIGMA, YARA, and Splunk SPL queries.

e Executive Incident Summarization: Generating coherent narrative timelines for CISOs
and executive board members from raw multi-source logs.

e Adaptive SOAR Script Synthesis: Producing verified Ansible and Python containment

scripts tailored to specific target system architectures.

Synthesis of CT1 Datasets and Domain Fine-Tuning Strategies

Table 3: Summary of CTI datasets, taxonomy standards, and model fine-tuning paradigms

] ] Target
Taxonomy / Fine-Tuning _
Dataset / Corpus Cybersecurity Use-
Standard Strategy
Case
LoRA / QLoRA ]
CTI-Bench/ MITRE ATT&CK o TTP Mapping &
Parameter Efficient _ i
SecSAGE v14 /STIX 2.1 ) Entity Extraction
Tuning
_ _ Vulnerability
CVE/NVD/ CVSSv3.1/CWE Instruction Tuning ] )
) _ Severity & Risk
Exploit-DB Schema on Synthetic QA )

Scoring

) ) SIEM Alert
SOC Alert Logs OCSF Standard Domain Continual o

o Summarization &

(EVTX/PCAP) Schema Pre-training )

Correlation
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LIMITATIONS

e Indirect Prompt Injection Risks: Malicious instructions hidden within parsed logs or
external threat blogs can hijack LLM execution logic [36].

e Hallucination Penalties: Incorrect script generation or hallucinated CVE numbers can
accidentally disconnect critical production servers [37].

e Compute Infrastructure Cost: On-premise hosting of 70B parameter models requires
substantial multi-GPU hardware investments [38].

e Context Window Truncation: Long multi-gigabyte log files require chunking, which
risks fragmenting temporal correlation signals across events.

FUTURE SCOPE

e Formal Verification Engines: Compiling LLM playbooks into mathematical logic proofs
to guarantee zero unintended network disruption before execution.

e Dual-LLM Defense Architectures: Isolating untrusted text processing from privileged
reasoning and orchestration engines.

e Privacy-Preserving Federated Learning: Collaborative fine-tuning across enterprise SOCs
without sharing confidential raw security logs.

e Multimodal Threat Processing: Integrating simultaneous analysis of network PCAP
visualizations, binary control flow graphs, and textual feeds.

CONCLUSION

Large Language Models represent a transformative leap forward for automated Cyber Threat
Intelligence and Incident Response. By interpreting unstructured threat intelligence and
dynamically synthesizing remediation playbooks, LLMs reduce response lead times by nearly
90% and achieve over 90% accuracy in ATT&CK technique mapping. Implementing RAG,
localized open-weight models, and rigorous Human-in-the-Loop guardrails enables
organizations to maximize operational security speed while maintaining strict data privacy

and system resilience.
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