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ABSTRACT
The devices of embedded and Internet-of-Things systems operate under severe
constraints of memory, processing, and energy, and the choice of
programming language and software platform for them must respect these
constraints, this paper reviews the languages and platforms used. It describes
the constraints of embedded and Internet-of-Things devices and their
consequences for software, and the programming languages used across the
tiers of a system: the languages of the constrained device, principally the C
language, which offers efficiency and control at some cost in safety, together
with the Rust language, which offers memory safety without garbage
collection, and interpreted languages such as MicroPython for prototyping;
and the languages of the gateway and the cloud, which favour productivity. It
describes the runtime environments, from bare-metal execution through real-
time operating systems to embedded operating systems, and the platforms and
frameworks that support development, including software development kits,
cloud platforms for device management, and frameworks for machine learning
on constrained devices, together with the provision of secure updates. The
study finds that the choice of language and platform is governed by the
constraints and the role of the device, lower tiers favouring control and
efficiency and higher tiers favouring productivity, so that a system commonly
combines several languages and platforms across its tiers. It notes that
specific tools are representative of an evolving field. It concludes with the

outlook for the field. Certain figures are illustrative.
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INTRODUCTION

The devices at the heart of embedded and Internet-of-Things systems, the microcontrollers
and small processors that sense, act, and communicate, operate under constraints far more
severe than those of general-purpose computers: they have limited memory, often measured
in kilobytes; limited processing, often a low-power microcontroller; and limited energy, often
a battery that must last for years. The software that runs on these devices, and the tools with
which it is built, must respect these constraints, and the choice of programming language and
software platform is therefore a central concern in the engineering of embedded and Internet-

of-Things systems. This paper reviews the languages and platforms used [1], [2].

The constraints of embedded devices shape the choice of language. The C language has long
been dominant for firmware because it offers efficiency, a small footprint, and direct control
of the hardware, though its manual management of memory is a source of errors; the Rust
language is increasingly used because it offers memory safety without the overhead of
garbage collection, preventing whole classes of errors; and interpreted languages such as
MicroPython are used for prototyping and education, offering ease of development at some
cost in efficiency. The appropriate language depends on the constraints of the device and the

purpose of the software [1], [3].

An Internet-of-Things system, moreover, spans several tiers, from the constrained device
through the gateway to the cloud, and the choice of language and platform differs across them,
the constrained device favouring efficiency and control and the higher tiers favouring
productivity. The central purpose of this paper is to review the programming languages,
runtime environments, and software platforms used in embedded and Internet-of-Things
systems, and to explain how the choice among them is governed by the constraints and the
role of the device. The paper draws on the established and current literature, notes that
specific tools are representative of an evolving field, and notes that certain figures are

llustrative.

LITERATURE REVIEW
The constraints of embedded and Internet-of-Things devices and the languages used for them
are described in the literature [1], [2], [4]. The devices are constrained in memory, processing,

and energy, and often have real-time requirements and must operate unattended and reliably
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for long periods, so the software must be efficient, predictable, and robust. The C language is
the traditional choice for firmware because it compiles to efficient code, has a small footprint,
and permits direct manipulation of the hardware, but its manual memory management makes
it prone to errors, including the memory-safety errors that underlie many security
vulnerabilities; the C++ language adds abstraction while retaining control and is used, with
care, on more capable devices; and the Rust language provides memory safety at compile
time, through an ownership system, without a garbage collector, and is increasingly adopted
for embedded and safety-critical software. The literature describes these languages and the
trade-off between control and efficiency, on the one hand, and safety and productivity, on the

other [11, [3], [5].

Interpreted and higher-level languages and the runtime environments are described in the
literature [6], [7], [8]. Interpreted languages, notably implementations of Python for
microcontrollers such as MicroPython and CircuitPython, and, at the gateway, JavaScript,
offer ease and speed of development and readability, at the cost of greater memory use and
lower efficiency, and are used for prototyping, education, and less constrained devices. The
software runs in a range of environments: on the smallest devices, bare-metal, without an
operating system, giving the greatest control and smallest footprint; on many devices, a real-
time operating system, which provides task scheduling and timing with a small footprint and
deterministic behaviour; and on capable devices and gateways, an embedded operating
system, which provides full networking and services at greater cost. The literature describes

these environments and their suitability to different devices [6], [7].

The platforms, frameworks, and supporting services are described in the literature [9], [10].
Software development kits and toolchains, including accessible environments for prototyping
and vendor and open frameworks for production, support the writing, cross-compilation, and
deployment of software to devices. Cloud platforms provide for the management of devices,
the ingestion of telemetry, and the delivery of updates, though reliance on a single provider's
proprietary services raises the concern of lock-in. Frameworks for machine learning on
constrained devices allow inference to be performed on the device itself. And the provision of
secure over-the-air updates, together with secure communication and device identity, is
essential for devices deployed in the field for long periods. The literature emphasises that

these platforms and services, together with the language and runtime, make up the software
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environment of an embedded or Internet-of-Things system. These considerations frame the
present review [9], [10].

RESEARCH GAP

The languages, runtimes, and platforms for embedded and Internet-of-Things systems are
treated in specialised literatures, but a concise, integrated account that presents them together
across the tiers of a system, and explains how the choice among them is governed by the
constraints and role of the device, is useful for orientation and for design. There is therefore
value in a consolidated review that connects languages, runtimes, and platforms and situates

them within the engineering of embedded and Internet-of-Things systems.

OBJECTIVES

The specific objectives of this study are:

e To describe the constraints of embedded and Internet-of-Things devices and their
consequences.

e To describe the languages used, including C, Rust, and MicroPython, and their trade-offs.

e To describe the runtime environments, from bare-metal to embedded operating systems.

e To describe the platforms, frameworks, and services, including on-device machine
learning.

e To explain how the choice of language and platform is governed by constraint and role.

METHODOLOGY

A review-based approach was adopted. The languages, runtimes, and platforms used in
embedded and Internet-of-Things systems were consolidated from the established and current
literature [1]-[10], and the material was organised into a framework comprising the languages
across the tiers of a system, the development and deployment workflow, and the platforms
and frameworks. Where figures present the tiers, the workflow, or the platforms, these are
illustrative and schematic, and the tools named are representative examples of a rapidly

evolving field rather than an exhaustive account.

Languages Across Tiers and Workflow

The programming languages used across the tiers of an Internet-of-Things system are
represented in Figure 1, showing the languages of the constrained device, the gateway, and
the cloud, and the shift from control and efficiency at the lower tiers to productivity at the

higher. The development and deployment workflow is represented in Figure 2, showing the
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writing, cross-compilation, flashing, running, monitoring, and updating of software. These

representations organise the subject as set out in the literature [1], [9].

Constrained device .
(microcontroller) Gateway / edge Cloud / backend

C, C++ C, C++, Rust Java, Go
Rust Python Python
MicroPython JavaScript / Node.js JavaScript / TypeScript

Figure 1: Programming languages across the loT tiers

Write code Cross-compile Flash to Run on Monitor & OTA update

(C / Rust / pPython) W4 / build device microcontroller debug (secure)

Figure 2: Embedded / IoT development and deployment workflow

Platforms and Frameworks

The software platforms and frameworks for embedded and Internet-of-Things systems are
represented in Figure 3, showing the languages, the real-time operating systems and
development kits, the cloud platforms, and the frameworks for machine learning on devices.
This representation conveys the range of software resources on which development draws [9],
[10].
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RTOS & SDKs Cloud platforms On-device ML

C/C++

Rust

MicroPython

JavaScript

FreeRTOS

Zephyr

Arduino

ESP-IDF

AWS [oT

Azure IoT

Google Cloud

(device mgmt)

T Lite Micro

Edge Impulse

TinyML

(inference)

Figure 3: Software platforms and frameworks for IoT.
RESULTS AND FINDINGS

Languages

Table 1 sets out the principal languages and their uses, and Figure 1 depicts them across the

tiers. The findings show that the C language offers efficiency and control for firmware, that

the Rust language offers memory safety without garbage collection, that MicroPython offers

ease of prototyping, and that JavaScript serves the gateway and higher tiers, so that the

languages span a range from control and efficiency to productivity. The finding is that the

choice of language is governed by the constraints and role of the device, the most constrained

devices requiring the efficiency and control of C or the safety and efficiency of Rust, and

prototyping and less constrained or higher tiers permitting the productivity of interpreted and

higher-level languages [1], [3], [5]-

Table 1: Languages for embedded and IoT systems.

Language Strength Typical use

Efficiency, control, small i . i
C ) Firmware on constrained devices
footprint
Abstraction; Rust adds memory | Capable and safety-critical
C++/ Rust )
safety devices
MicroPython Ease and speed of development Prototyping, education

JavaScript / Node.js Large ecosystem, event-driven Gateways and higher tiers

Runtime Environments

39|
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Table 2 sets out the runtime environments, and Figure 2 depicts the workflow in which they
run. The findings show that the smallest devices run bare-metal, without an operating system,
for the greatest control and smallest footprint; that many devices run a real-time operating
system, for task scheduling and deterministic timing with a small footprint; and that capable
devices and gateways run an embedded operating system, for full networking and services.
The finding is that the runtime is chosen according to the capability of the device and the
demands of the application, bare-metal and real-time operating systems suiting constrained
and time-critical devices and embedded operating systems suiting capable gateways, so that

the runtime, like the language, is matched to the tier [6], [7].

Table 2: Runtime environments for embedded and IoT devices.

Runtime / OS Description

Bare-metal No operating system; greatest control, smallest footprint

. ) Task scheduling and deterministic timing (e.g. FreeRTOS,
Real-time operating system
Zephyr)

) Full networking and services on capable devices (embedded
Embedded operating system ]
Linux)

Platforms and Services

Table 3 sets out the platforms, frameworks, and services, and Figure 3 depicts them. The
findings show that software development kits and toolchains support the writing and
deployment of software, that cloud platforms provide device management and updates, that
frameworks allow machine learning to run on constrained devices, and that secure updates
and communication are essential for fielded devices. The finding is that these platforms and
services complete the software environment, supporting development from prototype to
production and the operation and maintenance of devices over their lifetime, and that their
selection, like that of the language and runtime, involves trade-offs, including the ease of a

particular platform against the risk of dependence on a single provider [9], [10].

Table 3: Platforms, frameworks, and services (representative).

Category Examples

Development kits / toolchains Arduino, ESP-IDF, Zephyr; cross-compilers
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Category Examples
Cloud IoT platforms AWS IoT, Azure IoT Hub (device management, OTA)
On-device machine learning TensorFlow Lite Micro, Edge Impulse (TinyML)
) Secure boot, signed OTA updates, TLS/DTLS, device
Security ] )
identity
DISCUSSION

The principal point of this review is that the choice of programming language and software
platform for an embedded or Internet-of-Things system is governed by the constraints and the
role of the device, and that this choice differs across the tiers of a system. On the constrained
device, where memory, processing, and energy are scarce and behaviour must be efficient
and predictable, the efficiency and control of the C language, or the safety and efficiency of
the Rust language, are appropriate; at the gateway and in the cloud, where resources are
greater and productivity is valued, higher-level and interpreted languages are appropriate.
The result is that a single Internet-of-Things system commonly combines several languages

and platforms across its tiers, each matched to its role [1], [3].

The trade-off between control and efficiency, on the one hand, and safety and productivity,
on the other, runs through these choices, as it does through programming generally, but it is
sharpened by the constraints of embedded devices. The dominance of the C language reflects
the premium on efficiency and control; the rise of the Rust language reflects the value of
memory safety, especially for security, achieved without sacrificing efficiency; and the use of
interpreted languages for prototyping reflects the value of rapid development where
constraints permit. The runtime environment and the platform are chosen on the same basis,
bare-metal and real-time operating systems for constrained and time-critical devices and
richer environments for capable ones. These choices are the substance of the software

engineering of embedded and Internet-of-Things systems [5], [6], [7].

The software environment of embedded and Internet-of-Things systems continues to evolve.
The adoption of the Rust language for embedded software is growing, driven by the
importance of memory safety and security; frameworks for machine learning on constrained
devices are extending the capabilities of small devices; and the provision of secure over-the-

air updates is becoming standard, as the difficulty of maintaining fielded devices and the
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importance of their security are recognised. These developments are broadening and
strengthening the software environment, while the underlying trade-offs, governed by
constraint and role, remain. Presented together, the languages across the tiers, the
development workflow, and the platforms and frameworks convey the software environment
as a connected whole. Specific tools are representative of an evolving field, and certain

figures are illustrative and convey structure rather than exact configurations.

LIMITATIONS

This study is a review of a rapidly evolving field and presents the languages, runtimes, and
platforms for embedded and Internet-of-Things systems in summary form; the tools and
frameworks named are representative examples rather than an exhaustive or final account,
and the field will continue to change. The review addresses the subject at a high level and
does not provide detailed technical comparison, benchmarks, or measured data. The tiers,
workflow, and platforms shown in the figures are illustrative and schematic rather than exact
configurations. Readers requiring authoritative and current detail are referred to the primary

literature and to the documentation of particular languages, operating systems, and platforms.

FUTURE SCOPE

Further study building on this account can proceed in several directions:

e Advancement of memory-safe languages such as Rust for embedded and IoT firmware.
e Development of frameworks for machine learning on constrained devices (TinyML).

e Study of real-time operating systems and their scheduling and footprint.

e Improvement of secure over-the-air update and device-identity mechanisms.

e Investigation of portable runtimes, including WebAssembly, at the edge.

e Study of energy-efficient software and its effect on device lifetime.

Pursuing these directions would strengthen the software environment of embedded and

Internet-of-Things systems.

CONCLUSION
This paper has reviewed the programming languages and software platforms used in
embedded and Internet-of-Things systems. It describes the constraints of the devices and their

consequences for software; the languages used across the tiers, the C language for efficiency
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and control, the Rust language for memory safety without garbage collection, interpreted
languages such as MicroPython for prototyping, and higher-level languages for the gateway
and cloud; the runtime environments, from bare-metal through real-time operating systems to
embedded operating systems; and the platforms, frameworks, and services, including
development kits, cloud platforms, frameworks for machine learning on devices, and secure
updates. The central conclusion is that the choice of language and platform is governed by the
constraints and the role of the device, lower tiers favouring control and efficiency and higher
tiers favouring productivity, so that a system commonly combines several languages and
platforms across its tiers. These choices are central to the engineering of embedded and
Internet-of-Things systems. Specific tools are representative of an evolving field, and certain

figures presented are illustrative.
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