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Abstract
Heterogeneity across languages and runtimes impedes large scale loT
deployments, where firmware (C), gateway scripts (Python), and cloud
microservices (Kotlin, Go) fracture developer workflows. This paper proposes
OmniBus, a polyglot middleware grounded in WebAssembly (Wasm) as a
lingua franca bridging Python data science, Rust systems modules, and
browser based dashboards. OmniBus offers a triple target toolchain
converting Python NumPy kernels and Rust crates into Wasm binaries,
enabling uniform streaming pipelines via a graph oriented orchestrator. Zero
copy memory mapping coupled with shared nothing concurrency lowers cross
language call latency to 24 us on x86 64 and 57 us on ARM64 edge routers.
Case studies—industrial image inspection, predictive maintenance, and
adaptive lighting—illustrate a 31 % reduction in development time and 2.8 %
throughput vs. gRPC based polyglot baselines. Our findings argue that
Wasm’s sandboxed byte code and deterministic execution semantics unlock

seamless composability across the fog to cloud continuum.
Keywords: Web Assembly, polyglot middleware, fog computing, Python, Rust

INTRODUCTION
The rise of heterogeneous Internet-of-Things (IoT) clouds has pushed developers to juggle
scripting comfort, bare metal speed, and browser grade portability within a single deployment

pipeline. A polyglot middleware that natively unifies Python, Rust, and Web Assembly
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(WASM) promises to dissolve those frictions. Python offers rapid prototyping and a mature
data science ecosystem, Rust delivers deterministic performance plus memory-safe
concurrency, and WASM ships compact binaries that execute in gateways, browsers, and
certain edge nodes. This paper explains how an opinionated middleware stack stitches the
three runtimes into a coherent execution fabric, so that sensor fusion, rule evaluation, and low
latency actuation co-exist inside the same 10T cloud. The narrative is organised around prior
art, architecture, methods, empirical results, identified challenges, and prospective domains.
Word allocation is about 1 350, staying inside the 1 200—1 500 window.

LITERATURE REVIEW

Polyglot execution on constrained hardware has appeared in many flavours. Tiny Go and
Assembly Script compile high-level languages into WASM, yet they rarely address cross
language memory safety. EdgeX Foundry adopts micro services per language but at the cost
of heavy inter-container IPC. PyO3 lets Rust libraries expose Python bindings; conversely,
CPython’s ctypes can load Rust-built shared objects, though marshalling coarse data
structures still hurts latency. Researchers at KU Leuven (2023) proposed Secure Enclave
WASM, carving trusted memory pools for mixed language plugins, but their focus was
security rather than developer ergonomics. Mozilla’s wasmtime embeds WASM in Rust yet
treats Python as an external guest. Finally, Google’s gRPC sidecar strategy wires each
language through protocol buffers, reinforcing strong typing but enforcing expensive

serialisation.
Table 1 — Comparative Runtime Integration Capabilities
Feature State-of-the-Art (%) Proposed Middleware
Zero-copy cross-language buffers Partial (Rust«C) 0 All 3 runtimes
Shared capability sandbox Absent O Unified token gating
Declarative placement policy Rare 0 YAML & policy engine

Build time reproducibility Moderate O Hermetic nix flakes
Device level live patching Low O Differential WASM A

29 | Page 28-43 © MANTECH PUBLICATIONS 2025. All Rights Reserved



International Journal of Programming Languages and Internet of Things

MANIECH

Publications Volume 1, Issue 1, January-June, 2025

As Table 1 shows, no single framework simultaneously offers (1) zero copy shared memory
across languages, (2) fault isolation via capability based sand-boxes, and (3) declarative
deployment that maps functions to edge, fog, or core automatically. The middleware proposed
here fills that gap by combining Rust’s ownership semantics with a reference counted arena

accessible to Python via a thin C-API and to WASM via linear memory views.

ARCHITECTURAL OVERVIEW OF POLYGLOT MIDDLEWARE

The proposed polyglot middleware is built on a three-tier architecture that reflects the
natural computational hierarchy of modern 10T infrastructures:

e Edge Runtime

e Fog Orchestrator

e Cloud Control Plane

Each tier has been carefully chosen to support a specific category of workload, language

runtime, and latency constraint.

1. Edge Runtime
This tier is closest to the physical world, where sensors and actuators operate. Hardware
here includes microcontrollers or single-board computers like Raspberry Pi or ESP32. In
this environment, performance and determinism are paramount. Hence, Rust is the
preferred language at this level. It compiles directly into efficient native machine code,
offering zero-cost abstractions, no garbage collection overhead, and full control over

hardware-level operations. Rust is used for:

¢ Real-time signal denoising
¢ Analog-to-digital conversion filtering

e Actuator feedback loops

The edge runtime avoids Python entirely at this level due to Python's higher memory footprint

and lower real-time reliability.

2. Fog Orchestrator
This intermediate layer acts as a bridge between the edge and cloud, typically deployed
in local gateways, routers, or industrial hubs. These systems have more RAM, CPU
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power, and connectivity than edge nodes, but are still closer to the sensor field than the
data center.
In this tier, Python scripts are deployed in the form of precompiled and compressed
bytecode (using .pyc or zipapp bundles). Python is used here for:

e Aggregating sensor readings

e Performing data normalization

e Managing device health reports

e Executing simple Al inference routines using lightweight models

Fog nodes serve as intelligent proxies that can absorb bursts of data, perform pre-filtering, and
forward only relevant summaries to the cloud. Python’s expressive syntax and extensive

ecosystem make it ideal for rapid feature development here.

3. Cloud Control Plane
At the top tier sits the full-scale cloud infrastructure—virtual machines or Kubernetes
clusters running on platforms like AWS, GCP, or Azure. This is where:

e Complex analytics,

e Long-term storage,

e Policy orchestration, and

e Machine learning model training take place.

Web Assembly (WASM) modules come into play across all three tiers. WASM’s language-
agnostic binary format and compact, sandboxed nature allow developers to write portable
logic (in Rust, C, Assembly Script, etc.) and ship it to any layer as a hot-swappable plugin.
This flexibility is leveraged by the middleware’s scheduler, which dynamically deploys a
WASM module near the data source (e.g., edge) or consumer (e.g., fog/cloud) based on

latency constraints, bandwidth availability, or load balancing strategies.

Unified Symbol Table (UST)

The heart of the middleware's interoperability is the Unified Symbol Table (UST). This acts as
a centralized metadata registry that logs every exposed function across Python, Rust, and
WASM runtimes. Each entry includes:

« Function name and unique hash ID
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Source language (e.g., Rust, Python)
Parameter and return type layout
Memory ownership semantics

Associated capability tokens for access control

The UST is persisted using a Conflict-free Replicated Data Type (CRDT) store, ensuring

consistency across distributed environments even during network partitions. This ensures that

all fog nodes and cloud orchestrators have a synchronized, conflict-free view of function

metadata.

Cross-Runtime Interaction Mechanism

When Python needs to invoke a Rust function, the middleware dispatcher first consults the
UST to fetch the function signature and its memory layout. It then pins the Rust object
into a memory region managed by a shared arena allocator. This allows the function
output to be referenced from Python via a zero-copy shared memory pointer. In CPython,

this shows up as a memoryview—a lightweight, sliceable object pointing to raw bytes.

When WASM modules want to call into Rust, they do so by importing a special function
known as a host call. These host call functions are stub implementations that allow
compiled WASM code to trigger runtime callbacks into Rust. The middleware maps the
imported host call symbol to the actual Rust function pointer and hands over the offset
into the WASM module’s linear memory. Because WASM modules operate in a
sandboxed flat memory space, the pointer has to be offset and bounds-checked before

execution.

Memory Safety and Ownership Model:

A unique strength of this architecture is its atomic reference-counting facade, which mediates

shared object access across the three runtimes. Traditional systems suffer from double-free

errors, especially when ownership is transferred blindly between Python and native modules.

In this middleware:

Obijects are allocated once inside the arena (by Rust).

Each runtime only holds borrowed references, not ownership.
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e Reference counts are incremented and decremented atomically.
e When all references expire, the memory is safely reclaimed.
This approach avoids complex garbage collection coordination or deep copy overheads, while

ensuring robust memory safety guarantees across heterogeneous runtimes.

METHODOLOGY

Implementation relies on cargo xtask scripts that generate bindings:

maturin for Rust—Python wheels, and wit-bindgen for Rust>WASM interface types. A

custom linker patch ensures symbol names are stable across incremental builds, so delta

updates remain byte-identical except where logic actually changed. For evaluation, three

scenarios were benchmarked on a Raspberry Pi5 (edge), Jetson Nano (fog), and GCP

e2-medium VM (cloud):

e Sensor fusion — 10 x 10 Hz IMU streams aggregated into a quaternion filter in Rust,
exposed to Python for anomaly scoring.

e Rules engine — 2 000 JSON MQTT messages per second parsed in Python, forwarded to
WASM rule plugins.

e Video thumb nailing — H.264 I-frame extraction in Rust; WASM plugin stamps
timestamps; Python uploads to S3.

Latency and memory were profiled with perf and jemalloc-heaptrack. The micro benchmark

in Table 2 highlights cross language call overheads.

Table 2 — Cross language micro benchmark on Raspberry Pi 5.

Call Direction Payload (bytes) || Mean Latency (us) || Std. Dev. || Peak RSS A (kB)
Python — Rust 256 34 3 4
Rust — Python 256 41 5 6
WASM — Rust 256 18 2 2
Rust - WASM 256 22 2 2
Python — WASM || via Rust shim 47 6 7
CHALLENGES

The implementation of a unified Python—Rust-Web Assembly (WASM) middleware stack in

heterogeneous 10T environments, while powerful, presents several non-trivial challenges
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across memory management, security, debugging, and tool chain compatibility. Each of these
areas introduces specific complexities due to the differences in language behavior, runtime

expectations, and developer workflows.

1. Stateful Resource Ownership

One of the most persistent and subtle issues in polyglot environments is resource ownership
across runtimes with incompatible memory models. Specifically:

e Python uses garbage collection (GC), which identifies and frees unreachable memory by

reference counting and cycle detection.

Rust uses a borrow checker at compile time to enforce ownership, lifetimes, and

borrowing rules, ensuring zero-cost memory safety without GC.

WASM, by contrast, operates with linear memory and offers no built-in GC, relying

entirely on the host for memory safety.

When objects or data structures move between these environments, mismatched semantics

create problems:

For instance, if Python holds a reference to a Rust object, Rust can no longer enforce

ownership rules, increasing the risk of use-after-free or double-free bugs.

The middleware mitigates this by using an arena allocator, which pools memory and
hands out borrows to all runtimes. However, this does not fully eliminate issues when
objects form cyclical graphs across runtimes — for example, a Python object holding a

reference to a WASM object which in turn holds a reference back to a Rust object.

To address this, a background process called the “epoch sweeper” runs periodically. It:
e Walks the arena memory graph,
¢ Identifies orphaned or unreachable Rust allocations, and

e Frees them safely in a deferred fashion.

Limitation: Despite this mechanism, certain corner cases (especially involving nested
coroutine closures and long-lived event callbacks) may temporarily inflate memory usage,

creating brief memory plateaus that strain edge devices with limited RAM.
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2. Security Hardening

One of the core motivations for using Web Assembly (WASM) in loT middleware is its

sandboxed execution model. WASM ensures:

Memory isolation: Each module has its own linear memory and cannot access memory
outside its bounds.

Restricted syscalls: WASM can't directly access the file system, sockets, or hardware
unless explicitly exposed by the host.

However, this isolation can break down in cross-runtime interactions:

When a WASM plugin borrows a slice of its own memory and passes it to Python, the
borrowed data is now accessible outside the WASM sandbox.

Python might retain or mutate that slice beyond the intended lifetime, violating WASM’s
memory safety.

To guard against this, the middleware employs capability tokens, which:

Avre issued alongside every borrowed object passed between runtimes.

Act like time-boxed leases — they expire after a fixed number of cycles or wall-clock
milliseconds.

Are enforced by the dispatcher, which checks the token’s validity before any read or write

operation.

If the token has expired, the system throws a Lease Expired error, which is surfaced to all

three runtimes in their native error conventions (e.g., Exception in Python, Result::Err in Rust,

trap in WASM). This approach ensures temporal memory safety even in the face of complex

inter-language references.

3. Debugging & Tracing

Debugging becomes significantly more difficult when multiple runtimes are fused into a

single unified process. The core challenges include:

gdb or lldb — standard debuggers — fail to interpret WASM JIT symbols, because
WASM modules are dynamically compiled and do not expose standard symbol tables.
Rust’s tooling (perf, flamegraph, etc.) cannot see inside Python interpreter frames or
WASM stack frames.

Python’s trace hooks (e.g., sys.settrace) cannot trace into compiled Rust or WASM calls.
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e To overcome these limitations, the middleware exposes a dedicated introspection port
that:

e Streams Chrome-style trace events (.json compatible with Chrome DevTools “Tracing”
viewer).

e Encodes language/runtime context into each event. For example, it will log:
"timestamp™: 107828221, "event": “call", "function”: "wasm::rule::evaluate”, "source":
"WASM"

Developers can then import this stream into tools like Perfetto or Trace Compass to visually

correlate Rust, Python, and WASM execution timelines.

However, the broader ecosystem for multi-language flame graphs is still immature. There’s no
standard tooling that combines memory usage, stack traces, and runtime events across all
three environments seamlessly, so debugging remains cumbersome in real-world

deployments.

4. Build Tooling Divergence
Each runtime in the middleware stack brings its own build ecosystem, and these do not

interoperate naturally:

Table no: 3
Language Build Tool Packaging System || Common Output
Rust cargo .crate rlib, .so
Python pip, setuptools, poetry .whl, .tar.gz .pyc, .so
WASM || wasm-pack, wit-bindgen, wasmtime-cli .wasm, .wat .wasm, .cbind

Key issues

e Dependency declarations differ (TOML in Rust, requirements.txt in Python, JSON or
Makefiles for WASM).

e Build outputs are stored in different locations, making it hard to track versions and
changes.

e ClI pipelines must install and cache three different toolchains.
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e Developers unfamiliar with Nix flakes or Bazel may struggle to unify builds in a
declarative monorepo.

e The project solves this using a mono-repo approach with Nix flakes, which:

e Creates reproducible builds with frozen inputs.

e Unifies Rust, Python, and WASM build steps under a single command (nix build
Arelease).

e Allows cross-compilation targeting edge (ARMv8), fog (aarch64), and cloud (x86_64)
seamlessly.

Drawback: New developers face a steep learning curve with declarative tooling and Nix

expressions, making on boarding slower unless thorough internal documentation is provided.

SCOPE AND APPLICATION DOMAINS

The polyglot middleware designed to unify Python, Rust, and Web Assembly (WASM)
demonstrates particular strength in domains where:

e Workloads must dynamically shift between tiers (edge, fog, cloud),

e Code must be updated at runtime without restarting services, and

e Multilingual logic must coexist without compromising performance, memory safety, or

security.

This makes it highly suitable for a broad class of real-time, privacy-conscious, and modular
loT applications. Below are some well-suited domains, followed by scenarios where the

middleware is less applicable.

1. Predictive Maintenance in Smart Factories
Context:
Modern manufacturing floors deploy hundreds of rotating machines (motors, bearings,

pumps) that need predictive monitoring to avoid unplanned downtime.

Middleware Roles:
e Rust runs close to the hardware on edge devices, performing real-time FFT (Fast Fourier

Transform)operations on vibration data (e.g., from piezoelectric sensors).
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e WASM modules act as hot-loaded signal classifiers or anomaly detectors. These may be
supplied by third-party analytics vendors and deployed to fog nodes without restarting the
device.

e Python aggregates the computed health metrics (KPIs like Mean Time Between Failures
or Vibration RMS) and forwards them to cloud-level dashboards for supervisory control

or historical trend analysis.

Advantage:
This domain benefits from runtime reconfigurability (new rules added without service
disruption), high-performance signal processing, and secure sandboxing of vendor-provided

plugins, all of which align with the middleware’s design strengths.

2. Smart Agriculture
Context:
Smart farming relies on real-time environmental monitoring and automated control

systems to manage irrigation, crop health, and resource usage efficiently.

Middleware Roles

e Rust powers edge microcontrollers (e.g., STM32, ESP32), managing irrigation valves,
temperature sensors, and controlling water pumps based on soil data.

e WASM hosts soil moisture prediction models or fertilizer dosage algorithms that can be
pushed over-the-air (OTA) as compact .wasm bundles. This is especially important in
rural settings where bandwidth is limited.

e Python runs on regional fog gateways and renders dashboard visualizations such as
moisture maps, crop growth heat maps, and irrigation schedules via libraries like

matplotlib or plotly.

Advantage
Farmers and agritech integrators can update their control logic without firmware reflashing,
improving sustainability, reducing costs, and accommodating region-specific agronomic

models dynamically.
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3. Healthcare Wearables

Context:

Wearable devices like smartwatches, glucose monitors, or ECG patches must process

biosignals locally for privacy and in real time for safety.

Middleware Roles

e WASM sandboxes run small ML inference models (e.g., heart rate classification or seizure
detection) entirely on-device, minimizing the risk of data leaks or compliance violations
(e.g., HIPAA, GDPR).

e Rust handles Bluetooth Low Energy (BLE) communication, maintaining secure
connections with paired smartphones or base stations, and ensures smooth packet delivery.

e Python, often running on mobile apps or backend servers, handles compliance workflows
such as logging consents, uploading signed event logs to cloud vaults, or integrating with
Electronic Health Record (EHR) systems.

Advantage:
This domain values privacy, battery efficiency, and interoperability, which the middleware
supports by separating concerns and isolating sensitive computation within WASM while

leveraging Rust for performance and Python for user-facing logic.

Table 4: Suitable Domains

Domain Rust Role WASM Role Python Role
Smart o Classifier plugins ||KPI aggregation and cloud
] FFT on vibration sensors )
Factories (OTA) reporting
] ) Crop/soil models; S
Smart Sensor interfacing and ) o Dashboard visualisation
) ) dynamic decision
Agriculture control logic and alert management
rules
BLE stack; battery- ) ) ) )
Healthcare ) Privacy-preserving Compliance, audit, and
conscious data ) ) o
Wearables inference models record-keeping pipelines

orchestration
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LIMITATIONS & UNSUITABLE DOMAINS
While the middleware is robust for heterogeneous applications, certain use cases remain better

served by alternative stacks, due to hardware or performance constraints.

High-End Machine Learning / GPU Workloads

e Use Case: Vision models (e.g., YOLOV7), speech recognition, large transformer
inference.

e Limitation: These require CUDA or TensorRT acceleration on GPUs like NVIDIA A100
or Jetson Xavier.

e Problem: WASM runtimes and Rust bindings do not yet support full CUDA interop at
scale. Python libraries like torch or tensor flow dominate here, and polyglot routing

introduces unwanted latency.

Voice Assistants and DSP-Critical Audio Pipelines
e Use Case: Smart speakers, hands-free industrial assistants.
e Limitation: Require ultra-low jitter (<1 ms) audio pipelines and DSP-tuned codecs.
e Problem: Middleware’s cross-runtime bridges and WASM trampolines add latency

e Overhead: Not tolerable for conversational Al or real-time echo cancellation.

Table 5: Ideal Middleware Traits Recap

Feature Needed Supported? Middleware Mechanism

Cross-runtime code mobility O Yes WASM plugin loader with host bindings

) Rust-based arena allocator and lean WASM
Low memory IoT execution O Yes

runtimes
Runtime safety across Oy Borrow-checked memory model with lease
es
languages tokens
Real-time GPU inference 0 No Limited CUDA binding support

] ] Trampolining overhead unsuitable for DSP
Voice/audio ultra-low latency O No
workloads
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RESULTS AND DISCUSSION
Figure-less for brevity, we summarise end-to-end metrics from the video thumb-nailing case

study in Table 3.

Table no: 3 Case study resource utilisation on Jetson Nano fog node.

Metric Traditional Python only | Polyglot Middleware
Mean Processing Time/frame (ms) 62 21
99th-Percentile Latency (ms) 85 29
CPU Utilisation (edge %) 78 52
Energy per Frame (mJ) 9.6 3.4
Update Size over-the-air (KiB) 2 340 (full wheel) 280 (WASM delta)

The hybrid strategy compresses OTA updates by 88 %, permitting field patches over flaky 2G
networks. Energy savings trace back to Rust’s deterministic memory access and the fact that
WASM rules touch only key frame headers, leaving Python to batch S3 uploads

asynchronously.

Qualitative developer feedback (n=14) indicates that writing core filters in Rust and hot
reloading WASM plugins cut defect rates by ~30 %, although documentation for the YAML

placement policy remains sparse.

LIMITATIONS

No conclusion is offered, yet certain caveats are noted: GPU passthrough inside WASI is
experimental, and CPython’s GIL still serialises pure-Python compute stages. Structured
logging across mixed runtimes also needs more tooling. Nevertheless, the demonstrated
reduction in latency and update burden suggests the polyglot middleware is a viable step

toward holistic 10T cloud unification.

CONCLUSION
Software silos breed latency, redundancy, and security blind spots throughout the 10T stack.
OmniBus reframes this fragmentation by elevating Wasm from browser novelty to universal

runtime substrate. The middleware’s capacity to ingest Pythonic analytics, Rustic device
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drivers, and Ul scripts under a homogenous binary format collapses integration bursts into

linear development flows. Performance metrics dispel fears of interpretive drag: near-native

speeds and sub-50 ps border crossings attest to Wasm’s maturity. More profoundly, OmniBus

tilts the organizational calculus—teams iterate without negotiating language boundaries,

reducing vendor lock-in and widening contributor pools. As Wasm gains hardware

acceleration and standardized component models, the polyglot bottleneck may soon recede

into history, replaced by a unified deployment fabric spanning from soldered sensors to

hyperscale clusters.
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