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Abstract

A major use case from an loT spending perspective is setting a Healthcare

facility. Connectivity plays an important role in Internet of Things (lIoT)

solutions, and handling of mobility, data transfer which has major role in

the performance of 10T healthcare applications. Currently, adopted

protocols for loT and M2M environments are MQTT, CoAP. These

protocols are directly dependent on the TCP/IP protocol suite. This suite

is highly reliable forwired networks, but it is not the best solution in the

presence of intermittent connections. This paper provides the solution for

efficient data transfer by adapting MQTT and CoAP protocols for the

healthcare application.
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INTRODUCTION

Now-a-days most of the people suffer
from various health issues. CoAP is an
application layer protocol. It runs on top of
UDP and implements a Request- Response
Model. It uses HTTP-like addressing form

to reach a specific sensor or node.

Message Queuing Telemetry Transport
(MQTT) is an application layer protocol. It
can allocate small bandwidth and
processing resources for the data exchange
transactions. MQTT is an 1SO accredited
Standard (ISO/IEC PRF 20922) that uses
the publish-subscribe model. The broker
acts as a mediator to forward messages of

specific content to clients that have
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subscribed to this specific content. Though
MQTT runs on the top of the TCP/IP
protocol, a modification of it named
MQTT-SN is specially designed to run on
non-TCP/IP networks (e.g. ZigBee). CoAP
and MQTT share some similarities with
each other, as well as some differences
which are presented in [1]. These two
protocols that run on the application layer
(MQTT can also run on Presentation and
Session Layer) and have small packet
headers. Each one uses a different message
transaction model (Request-Response Vs
Publish-Subscribe) and  both  are

characterized as loT protocols.

Abstract Layer of CoAP

Fig.1 CoAP Protocol Layer

AMQP is an open standard which is used
for enterprise messaging. It is designed to
support messaging for almost any
distributed or business application. It

works like instant messaging or email, and
the difference towards these available
solutions is that AMQP comprises of
network protocol, which specifies the
entities (producer/consumer, broker) to
interoperate. It is a protocol model, which
specifies the representation of messages,
and the commands to interoperate among
the entities. The data content in a message
is opaque and immutable and also these
AMQP messages are self-contained. There
is no limit for the size of AMQP message.
It can support a 4 GByte message or a 4
KByte one. This protocol ensures security,

reliability, and performance. [2]
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Fig.2 Protocol stack for 10T systems

AMQP PROTOCOL
It is used for message-oriented
middleware;  which is an  open

standard application layer protocol. Some
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of the silent features of AMQP include
message orientation, queuing, routing
including point-to-point and publish-and-

subscribe, reliability and security.

AMQP is designed to support a wide
variety of messaging applications and
communication patterns, which is a binary

application layer protocol.

Higher

Message Size

Lower Message Overhead Higher

Lower

Fig. 3 Message Size Vs Message

overhead in 10T protocol

COAP PROTOCOL IN
HEALTHCARE MONITORING
USING IOT:

Application layer protocol COAP is
selected for remote data access. Remote
monitoring is more helpful in monitoring
the patient even if they doctor is outside
the hospital. Because, if the patient goes
unmonitored most critical situation may
occur so to solve this underlying problem

we use IPV6IEEE 802.15.4. is a commonly

used WSN in data link layer is employed.
IPV6 is used because of its address space,
modularity design and interoperability
with other devices, for connecting internet
with sensors. The other methodologies
which can be used to solve the above
6LOWPAN, ZigBee
technology. UDP Protocol is used for
developing 10T APPLICATION because
of its low overhead and simple
mechanisms. CONTIKI OS COOJA,
CSMAJ/CA and Wireshark are some of the

examples. The solution which was

problem are,

employed in the paper is web browser and
client server. The advantage of using this
method is that they accurately measuring
and real time monitoring of data. The
issues of resource constrained environment
are overcome through Mozilla Web
Browser. But this methodology suffers

from some security issues. [3]

DESIGN AND IMPLEMENTATION
OF AN INTEROPERABLE
MESSAGING SYSTEM MODEL FOR
IOT HEALTHCARE SERVICES

In this, the problem of CoAP offers in a
constrained environment over the other
protocol, inspite of its better performance.
In this paper the author has used the
ISO/IEEE 11073 PHD, which is employed
using Bluetooth, ZigBee and USB. This

uses the publish and subscribe model and
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domain information model. In order to
overcome the problem of constrained
environment, they have used the combined
advantages of CoAP and MQTT protocol.
Also the ISO/IEEE 11073-20601 which
consist of three models they are domain
information, Service model and
Communication model. One M2M’s
protocols can be easily adapted in a
healthcare environment setting. The CoAP
has advantages of using DTLS to enhance
its security, cross protocol proxy between
CoAP and HTTP, discovery, etc. Because
of these advantages of CoAP over other
protocols, it has become the most widely
used suitable protocol in the loT
healthcare environment. The disadvantage
of this model is that COAP RTT at any one
point is shorter than MQTT.[4]

EFFICIENT 10T DATA
AGGREGATION FOR CONNECTED
HEALTH APPLICATIONS

Use of appropriate lightweight protocols
for application layer transportation in
environments with constrained resources is
very important. Two such protocols are the
Constrained Application Protocol (CoAP)
and MQT elemetry Transport (MQTT).
Techniques which they have used are
Bluetooth5 NFC, ZigBee/IEEE 802.11.
The main method supported by 11073-

20601 are the get and set methods, as well

as an association procedure, during which
the agent can announce its type and
capabilities to the manager and negotiate
basic communication parameters. It also
uses the following methods: CONNECT,
DISCONNECT, SUBSCRIBE, PUBLISH,
in order to perform a specific action on an
identified resource topic. The advantages
of this method is that MQTT provides 3
levels of Quality of service (QoS) in
order to guarantee data exchange
according to different requirements. The 3
QoS levels in MQTT are:

e Deliver the message once (no
confirmation),

e At least once (confirmation required)
and

e Exactly once (using a four step
handshake).

In the future enhancement of this they aim
to implement an extended CoAP
implementation to replace the 20601
session management with CoAP message
reducing protocol overhead and improving
performance. [2]
ISO/IEEE  11073-based Healthcare
Services using 6LOWPAN and BLE
over 10T platform:

In this paper, protocol architecture to

provide healthcare services over IloT
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platform with the 6LOWPAN and BLE
technology was proposed. They have used
the ZigBee and Bluetooth [4-6] techniques
in the proposed protocol. The solution by
proposed system 6LOWPAN is quite
scalable enough to  expand its network
size to 264. The power consumption
reduced and also it enables the connection
with legacy IP networks. Thus 6LoOWPAN
is well suitable for 10T environment. A
new protocol stack is designed using the
oneM2M and ISO/IEEE 11073 PHD
standards. The ISO/IEEE 11073 DIM-
based healthcare data are stored in
healthcare servers. When a user requests
the 10T based healthcare service, the
healthcare server will provide the services
based on the stored data.[1]

Highly Secure and Efficient Model for
10T Based Health Care Systems:

In this paper, the author has introduced a
smart gateway which safeguards the entire
system using modified Host Identity
Protocol Diet Exchange (HIP-DEX) key
exchange protocol and also new key
exchange scheme based on Low Energy
Adaptive Clustering Hierarchy (LEACH)
routing protocol. A multi-threaded
processing algorithm has been proposed
which defines the feature extraction from
real time data. The proposed solutions are

Arduino MKRZero board, HIP-DX

protocol and LEACH protocol, IBM
Bluemix cloud environment for data
storage. Bluemix provides an easy and
efficient platform to build and deploy
cloud based applications. The major
advantages of this system are that it
assures confidentiality in the data
communication on processing and protects
the system from well-known attacks. To
enable security in the data communication
on process in every link, we divided the
system into four channels. We use the little
modified version of HIP-DEX which uses
Elliptic Curve Qu-Vanstone (ECQV)
implicit certificate instead of conventional
ones to reduce the computational
overhead. The system communication will
be highly secured by implementing
lightweight key exchange scheme

protocols.[5]

A comparative evaluation between
AMQP and MQTT protocols over
unstable and mobile networks
Performance measure is based on the
characterizing behavior in terms of
message loss, latency, jitter and saturation
boundary values. Connect distributed
components via message passing; they are
called Message Oriented Middleware
(MOM).
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Some platform agnostic methods are
available in both protocols; to improve the
communication and ensure  that
information is safely transported between

systems.
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Fig. 4 M2M/loT Usage Vs
standardization of 10T protocols

MQTT which is a lightweight machine-to-
machine messaging protocol, has a clear
focus on the mobile sector. The
information exchange procedure used by
MQTT is resource-efficient; hence it does
not specify any particular data format. It
provides security that all messages
transmitted even though, if the connection
breaks off briefly, solving problems that
arise upon unreliable communications.
Over WLAN, AMQP can be used to build
reliable, scalable and advanced clustering
MQTT

protocol can be used under low-speed

messaging  infrastructures.

wireless access to support connections

with simple sensors.[6]

CONCLUSION

The healthcare application should always
have faster and secure transmission
medical data. Thus it is more important to
consider a suitable protocol which has
high security and data transfer rate over
the communication without much data loss
while choosing to design a healthcare
application in loT. MQTT and CoAP
protocol when combined used for an
application it improves the performance
and efficiency. Future, application may
include other protocol in order to resolve
the problems of MQTT and CoAP
protocol protocols in healthcare and other

various domains of Internet of Things.
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