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Abstract 

The Internet of Things IoT is entering the daily operation of many sectors. The 

Technologies include but are not limited to smart technologies, Smart grids, 

Smart homes, Physical security E-health and logistics. For eg. The concept of 

Smart cities is emerging in multiples continents where enhanced street lighting 

controls, infrastructure. A number of deployment limiting issues currently 

impact the scope of IoT utilization including lack of comprehensive end to end 

standards this paper reviews some of the technical opportunities offered and 

the technical challenges faced by the IoT in the smart arena. 
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INTRODUCTION 

“The Big network of devices connected to 

the Internet, including smart phones and 

tablets and almost anything with a sensor on 

it – cars, machines in production plants, jet 

engines, oil drills, wearable devices, and 

more. IoT and the machine-to-machine 

(M2M) technology behind it – are bringing 

a kind of “super visibility” to nearly every 

industry”. We are using different techniques 

involved in IoT and finding the differences 

between each one of them with example and 

proper illustration stating from the 

introductory part of internet of things 

defining the different technologies evolved 

in IoT also about the Smart systems and the 

IoT are driven by a combination of How 

Large is IoT market, differentiating different 

technologies in IoT. 
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A. How large is IoT market: 

We know that IoT is entering the daily life 

of many sectors like as Home, Transport, 

Health, Buildings and Cities. By IoT market 

from fig. 1.1, Devices are installed 6033.63 

million in 2014, 9167.24 million in 2015, 

11000.5. Million in 2016 and 13142.30 

million in 2017.By IoT market, 27858.35 

devices can be installed till 2020. 

 

 

Figure 1: IoT Market 

 

In 2014 the number of installed devices in millions is 5000 likewise in 2015-10000, 2016-12000, 

2017-15000, 2018-17000, 2019-22000, 2020-27000. 

 

As we see here the number of installed device is increased by year. 

Table 1: Compare in IoT technologies and process [1-23] 

IoT 

Technologies 

IoT  for Smart 

cities 

Research 

direction for  

IoT 

Middleware 

for  IoT 

IoT for 

Smart 

Railways 

Machine 

learning 

decision 

improves IoT 

Backbone Smart cities 

services 

Hybrid 

network 

Distributed 

applications 

Smart 

Railways 

services 

Machine 

learning 

Communication

s 

Short rate 

communication 

Wireless 

communicatio

n 

Machine to 

machine(M2M

) 

communicatio

Machine to 

machine 

communicati

DSS 

leverages 

advanced 
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n on 

Hardware NFC, RFID RFID RFID, WSNS, 

SCADA 

Hubs, 

Hardware 

abstraction 

layer 

ESM(electric 

smart meter) 

Protocol Different element 

(WAN connection 

sensor,IPV4/IPV6

) 

6LowPAN MOM and 

web services 

supported 

Operating 

various 

protocol 

Simple end to 

end 

transmission 

protocol 

Performance High performance Identifies 

boundaries 

Monitoring 

overview 

Dependent 

on the 

applications 

Improves the 

IoT smart 

meter. 

Security Real-time 

monitoring 

Future 

research 

direction 

Media cloud 

computing 

Real time Soft. Based 

inference & 

decision 

making 

Management Network 

management 

Linux Oracle Traffic 

management 

Decision 

management 

 Scalability Cloud based Data Based  Performance 

Based 

Cloud Based Big Data 

Based 

 

 

B. Smart Systems: 

Internet of things(IoT) are driven by a 

combination of sensing, connectivity, 

people and process. These description are 

given below: 

 

1. Sensors: 

We are giving our world a digital nervous 

system. Location data using GPS sensors 

Eyes and ears using cameras and 

microphones, along the sensory organs that 

can measure everything from temperature to 

pressure changes [12]. 

 

2. Connectivity: 

These inputs are digitized and placed onto 

networks. 

 

3. People and Process: 

These networked inputs can then be 

combined into bi-directional system that  
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Integrate data, people, process and system 

for better decision. 

 

II. COMPARE IoT TECHNOLOGY IN 

DIFFERENT TECHNIQUE 

We discuss about the IoT requirements and 

architecture for different sectors. And 

compare in IoT technologies and process. 

We divided different  

 

Technologies in 8 types; these are 

Backbones, Communications, hardware, 

protocols, performance, security, 

managements and scalability. We compares 

different sectors like as smart cities, 

middleware, research direction, machine 

learning and smart railways in table 2.1. 

 

A. Description of uses different technique: 

In table 2.1 are used different techniques 

[11] in different sector. We are describing of 

important techniques, these are given below: 

 

1. Wireless communication: 

Wireless communication is the transfer of 

information between two or more points that 

are not connected by an electrical 

conductor. The most wireless technologies 

uses radio waves 

 

2. Machine to machine (M2M) 

communication: 

Machine to machine communication is a 

broad label that can be used to describe any 

technology that enables networked devices 

to exchange information and perform action 

without the human manual assistance of 

humans. 

 

Machine to machine communication is an 

important aspect of warehouse management, 

remote control, robotics, traffic controls, 

supply chain management and telemedicine. 

 

3. WAN Connections: 

A router may have one or more LAN ports 

into which the users plug computers and 

other devices that need an Internet 

connection. The router will also have 

aWAN port, which is the connection point 

for the cable that runs either into a modem 

or directly to a telephone or cable socket for 

connecting to the Internet. 

 

4. IPV4/IPV6 protocols: 

An IP address is binary numbers but can be 

stored as text for human readers. For 

example, a 32-bit numeric address (IPv4) is 

written in decimal as four numbers 

separated by periods.IPv6 addresses are 
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128-bitIP address written in hexadecimal 

and separated by colons. 

 

5. LowPAN: 

6LoWPAN is an acronym of IPv6 over Low 

power Wireless Personal Area Networks. 

The 6LoWPAN group has defined 

encapsulation and header compression 

mechanismsthat allow IPv6 packets to be 

sent to and received from over IEEE 

802.15.4 based networks. 

 

6. Message oriented Middleware (MOM): 

MOM is middleware that allows for 

synchronous as well as asynchronous 

(queue) messaging between distributed 

systems. 

 

7. Network management system: 

A network management system (NMS) is a 

set of hardware and/or software tools that 

allow an IT professional to supervise the 

individual components of a network work 

within a larger network management 

framework. 

 

8. Traffic management system: 

The Advanced Traffic Management System 

field is a primary subfield within an 

Intelligent Transportation System (ITS) 

domain. The ATMS view is a top down 

management perspective that integrates 

technology primarily to improve the flow of 

vehicle traffic and improve safety. 

 

9. Decision management system: 

Decision management, also known as 

enterprise decision management (EDM) or 

business decision management (BDM) 

entails all aspects of designing, building and 

managing the automated decision-making 

systems that an organization uses to manage 

its interactions with customers, employees 

and suppliers. 

 

10. Near Field communications (NFC): 

Near-field communication is a set of 

communication protocols that enable two 

electronic devices, one of which is usually a 

portable device such as a smartphone, to 

establish communication by bringing them 

within 4 cm of each other. 

 

11. Radio Frequency identification(RFID): 

Radio-frequency identification uses 

electromagnetic fields to automatically 

identify and track tags attached to objects. 

The tags contain electronically stored 

information. Passive tags collect energy 

from a nearby RFID reader's interrogating 

radio waves. 
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12. Wireless sensor network (WSNs): 

Wireless sensor networks, are similar to 

wireless ad hoc networks in the sense that 

they rely on wireless connectivity and 

spontaneous formation of networks so that 

sensor data can be transported wirelessly. 

 

13.Supervisory control and data 

acquisition (SCADA): 

It is a control system architecture that uses 

computers, networked data communications 

and graphical user interfaces for high-level 

process supervisory management, but uses 

other peripheral devices such as 

programmable logic controllers and discrete 

PID controllers to interface to the process 

plant or machinery. The operator interfaces 

which enable monitoring and the issuing of 

process commands, such as controller set 

point changes, are handled through the 

SCADA supervisory computer system. 

 

III. IoT ARCHITECTURE, 

DEVELOPMENT ISSUES AND CYBER 

SECURITY CONSIDERATION  

We discuss in IoT Architecture, 

Development Issues and Cyber Security 

consideration. Also we talk about the figure 

indexes of different technologies like 

sensors connectivity people and the process 

brief of IoT market defining how large is 

IoT market Open System Internet of things 

Reference Model (OSIRM). 

 

A. IoT Architecture: 

We describe a seven-layer IoT Architecture 

which we refer to as the open systems IoT 

reference model (OSiRM) that highlights 

the importance of security. 

 

Security architectures in particular, depend 

on the availability of an underlying overall 

information and communication technology 

architecture, to build required capabilities 

upon a common, well-defined baseline. 

Architectures, frameworks, and standards 

enable seamless, even plug-and-play 

connectivity and operation. 

 

IoT architecture 7 layers are: 

1) Application layer 

2) Presentation layer 

3) Session layer 

4) Transport layer 

5) Network layer 

6) Data link layer 

7) Physical layer 

 

B. Deployment challenges and Issues: 

IoT-related challenges that have to be 

addressed by the stakeholder as well by the 
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smart building industry; challenges include 

the Following: [1-23] 

 

1) Intrinsic IoT Security issues. 

2) Use of (vulnerable) 

gateways/concentration points.  

3) Low-complexity devices. 

4) Limited on-board power. 

5) Open environment, allows tampering. 

6) Device mobility. 

7) Always connected/always on mode of 

operation. 

8) Lack of agreed-upon end-to-end 

standards. 

9) Lack of agreed-upon end-to-end 

architecture. 

10) Device universe by type and by 

cardinality. 

 

C. Cyber Security: 

IoT security requires the:  

1) Ability to the identify IoT devices 

and their administrative entities;  

2) Protect the information flow between 

those devices and their administrative 

entities; 

3) Prevent device hijacking. 

 

Table 3: Deployment challenges of IoT 

Challenges Description 

Accessibility Devices may be in a open environment. 

Mobility The Mobility of Devices requires a mobility management 

mechanism(MMM). 

System Size There will be a large number of devices in the 

“system”requiring scalable solutions 

Point of concentration This IoT gateway represents a concentrated point of attack 

Active System Devices are always connected always on 

Low complexity devices Computing power needed for encryption 

IoT security Issues Attacker can access the device via physical attacks, and from 

there the rest of the IoT 
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Figure 2: Security concern plague IoT

  

Table 2: OSI Reference model include security related   mechanism 

Security related mechanism Description 

Authorization &Authentication This mechanism supports part of the integrity requirement 

(who is the “user” and what kinds of data canthese user 

read/write/modify). It also supports part of the availability 

requirement (avoiding denial of service (DoS) incidents. 

Encryption and Key 

Management 

This mechanism supports the confidentiality requirement 

discussed earlier (keeping data from being read by 

unauthorized agents). As part of that process, one needs to 

protect cryptography keys from being misappropriated. 

Trust and Identity Management This mechanism supports the Integrity requirement can the 

data or user be trusted. As part of that process one needs to 

control how software is modified during a system upgrade 

and also how data is modified by legitimate entity at a 

concentration and summarization gateways. 
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IV. CONCLUSION 

Internet of Things (IoT) is the network of 

physical objects embedded with actuators, 

RFIDs, sensors, software and connectivity 

to enable it to interact with manufacturers, 

operators and/or other connected devices to 

reach common goals. 

 

We have presented the latest achievements, 

representative technical solutions and 

influential ongoing projects in both 

academia and industry. We believe that the 

proposed vision is a good start, though 

many open challenges still remain. 

However, based on the development trend 

of IoT combined with more insightful 

thinking, better solutions capable of 

providing better infrastructures and services 

for the future smart universe can be 

designed. 
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