
    
 

 

54 Page 54-58 © MANTECH PUBLICATIONS 2025. All Rights Reserved 

  

International Journal of Data Science and Analytics Innovations 

Volume 1, Issue 2, July-December, 2025  

 

 Federated Learning in Data Science – Collaborative Model 

Training While Preserving Data Privacy 

 

Dr. Rohit S. Kumar1 

Assistant Professor1, Department of Computer Science, 

Rajagiri School of Engineering, Kochi, Kerala, India 

Email: rohit.kumar77@rajagiri.ac.in1 

 

Ms. Tania Banerjee2 

Lecturer2, Department of Information Technology 

Berhampore College, Berhampore, West Bengal, India 

Email: tania.banerjee44@gmail.com2 

 

ABSTRACT 

Data-driven models in modern data science often require large-scale datasets 

that may be distributed across multiple organizations or devices. Traditional 

centralized training approaches face challenges related to data privacy, 

security, and regulatory compliance. Federated learning (FL) provides a 

decentralized solution, enabling collaborative model training across multiple 

devices or institutions while keeping raw data local. This paper explores the 

architecture, methodologies, and applications of federated learning in data 

science. Comparative analysis illustrates performance, communication 

efficiency, and privacy preservation, along with practical applications in 

healthcare, finance, and IoT environments. Edge cases and future research 

directions are also discussed. 
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INTRODUCTION 

The rise of sensitive and distributed data in industries such as healthcare, finance, and IoT has 

necessitated novel approaches to machine learning. Centralized data aggregation for model 

training is often impractical or non-compliant with regulations such as GDPR or HIPAA. 
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Federated learning enables multiple parties to collaboratively train machine learning models 

without sharing raw data, reducing privacy risks while leveraging diverse datasets 

(McMahan et al., 2017, p. 2). 

 

FL typically involves: 

 Local model training on individual devices or nodes. 

 Aggregation of model updates at a central server (or decentralized aggregation). 

 Iterative updates to improve the global model. 

This framework allows organizations to benefit from collective intelligence without 

compromising data security. 

 

LITERATURE REVIEW 

Fundamentals of Federated Learning 

Architecture: Federated learning can be categorized into three types (Kairouz et al., 2021, p. 

10): 

 Horizontal FL: Nodes have similar feature spaces but different samples. 

 Vertical FL: Nodes have complementary features but overlapping samples. 

 Federated Transfer Learning: Combines horizontal and vertical FL for 

heterogeneous datasets. 

 

Workflow: 

 Initialization of global model parameters. 

 Distribution of model to local nodes. 

 Local model training on private data. 

 Aggregation of updated parameters (e.g., FedAvg algorithm). 

 Iterative convergence until the model reaches satisfactory performance. 

 

Advantages of Federated Learning 

 

Table 1: Comparison of traditional machine learning vs. federated learning 

Feature Traditional ML Federated Learning 

Data Privacy Low High 

Centralized Storage Required Not Required 
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 Feature Traditional ML Federated Learning 

Model Generalization Limited to single dataset Improved via distributed learning 

Regulatory Compliance Challenging Easier to achieve 

 

Observation: FL enhances data privacy, compliance, and cross-institutional learning 

capabilities. 

 

Applications in Data Science 

 Healthcare: Collaborative disease prediction models across hospitals without sharing 

patient data. 

 Finance: Fraud detection models trained across multiple banks while preserving 

client confidentiality. 

 IoT Networks: Edge devices train local models for anomaly detection or predictive 

maintenance without centralizing sensor data. 

 

METHODOLOGY 

The study evaluates federated learning using a simulated healthcare dataset for disease 

prediction. 

Steps: 

 Data Distribution: Dataset split across 5 simulated hospitals. 

 Local Training: Each node trains a neural network locally for 5 epochs per iteration. 

 Parameter Aggregation: FedAvg used to combine model updates at the central 

server. 

 Evaluation: Accuracy, communication efficiency, and privacy preservation metrics 

compared with centralized learning. 

 

RESULTS AND DISCUSSION 

Model Accuracy 

 

Table 2: Comparison of centralized vs. federated learning 

Training Approach Accuracy (%) F1-Score (%) Privacy Score (1–5) 

Centralized Learning 94.2 93.8 2 
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 Training Approach Accuracy (%) F1-Score (%) Privacy Score (1–5) 

Federated Learning 93.7 93.3 5 

 

Observation: FL achieves comparable accuracy to centralized learning while significantly 

improving privacy preservation. 

 

Communication Efficiency 

Figure 1: 2D line graph of communication rounds vs. model convergence 

 FL reduces data transfer of raw data to zero. 

 Only model parameters (~10MB per round) are exchanged, minimizing network 

bandwidth usage. 

 

Figure 2: Histogram of local vs. global model error distribution 

 Local models show variance due to dataset heterogeneity. 

 Global aggregation reduces overall bias and improves generalization. 

 

Privacy and Security 

Federated learning inherently protects raw data. Additional techniques enhance security: 

 Differential Privacy: Adds noise to gradients to prevent reverse engineering of 

individual data points. 

 Secure Multi-Party Computation: Ensures secure aggregation of model parameters. 

 Homomorphic Encryption: Enables encrypted computation on model updates. 

Observation: Combining these techniques provides robust privacy-preserving collaborative 

learning. 

 

CHALLENGES AND FUTURE DIRECTIONS 

Challenges: 

 Non-IID Data: Nodes may have highly heterogeneous datasets, impacting model 

convergence. 

 Communication Bottleneck: Frequent parameter updates require efficient protocols. 

 Edge Resource Constraints: Devices may have limited computation and storage 

capabilities. 
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Future research focuses on federated transfer learning, edge-enabled federated learning, 

and explainable federated models for critical applications like healthcare and finance. 

 

CONCLUSION 

Federated learning enables collaborative model training while ensuring data privacy, making 

it ideal for sensitive and distributed datasets. This study demonstrates FL’s effectiveness in 

healthcare analytics, achieving near-centralized accuracy while enhancing privacy. With 

advancements in communication-efficient algorithms, secure aggregation methods, and edge 

integration, FL is poised to become a cornerstone in privacy-preserving data science. 
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