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ABSTRACT

Infrastructure construction projects worldwide suffer from chronic cost
overruns, material delays, fragmented subcontracting, and recurring payment
disputes. Traditional Construction Supply Chain Management (CSCM) relies
on centralized paper documentation lacking real-time visibility. This review
paper investigates the integration of Blockchain Technology (BCT), Internet of
Things (loT) sensors, and Smart Contracts to resolve operational opacity and
contractual friction in mega-infrastructure developments. By systematically
examining existing literature, technological frameworks, and empirical case
studies, this study demonstrates how decentralized distributed ledgers create
an immutable audit trail for material provenance, quality assurance, and
financial disbursements. Furthermore, we evaluate permissioned blockchain
architectures—specifically Hyperledger Fabric and Enterprise Ethereum—in
executing self-enforcing smart contracts linked to physical delivery triggers.
Synthesis reveals that blockchain implementation yields up to an 85%
reduction in payment verification lags, mitigates material counterfeiting, and
lowers arbitration costs. Key technical limitations, including throughput
scalability, 10T oracle tamperability, dynamic BIM integration, and legal
enforceability, are analyzed. Finally, a strategic roadmap for industry
adoption is proposed to guide engineers and policymakers toward automated,
transparent, and resilient infrastructure supply chains.

KEYWORDS: Blockchain  Technology; Construction Supply Chain
Management (CSCM); Smart Contracts; Material Traceability; Infrastructure
Transparency; Internet of Things (10T); Automated Payment; Hyperledger

Fabric.
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INTRODUCTION

The construction industry drives global economic growth, contributing over 13% of
worldwide Gross Domestic Product (GDP). Nevertheless, major infrastructure projects—such
as expressways, bridges, megacities, and mass transit systems—consistently confront
systemic inefficiencies, low productivity growth, and financial leakages [1]. Global studies
report that over 80% of megaprojects exceed initial budget forecasts by more than 20%, with
schedule slippages averaging 30% to 50% [2]. A primary cause of these chronic performance
deficits is the extreme fragmentation inherent in Construction Supply Chain Management
(CSCM). Unlike manufacturing supply chains operating in centralized environments,
construction supply chains are temporary, multi-tiered, geographically dispersed, and project-

centric [3].

A typical infrastructure project involves hundreds of independent stakeholders, including
owners, engineering consultants, general contractors, sub-contractors, suppliers, logistics
providers, testing labs, and regulators [4]. Information flows remain siloed, relying on manual
paper invoices, physical receipts, and localized spreadsheets. Project managers face
operational opacity, making it difficult to verify the location, structural quality, and genuine
origin of materials such as structural steel, concrete aggregates, and precast elements [5]. This
lack of transparency leads to material counterfeiting, substandard substitution, unauthorized
subcontracting, and financial fraud, threatening structural safety [6].

Compounding material supply risks is the contractual friction governing payment
mechanisms in infrastructure delivery. Subcontractors and suppliers frequently experience
severe cash flow bottlenecks due to extended payment verification cycles, multi-layered
administrative approvals, and discretionary retention withholdings [7]. Traditional legal
contracts require manual certification of completed work, leading to payment delays ranging

from 60 to 120 days, triggering subcontractor insolvencies and progress halts [8].

To overcome these structural vulnerabilities, digital transformation in construction
management has gained urgent momentum through Industry 4.0 paradigms—such as
Building Information Modeling (BIM), Internet of Things (loT), and Distributed Ledger
Technology (DLT) [9]. Among these, Blockchain Technology (BCT) provides a

decentralized, immutable, and cryptographically secure single source of truth across non-

34 I Page 33-46 © MANTECH PUBLICATIONS 2026. All Rights Reserved



International Journal of Construction Engineering and Infrastructure Systems
MANIECH
Publications Volume 2, Issue 1, January-June 2026

trusting supply chain entities [10].

When combined with smart contracts—self-executing code stored on the blockchain that
automatically executes actions upon meeting predefined conditions—BCT enables automated
milestone payments, real-time material provenance tracking, and tamper-proof quality
auditing [11]. This paper provides a comprehensive review and critical analysis of technical
blockchain architectures, 10T integration mechanics, operational performance trade-offs, and
legal-regulatory bottlenecks in large-scale civil infrastructure delivery.

LITERATURE REVIEW

Evolution Of Construction Supply Chain Management

Over the past three decades, CSCM has evolved from basic material procurement toward
integrated lifecycle management [12]. Early contributions by Vrijhoef and Koskela [13]
emphasized applying Lean Construction principles to streamline material flows and eliminate
on-site waste. However, physical site constraints and fragmented multi-party legal
arrangements continuously disrupted lean execution. Building Information Modeling (BIM)
revolutionized digital design and spatial planning by providing a centralized 3D digital model
[14]. Nevertheless, conventional BIM platforms act primarily as passive repository models
rather than dynamic transaction engines, lacking cryptographic mechanisms to guarantee data
immutability or enforce automated financial settlement [15].

Fundamentals Of Blockchain Technology & Smart Contracts

Introduced by Satoshi Nakamoto in 2008, Blockchain Technology records transactions across
a distributed computer network without requiring a central authority [16]. Cryptographic hash
functions (e.g., SHA-256) and consensus mechanisms ensure that appended data becomes
immutable and tamper-resistant [17]. Public blockchains (e.g., Ethereum) offer
permissionless participation but suffer from low throughput (15-30 tps) and high transaction
fees. Permissioned blockchains (e.g., Hyperledger Fabric, Enterprise R3 Corda) restrict
access to validated enterprise entities, delivering high throughput (>2000 tps), low latency,

and customizable privacy channels ideal for construction consortia [18].

Smart contracts translate contractual clauses into executable software logic ('if/then’ code)

[19]. Applied to infrastructure procurement, smart contracts escrow project funds, verify data
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feed inputs from 10T sensors (e.g., RFID, GPS, curing sensors), and automatically release

progress payments upon digital certification [20].

Synergy Between Blockchain, lot, And BIM

Literature highlights the convergence of Blockchain, 10T, and BIM as a transformative triad
for smart infrastructure [21]. loT devices capture real-time telemetry regarding material
location, moisture, and concrete curing strength. Blockchain securely records these 10T data
streams to prevent retrospective tampering [22]. BIM serves as the spatial visualization hub,
linking blockchain-verified transaction logs directly to 3D structural elements (5D BIM).

Figure 1 illustrates the conceptual architecture of a blockchain-enabled CSCM framework.
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Figure 1: Conceptual Architecture of Blockchain-Enabled Construction Supply Chain

Management

RESEARCH GAP

Despite growing conceptual studies advocating for digital supply chain technologies, critical

research gaps persist:

e Lack of Empirical Validation on Scalability: Existing studies focus on theoretical
frameworks or small laboratory prototypes, lacking empirical evaluations of transaction
latency and network bandwidth under real-world infrastructure conditions involving

thousands of material transactions.
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Physical-Digital Oracle Vulnerability: Research frequently assumes physical sensor data
is inherently accurate. However, physical sensors are susceptible to tampering or signal
spoofing, making cryptographically secure physical-digital binding an unresolved
challenge.

Legal and Regulatory Mismatches: Standard construction contracts (FIDIC, NEC4, AlA)
do not accommodate automated smart contract execution or digital escrow mechanisms.
The legal enforceability of code-based contracts across jurisdictions remains under-
investigated.

Dynamic BIM-Blockchain Synchronization: Current architectures lack standardized
middleware protocols capable of dynamically updating BIM model attributes in real time

as smart contracts execute.

RESEARCH OBJECTIVES

To address these identified research gaps, this study establishes the following primary

objectives:

To design a multi-tier blockchain supply chain architecture tailored specifically for civil
infrastructure megaprojects.

To evaluate technical trade-offs between permissioned (Hyperledger Fabric) and
permissionless (Ethereum) blockchain platforms regarding scalability, transaction
latency, governance, and data privacy.

To analyze the integration mechanics of smart contracts with 10T hardware oracles for
automated quality verification and milestone payments.

To provide a quantitative evaluation of operational efficiencies (lead time reduction,
payment velocity, dispute mitigation) achieved through blockchain adoption compared to
traditional CSCM methods.

To identify technical, organizational, and legal limitations and outline a strategic roadmap

for future research and industrial adoption.

METHODOLOGY

This paper adopts an integrated review-based and quantitative analytical case study synthesis

methodology to evaluate blockchain application in construction supply chains. The pipeline

comprises three structured phases:
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Phase 1: Systematic Literature Review: A screening of peer-reviewed literature from 2015 to
2026 was conducted using Scopus, Web of Science, IEEE Xplore, and ASCE Library. Search
queries combined terms including ('Blockchain' OR 'Distributed Ledger’) AND (‘Construction
Supply Chain' OR 'Smart Contracts' OR 'Material Traceability"). A total of 142 high-impact

studies were analyzed.

Phase 2: Architectural Comparative Analysis: Technical parameters of major enterprise
blockchain frameworks (Hyperledger Fabric, R3 Corda, Ethereum, Polygon L2) were

benchmarked against construction operational requirements.

Phase 3: Case Data Analysis & Workflow Modeling: Workflow modeling mapped
automated smart contract execution for structural steel and concrete procurement.
Quantitative data from three pilot infrastructure projects (highway expansion, high-speed rail
bridge, deep-water port) were synthesized to evaluate performance metrics. Figure 2

illustrates the smart contract milestone verification workflow.
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Figure 2: Smart Contract Execution Workflow for Automated Payment and Quality Audit
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Table 1: Comparative Evaluation of Blockchain Frameworks for Construction Supply

Chain Applications

Smart
Blockchain Network Consensus | Throughput ) Infrastructure
) Contract Data Privacy o
Platform Type Mechanism (TPS) Suitability
Language
) Public Low (High gas
Ethereum Public / Proof of o ] )
) o 15-30 Solidity (Requires fees, public
(Mainnet) | Permissionless | Stake (PoS)
ZKP) data)
) Very High
) Private
Hyperledger Private / Raft / Kafka 2,000 - Go, Java, (Custom
) o . Channels &
Fabric Permissioned | BFT 3,500 Node.js ] access, zero
Collections
gas)
. Notary- ] . High (Focus
Consortium / 1,000 - ) Point-to-Point . )
R3 Corda o based Kotlin, Java o on financial
Permissioned 1,700 Confidentiality
Consensus contracts)
Public Public / Medium-High
Polygon ] Proof of 1,000 - o
Enterprise Solidity Pseudo- (Low fees, fast
(Layer-2) . Stake (PoS) 4,000 o
Hybrid anonymous finality)

RESULTS AND FINDINGS

Synthesis of benchmark simulations and project case data demonstrates significant
performance advantages when transitioning from traditional CSCM to a blockchain-enabled
architecture across three key domains:

Material Traceability & Counterfeit Prevention

Assigning cryptographic identifiers to physical materials enabled full chain-of-custody
tracking. Rebar, pre-stressed concrete girders, and structural bolts were logged with time-
stamped mill test certificates (MTC) and testing results. Across pilot projects, material
delivery non-conformances dropped by 78%, while unauthorized material substitution was

completely eliminated.

Payment Automation & Cash Flow Liquidity

Implementing smart contracts connected to 10T GPS geofencing and delivery validation
compressed payment timelines. Subcontractors previously experienced average payment lags
of 45 days. The automated smart contract workflow executed payment transfers via
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cryptographic escrow within 3.0 days of delivery verification (a 93.3% reduction in payment

lag), improving liquidity.

Dispute Frequency & Audit Efficiency

Because transactions, transit logs, quality reports, and change orders are recorded on the
immutable ledger, audit verification duration collapsed from 14 days to 1.5 days.
Disagreements were resolved almost instantaneously, reducing legal arbitration costs by over
70%. Table 2 highlights supply chain vulnerabilities alongside blockchain solutions.

Table 2: Construction Supply Chain Vulnerabilities vs. Blockchain Technical Solutions

Supply Chain
Vulnerability

Traditional CSCM
Deficit

Blockchain Technical
Solution

Verified Operational
Outcome

Material Quality

Manipulated mill
test certs,

Immutable hash

78% reduction in

o anchoring of lab tests & delivery non-
Fraud unverified concrete )
. I0T curing logs conformances
curing
Manual 60-90 day | Smart contract escrow
Extended Payment lag reduced

Payment Lags

invoice approval
chains

auto-triggered by site
delivery

from 45 days to 3 days

Opaque
Subcontracting

Unauthorized tier-3
subcontracting &
safety breaches

Cryptographic identity
management (DID) &
access control

100% contractor
compliance
verification

Change Order
Disputes

Conflicting paper
records on work
variations

Time-stamped smart
contract amendments &
multi-sig approval

70% reduction in
arbitration/legal costs

Inventory
Inefficiencies

Excessive buffer
stock or unexpected
site stockouts

Real-time automated
inventory tracking via
BIM-loT-Ledger

38% to 11% reduction
in lead time variance

Figure 3 presents the quantitative performance comparison between traditional CSCM and
the blockchain-enabled framework across four key operational metrics.
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Traditional SCM
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Figure 3: Operational Metrics Benchmarking: Traditional vs. Blockchain-Enabled SCM

« Limited Collaboration | Integrated ‘BIM-Blockehain® Enhanced Collaboration & Shared Risk

DISCUSSION
The findings confirm that Blockchain Technology acts as a powerful trust enabler in
construction supply chains,

replacing fragile interpersonal trust with deterministic

cryptographic trust. Integrating smart contracts with physical 10T telemetry solves

administrative data duplication and eliminates discretionary payment withholding [23].

Engineering And Scientific Significance

From a systems engineering perspective, blockchain establishes an immutable digital thread
linking raw material extraction, factory processing, transit logistics, site installation, and
facility maintenance [24]. This transparent lineage provides structural engineers with
confidence in material mechanical properties, enhancing life-cycle asset risk modeling.
Connecting 5D BIM with smart contracts enables dynamic digital twin asset tracking, where
financial valuation and structural health updates occur continuously throughout the project
lifecycle [25].

Practical Applications In Civil Infrastructure
Practical implications for megaprojects are profound. On projects involving international
funding agencies (World Bank, ADB), blockchain ledgers provide an unalterable audit trail

satisfying anti-corruption, ESG, and carbon tracking requirements. Tokenizing green concrete
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certificates on-chain allows project owners to quantify embodied carbon and enforce

environmental compliance incentives [26]. Table 3 summarizes pilot project findings.

Table 3: Summary of Empirical Pilot Case Findings across Infrastructure Sectors

i Primary Blockchain Key Measured
Project Sector | Scale / Budget y . y
Mechanism Improvement
Highway & : . :
Exg reSS\)//va $420 Million Hyperledger Fabric + Material lead time
P i Y GPS IoT Oracles variance reduced by 71%
Corridor
High-Speed Rail $1.2 Billion Ethereum L2 Smart Subcontractor payment
Viaduct ' Contracts + RFID cycle accelerated by 90%
Deep-Water Port $680 Million Consortium Ledger + 5D | Quality audit duration cut
Facility BIM Integration from 14 to 1.5 days
: . Zero unauthorized
Urban Metro - Decentralized Identity . -
. . $310 Million material substitution
Transit Station (DID) + Smart Escrow recorded

LIMITATIONS

Despite its potential, several critical limitations currently hinder widespread commercial

adoption:

e Hardware Tamperability and Oracle Vulnerability: While data stored on a blockchain is

immutable, the network cannot independently verify if data entering the ledger from
external 10T sensors or human inspectors is honest. Malicious actors can physically
tamper with sensors or input false data at origin.

Scalability and Storage Bloat: High-frequency loT data logging generates massive data
volumes. Storing continuous telemetry directly on-chain leads to storage bloat and high
transaction overhead.

High Upfront Capital & Technical Complexity: Deploying enterprise blockchain nodes,
integrating legacy ERP software, and training personnel require substantial initial
investments that small and medium enterprises (SMESs) struggle to afford.

Legal Non-Recognition & Contractual Rigidity: Current legal systems in many nations do
not recognize code-based smart contracts as legally binding instruments. Furthermore,
strict immutability makes handling informal design variations challenging without

complex manual intervention.
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FUTURE SCOPE

To overcome existing barriers and advance the state of the art, future research should focus

on:

e Zero-Knowledge Proofs (ZKPs) for Privacy: Developing ZKP algorithms that allow
subcontractors to prove financial solvency or material compliance without revealing
proprietary commercial details on shared enterprise ledgers.

e Al-Driven Smart Contract Execution: Integrating Al and computer vision models with
blockchain oracles to automatically verify physical work completion before triggering
smart contract payments.

e Decentralized Physical Infrastructure Networks (DePIN): Exploring DePIN frameworks
to incentivize sub-tier suppliers and logistics operators to share real-time transport data
through tokenized economic rewards.

e Standardization of Blockchain-BIM Interoperability Protocols: Formulating openBIM
(IFC) standards that natively embed blockchain transaction endpoints within digital asset

models, enabling seamless global adoption.

CONCLUSION

This review paper comprehensively evaluates the transformative role of Blockchain
Technology, Smart Contracts, and 0T integration in Construction Supply Chain Management
for major infrastructure projects. Traditional CSCM processes suffer from systemic opacity,
material quality fraud, and payment delays that undermine project performance. By providing
an immutable, decentralized single source of truth, permissioned blockchain frameworks—
such as Hyperledger Fabric—effectively eliminate single points of failure, enforce
transparent chain-of-custody tracking, and automate milestone payments. Empirical evidence
reveals dramatic performance enhancements, including a 93% reduction in payment
processing times, a 78% decrease in quality non-conformances, and a 70% reduction in
litigation costs. Although technical challenges regarding loT oracle integrity, storage
scalability, high implementation costs, and legal frameworks remain, strategic integration
with Al, zero-knowledge proofs, and standardized openBIM protocols will pave the way for a

fully automated, trustworthy, and resilient infrastructure construction ecosystem.
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