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Abstract 

Wireless Mesh Networks (WMNs) are emerging as a reliable communication backbone 

for distributed embedded control systems used in industrial automation, smart grids, 

intelligent transportation, and environmental monitoring. Unlike traditional centralized 

architectures, distributed control relies on multiple embedded nodes cooperating over a 

wireless medium to sense, compute, and actuate in real time. WMNs provide self-healing, 

multi-hop communication, redundancy, and scalability which are very suitable for such 

systems. However, challenges like latency, packet loss, synchronization, energy 

constraints, and security must be carefully addressed. This paper reviews the 

architecture, protocols, design considerations, and applications of WMNs in distributed 

embedded control. Various routing strategies, MAC layer issues, time synchronization 

methods, and reliability mechanisms are discussed. The paper also highlights 

advantages, limitations, and future research directions in integrating WMNs with 

embedded control platforms. 
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1. INTRODUCTION 

Embedded control systems are increasingly moving from centralized architectures to 

distributed architectures where multiple small controllers collaborate to achieve a global 

control objective. This shift is mainly due to the need for scalability, fault tolerance, and 

flexibility. In such distributed systems, communication plays a very critical role. 
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Wireless Mesh Networks (WMNs) offer a promising communication solution because of their 

self-configuring and self-healing nature. In WMN, each node not only sends its own data but 

also forwards data of other nodes. This multi-hop nature provides redundancy and wide 

coverage without need of expensive infrastructure. 

 

In industrial and embedded control applications, reliability and real-time performance are very 

important. WMNs, when properly designed, can meet these requirements while reducing 

wiring complexity and installation cost. 

 

2. BASICS OF WIRELESS MESH NETWORKS (WMNS) 

Wireless Mesh Networks (WMNs) are a type of network topology where multiple nodes are 

interconnected wirelessly to form a self-configuring and self-healing network. Unlike 

traditional wireless networks, which rely on a centralized access point or router, WMNs 

distribute communication responsibilities across several nodes. This makes WMNs highly 

suitable for distributed embedded control systems, where reliable, low-latency, and fault-

tolerant communication between nodes is critical. 

 

2.1 Components of a WMN 

WMNs typically consist of two main types of nodes: 

1. Mesh Routers: 

• Serve as the backbone of the network. 

• Responsible for routing, forwarding packets, and managing network topology. 

• Usually more capable in terms of processing power and energy resources compared to mesh 

clients. 

• Can support multiple wireless interfaces to optimize communication paths. 

• In industrial embedded systems, mesh routers may coordinate control commands among 

several sensor-actuator nodes. 

 

2. Mesh Clients (or End Nodes): 

• These are embedded devices that perform sensing, actuation, or local processing tasks. 

• They rely on mesh routers (or other clients in some cases) to forward their data to the 

destination. 
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• Examples include: 

• Motor controllers in a smart factory 

• Sensors in a distributed environmental monitoring system 

• Distributed microcontrollers in an intelligent traffic system 

• In many WMNs for embedded control, mesh clients can also act as intermediate routers, 

forwarding packets for neighboring nodes. This feature increases the network’s robustness 

and coverage. 

 

2.2 Key Characteristics of WMNs 

WMNs possess unique properties that make them suitable for distributed embedded control 

applications: 

1. Multi-hop Communication: 

• Data can travel through multiple nodes (hops) to reach its destination. 

• Reduces the need for all nodes to be within direct range of a central controller. 

• Example: A sensor on one end of a factory floor can transmit data to a central processing 

unit several hundred meters away by hopping through intermediate nodes. 

 

2. Dynamic Routing: 

• Routes between nodes are not fixed; they can adapt dynamically to network changes. 

• If a node or link fails, the network recalculates alternate paths automatically. 

• Ensures minimal disruption in control tasks where timing and reliability are critical. 

 

3. Self-healing Paths: 

• WMNs can detect broken links and automatically reroute data through alternative nodes. 

• Enhances fault tolerance, which is especially important in industrial environments where 

downtime can be costly. 

 

4. Decentralized Control: 

• No single point of failure exists; control and routing decisions are distributed across the 

network. 

• Each node can make localized decisions while cooperating with others for global system 

performance. 
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• This supports distributed embedded control architectures where each node performs 

autonomous control tasks while staying synchronized with the network. 

 

5. High Coverage Area: 

• By using multi-hop communication and intermediate nodes, WMNs can cover a much 

larger physical area than a single wireless access point could manage. 

• Useful for smart grids, agricultural monitoring, or large-scale industrial plants. 

 

2.3 Basic WMN Architecture 

A typical WMN for distributed embedded control consists of mesh routers forming the 

backbone, connected to mesh clients that perform sensing and actuation. 

 

Explanation: 

• Nodes A and D are mesh clients (sensors). 

• Nodes B and E are mesh routers (backbone nodes). 

• Node C is an actuator node that receives control commands. 

• Node F can be a local controller node that coordinates actuation based on sensor readings. 

 

Self-healing Example: 

• If the link between Node B and Node C fails, the network automatically reroutes the data 

through Node E or other available paths. 

• This ensures that embedded control tasks continue uninterrupted without manual 

intervention. 

 

2.4 Example Use Case: Distributed Embedded Control in a Factory 

Imagine a factory with multiple conveyor belts, robotic arms, and environmental sensors: 

• Each robot has a mesh client node that reports status and receives commands. 

• Mesh routers are strategically placed to form a wireless backbone connecting all client 

nodes to a central supervisory controller. 

• If one router node fails, other routers forward data, ensuring no production downtime. 

• Real-time monitoring and control are maintained, demonstrating the advantage of multi-

hop, self-healing WMNs in distributed embedded systems. 
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Figure 1: Basic WMN Architecture 

If one link fails, alternate path can be automatically selected. 

 

3. DISTRIBUTED EMBEDDED CONTROL SYSTEMS 

Distributed Embedded Control Systems (DECS) represent a paradigm shift from traditional 

centralized control systems. Instead of relying on a single controller, multiple embedded nodes 

operate collaboratively to monitor, process, and control physical systems. Each node performs  

 

local control and communicates with other nodes to achieve global system objectives. 

This distributed architecture improves fault tolerance, scalability, and flexibility, making it 

ideal for modern industrial, smart city, energy, and environmental applications. 

 

3.1 Architecture of Distributed Embedded Control Systems 

In a DECS: 

 

• Each embedded node typically includes a microcontroller or microprocessor, sensors, 

actuators, communication interfaces, and often some local intelligence to make control 

decisions. 

• Nodes operate autonomously but coordinate via networked communication, often 

through wireless mesh networks. 

• Control algorithms can be fully distributed (each node acts independently with partial 

information) or partially centralized (some global coordination is provided by supervisory 

nodes). 

 

Key characteristics of DECS: 

1. Local Control: Each node independently manages its attached sensors and actuators. 

2. Global Coordination: Nodes share data to achieve system-wide objectives. 

3. Fault Tolerance: Failure of one node does not halt the entire system. 

4. Scalability: New nodes can be added without redesigning the entire system. 

5. Real-Time Operation: Time-sensitive operations are performed locally, minimizing 

latency. 
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3.2 Examples of Distributed Embedded Control Systems 

1. Smart Factory Machine Coordination 

• Robotic arms, conveyor belts, and CNC machines communicate in real-time. 

• Each machine has a local controller monitoring position, speed, and status. 

• Distributed coordination ensures smooth workflow, avoids collisions, and maintains 

production efficiency. 

 

2. Distributed Energy Resources in Smart Grid 

• Microgrids with solar panels, batteries, and inverters require local controllers. 

• Controllers communicate to balance supply-demand, optimize energy storage, and 

coordinate with the main grid. 

• WMNs allow real-time energy management without relying on centralized control. 

 

3. Traffic Light Synchronization 

• Embedded controllers at intersections manage traffic lights based on local sensors. 

• Communication with neighboring controllers enables adaptive traffic flow, reducing 

congestion. 

• Nodes can self-adjust in case of failure, maintaining traffic safety. 

 

4. Environmental Sensor Networks 

• Distributed nodes measure temperature, humidity, pollution, or soil moisture. 

• Each node processes data locally and forwards relevant information to other nodes or a 

central hub. 

• Enables real-time monitoring over large areas without extensive wiring. 

 

3.3 Components of a Distributed Embedded Control Node 

Each node in a DECS typically consists of: 

Table 1: 

Component Function in DECS 

Sensor 
Measures physical parameters (temperature, 

pressure, vibration, etc.). 



    
 
 

47 Page 41-55 © MANTECH PUBLICATIONS 2020. All Rights Reserved 

 

Journal of Embedded Systems & Its Applications 

Volume 5 Issue 1, January-June 2020 

 

 

 

Component Function in DECS 

Microcontroller/Processor 
Executes control algorithms and processes 

sensor data. 

Communication Interface 

Enables wireless or wired communication 

with other nodes (e.g., ZigBee, Wi-Fi, BLE, 

LoRa). 

Actuator 
Performs control actions (motor movement, 

valve control, signal switching). 

Power Supply 
Powers the node (battery, grid, or energy 

harvesting). 

Memory/Storage Stores local data and program code. 

Optional Intelligence 

Module 

Supports AI/ML-based decision-making for 

adaptive control. 

Component Function 

Sensor Data acquisition 

Microcontroller Local processing 

Wireless module Communication 

Actuator Control action 

 

4. WHY WIRELESS MESH NETWORKS FOR DISTRIBUTED EMBEDDED 

CONTROL 

Distributed embedded control systems require a communication network that is reliable, 

scalable, flexible, and low-latency. Traditional wired networks, while reliable in some 

contexts, present several challenges in modern industrial, environmental, and smart 

infrastructure applications. Wireless Mesh Networks (WMNs) provide a solution to these 

challenges, making them ideal for distributed control. 

 

4.1 Limitations of Traditional Wired Networks 

Traditional wired networks, such as Ethernet or fieldbus systems, have been widely used for  

industrial control, traffic management, and smart grids. However, they exhibit several  
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drawbacks when applied to distributed embedded control systems: 

1. High Installation Cost: 

• Laying cables over large areas is expensive and labor-intensive. 

• In factories or outdoor monitoring systems, trenching, conduits, and cable protection significantly 

increase cost. 

• Example: Installing wired communication for hundreds of sensors in a smart farm or large 

manufacturing plant can be prohibitively expensive. 

 

2. Difficult Maintenance: 

• Wired connections are susceptible to physical damage (e.g., cuts, corrosion, rodent interference). 

• Diagnosing faults in large wired networks is time-consuming. 

• Repairs may require halting system operation, leading to downtime. 

 

3. Limited Scalability: 

• Adding new devices often requires new cabling or network reconfiguration. 

• In large-scale systems, expanding coverage may become impractical. 

 

4. Single Point of Failure: 

• Many wired networks rely on central switches or hubs. 

• Failure in the central device or main line can disrupt the entire network, halting distributed control 

operations. 

 

4.2 Advantages of Wireless Mesh Networks in Distributed Control 

WMNs address these challenges effectively. Their multi-hop, decentralized architecture 

offers several advantages: 

 

1. Scalability 

• New nodes can be added to the network without redesigning the entire system. 

• Each new node can automatically join the mesh and communicate with existing nodes. 

• Example: In a smart building, adding more temperature or motion sensors does not require 

additional wiring; they automatically integrate into the WMN, expanding coverage. 

 

2. Fault Tolerance 

• WMNs support multiple redundant communication paths between nodes. 
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• If a node or a wireless link fails, data can be automatically rerouted through alternate paths. 

• Ensures uninterrupted communication in distributed embedded control, which is critical for safety 

and reliability. 

• Example: In a smart factory, if a router node fails, robotic arms and conveyor belts still receive 

control commands through other paths. 

 

3. Flexibility 

• WMNs can adapt to dynamic environments where nodes or devices may move, be added, or 

removed. 

• Ideal for industrial floors, mobile robotic systems, outdoor sensor networks, or agricultural fields. 

• Control nodes can be reconfigured or relocated without network redesign. 

• Example: Mobile robots in warehouses can continue to communicate with other nodes even if their 

position changes frequently. 

 

4. Low Infrastructure Cost 

• WMNs do not require a central router or extensive cabling. 

• Each node contributes to routing and communication, reducing dependency on centralized 

infrastructure. 

• Example: Deploying a distributed water management system in rural areas is easier with wireless 

mesh nodes than digging trenches for wired connections. 

 

5. Large Coverage 

• WMNs utilize multi-hop communication, where data can traverse several nodes to reach its 

destination. 

• Extends network range far beyond the direct communication range of a single node. 

• Example: In environmental monitoring, sensors spread over hundreds of meters or kilometers can 

communicate efficiently with a central processing node through intermediate mesh nodes. 

 

4.3 Real-World Scenario 

Case Study: Smart Factory Distributed Control 

• A factory has 100 embedded nodes controlling sensors, motors, and robotic arms. 

• Wired connections would require extensive cabling, junction boxes, and centralized switches. Any 

failure could halt production. 

• By implementing a WMN: 
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• Nodes communicate wirelessly, reducing wiring costs. 

• Multi-hop paths ensure control commands reach actuators even if one node fails. 

• Adding a new robotic arm requires no rewiring; the new node automatically joins the mesh 

network. 

• Latency remains low due to localized routing and self-healing paths. 

 

5. COMMUNICATION PROTOCOLS USED IN WMNS 

Various protocols are used depending on application: 

 

Table 2: 

Protocol Features Use Case 

ZigBee (IEEE 802.15.4) Low power, mesh support Sensor networks 

Wi-Fi Mesh (802.11s) High data rate Industrial monitoring 

Thread IPv6 based, secure Smart home 

BLE Mesh Low energy Wearables 

LoRa Mesh Long range Agriculture monitoring 

 

6. ROUTING IN WMNS FOR CONTROL APPLICATIONS 

Routing is most important in WMN. 

6.1 Proactive Routing (OLSR) 

• Routes maintained all time 

• Low delay 

• More overhead 

6.2 Reactive Routing (AODV) 

• Route created on demand 

• Less overhead 

• Initial delay 

6.3 Hybrid Routing (HWMP in 802.11s) 

• Combination of both 

• Suitable for embedded control 
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7. MAC LAYER CHALLENGES 

Medium Access Control affects delay and reliability. 

Problems: 

• Collision 

• Hidden node problem 

• Variable latency 

Solutions: 

• TDMA based scheduling 

• Priority based access 

• Time Slotted Channel Hopping (TSCH) 

TSCH is widely used in industrial WMNs. 

 

8. TIME SYNCHRONIZATION 

Distributed control requires synchronized clocks. 

Methods: 

 

Table 3: 

Method Accuracy Application 

NTP ms level General systems 

PTP (IEEE 1588) µs level Industrial control 

Flooding Time Sync Low overhead Sensor nodes 

 

9. RELIABILITY AND FAULT TOLERANCE 

Reliability techniques: 

• Multi-path routing 

• Packet acknowledgment 

• Retransmission schemes 

• Redundant nodes 

Self-healing property of WMN automatically reroutes traffic. 

 

10. ENERGY CONSIDERATIONS 
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Embedded nodes often battery powered. 

Energy saving methods: 

• Sleep scheduling 

• Low duty cycle operation 

• Energy aware routing 

• Adaptive transmission power 

 

11. SECURITY ISSUES IN WMN CONTROL SYSTEMS 

Security threats: 

• Eavesdropping 

• Node compromise 

• Denial of Service 

• Routing attacks 

Security measures: 

• AES encryption 

• Secure key exchange 

• Node authentication 

• Intrusion detection 

 

12. APPLICATIONS 

12.1 Industrial Automation 

Machines communicate wirelessly for coordination. 

12.2 Smart Grid 

Distributed energy meters and controllers. 

12.3 Intelligent Transportation 

Traffic signals, vehicle communication. 

12.4 Environmental Monitoring 

Distributed sensors for pollution, weather. 

12.5 Smart Agriculture 

Soil sensors, irrigation control. 

 

13. PERFORMANCE PARAMETERS 
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Table 4: 

Parameter Importance 

Latency Real-time control 

Packet Delivery Ratio Reliability 

Throughput Data efficiency 

Energy Consumption Node lifetime 

Network Lifetime Maintenance cost 

 

14. COMPARISON WITH OTHER NETWORK TYPES 

 

Table 5: 

Feature WMN Star Network Bus Network 

Fault tolerance High Low Medium 

Scalability High Low Medium 

Installation cost Low Medium High 

Coverage Large Limited Limited 

 

15. DESIGN CONSIDERATIONS 

• Node placement 

• Interference management 

• Channel allocation 

• Redundancy planning 

• Real-time scheduling 

 

16. FUTURE TRENDS 
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• Integration with 5G/6G 

• AI based routing decisions 

• Software Defined WMNs 

• Edge computing integration 

• Ultra reliable low latency communication (URLLC) 

 

17. CHALLENGES 

Despite advantages, some problems still exist: 

• Unpredictable wireless environment 

• Delay jitter 

• Scalability in very large networks 

• Standardization issues 

• Testing complexity 

 

18. CASE STUDY EXAMPLE 

In a smart factory, 50 embedded nodes control motors and sensors using ZigBee mesh. When 

one node fails, traffic is rerouted automatically without stopping production. Latency measured 

was below 15 ms which is acceptable for motor control. 

 

19. FIGURE: WMN IN DISTRIBUTED CONTROL 

  

 

20. CONCLUSION 

Wireless Mesh Networks provide a very effective communication solution for distributed 

embedded control systems. Their self-healing, scalability, and flexibility make them highly 

suitable for industrial and real-time applications. With proper routing, synchronization, and 

security mechanisms, WMNs can achieve reliable and low-latency communication required 

for control tasks. Future research is focusing on intelligent routing, integration with edge 

computing, and improving reliability further. WMN based distributed control is becoming key 

technology in smart factories, smart grids, and IoT based control systems. 
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