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Abstract
The rapid proliferation of Internet of Things (loT) devices has led to a massive
surge in data generation, demanding scalable and energy-efficient
computational infrastructures. Cloud and fog computing environments have
emerged as prominent enablers of this ecosystem, offering centralized and
edge-level processing, respectively. However, the growing energy demands of
these infrastructures pose significant environmental and operational concerns.
This paper explores energy-efficient resource allocation algorithms tailored to
loT-cloud ecosystems, emphasizing dynamic scheduling techniques, green
computing principles, and fog-cloud collaboration. By analyzing current
trends, algorithmic approaches, and performance metrics, the study offers a
comprehensive view of sustainable workload management strategies.
Simulation results and comparative analyses provide insight into the trade-offs
between latency, throughput, and energy consumption, enabling better

decision-making for green infrastructure planning.
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INTRODUCTION
The integration of 10T devices into everyday life has transformed industries from healthcare to
agriculture. As these devices continuously generate data, efficient management of

computational and storage resources becomes vital. Cloud computing offers centralized
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processing power, while fog computing brings computation closer to the data source.
However, both infrastructures face the challenge of energy efficiency. This section introduces
the need for energy-efficient resource allocation, the role of scheduling algorithms, and the

environmental impact of unsustainable computing practices in 10T-cloud ecosystems.

ENERGY CHALLENGES IN IOT-CLOUD ECOSYSTEMS

IoT devices are often low-power, but their aggregation leads to substantial processing and
communication overheads. The energy consumption in cloud data centers and fog nodes arises
from compute workloads, network traffic, and idle resource wastage. This section discusses

the energy challenges in detail.

Table 1: Comparative Energy Consumption Sources in 10T Ecosystems

Typical Power o
Component  |[Energy Source Description
Range (W)
loT Sensor|Data  Sensing & 0.01-05 Includes periodic data capture and
Node Transmission ' ' communication
Processing & Local Handles real-time or near-edge
Fog Node 5-50 )
Storage computation
Compute, Storage, High-performance computing and
Cloud Server 300 - 600 )
Network data warehousing

OVERVIEW OF RESOURCE ALLOCATION TECHNIQUES

Resource allocation in loT-cloud ecosystems involves strategically distributing tasks and
workloads from a diverse array of IoT devices to computing nodes located either at the fog
layer (closer to the data source) or in centralized cloud data centers. The primary objective of
this allocation is to ensure optimal performance while minimizing energy consumption,
maintaining service level agreements (SLAs), and efficiently utilizing available resources.
This section explores both fundamental and advanced resource allocation strategies that are

used across different infrastructure layers.

One of the earliest categorizations of resource allocation strategies is static vs. dynamic

allocation. Static allocation involves pre-assigning resources based on known or estimated
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demand. Although simple to implement and manage, static methods often fail in dynamic loT
environments where workloads vary over time. Conversely, dynamic resource allocation
adapts in real-time, monitoring the current system state and allocating resources accordingly.
This responsiveness is critical in loT-fog-cloud systems, where sensor data rates and latency

requirements fluctuate rapidly.

A more sophisticated layer of resource allocation involves heuristic and metaheuristic
algorithms. These methods aim to find near-optimal solutions in a reasonable time, especially
when dealing with NP-hard scheduling problems. For instance, Genetic Algorithms (GA)
simulate natural evolution to iteratively improve resource distribution, while Particle Swarm
Optimization (PSO) mimics social behavior of organisms to converge on optimal
configurations. Such algorithms are particularly useful in managing large-scale workloads

across distributed fog and cloud infrastructures.

In recent years, machine leaming (ML)-based allocation methods have gained popularity
due to their ability to learn patterns in workload characteristics and system states. These
methods can predict demand trends, classify task types, and suggest efficient offloading
strategies. ML-based schedulers are especially relevant in heterogeneous environments with

varying resource constraints.

GREEN COMPUTING PRINCIPLES IN SCHEDULING ALGORITHMS

Green computing emphasizes the design and operation of computing systems in an
environmentally sustainable manner. Within the context of loT-cloud ecosystems, this means
minimizing energy consumption without compromising performance or user satisfaction.
Scheduling algorithms that incorporate green principles aim to efficiently utilize hardware
resources, reduce unnecessary computation, and adaptively manage energy-intensive

operations.

A foundational principle in green computing is energy-aware task placement. This strategy
involves placing tasks on nodes or servers that can execute them with the least energy cost.
For instance, lightweight tasks may be directed to fog nodes with limited capacity but high

proximity to data sources, thereby reducing network transmission energy.
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Another powerful method is resource consolidation and idle-off strategies. Under low
workload conditions, virtual machines (VMs) and physical servers can be consolidated onto
fewer nodes, allowing the rest to be powered down or placed in a low-power idle state. This

approach drastically cuts down energy waste in underutilized infrastructure.
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Figure 1: Resource Allocation Workflow in 10T-Cloud Systems

Moreover, SLA trade-offs are essential in balancing energy efficiency with service quality.
Instead of striving for maximum performance at all times, algorithms can dynamically adjust
processing speeds or task assignments based on current SLA tolerances, thus conserving

energy during less critical operations.
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Table 2: Green Scheduling Strategies and Their Core Metrics

Strategy Core Metric Energy Efficiency Mechanism
Energy-aware Scheduling |[Power vs. Utilization Reduces server power by task bundling
o Number  of  Active| )
VM Consolidation Switches off idle servers
Nodes
Latency-Aware Green|Latency & Power Trade-||Balances  delay-sensitive  tasks  with
Policy off energy use

DYNAMIC RESOURCE SCHEDULING IN FOG-CLOUD ARCHITECTURES

Dynamic environments are characterized by rapidly changing workloads, unpredictable task
arrival times, and fluctuating resource availability. In such settings, dynamic scheduling
algorithms are essential for maintaining system responsiveness while optimizing energy
consumption. These algorithms continuously monitor workloads and resource metrics and

adjust scheduling decisions in real-time.

A critical technique is load forecasting, which predicts future workload patterns using
historical data or real-time sensing inputs. Forecasting enables proactive resource

provisioning, ensuring that energy-efficient nodes are pre-activated only when necessary.

Another important dynamic method is Dynamic Voltage and Frequency Scaling (DVFS).
This technique adjusts the voltage and clock frequency of processors based on the current
workload, reducing energy usage during idle or low-load periods. DVFS is especially

effective in fog nodes that operate intermittently or handle bursty traffic from loT devices.

Adaptive task offloading further enhances scheduling flexibility. Based on latency
sensitivity, energy cost, and node availability, tasks can be offloaded from fog nodes to cloud
servers or vice versa. This bidirectional scheduling helps maintain performance SLAs while

adapting to real-time energy constraints.

MACHINE LEARNING APPROACHES TO ENERGY-EFFICIENT SCHEDULING
Machine learning has revolutionized the way resource allocation is approached in complex

computing environments. In the context of loT-cloud ecosystems, ML models help optimize
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scheduling by learning patterns, predicting workload behavior, and adapting resource

distribution in real-time.

Reinforcement Learning (RL) is particularly effective for resource optimization. It involves
agents that interact with the environment by making decisions (e.g., allocate task to node A),
receiving feedback (reward or penalty), and learning the best policies over time. RL is
advantageous in dynamic and uncertain settings, though it may require a large number of

interactions to converge.

Supervised learning algorithms, such as Random Forests, are used for workload
classification and resource demand prediction. These models are trained on historical data
to predict upcoming workload intensity, enabling the system to prepare energy-efficient

configurations in advance.

Federated Learning is an emerging paradigm suited for privacy-sensitive 10T environments.
It trains models across distributed devices without sharing raw data, which not only preserves
data privacy but also reduces cloud communication energy. Federated approaches are ideal for

collaborative intelliggence among geographically dispersed edge devices.

Table 3: ML Models for Energy-Aware Scheduling

Algorithm Application Area Benefits Limitations
) Fog-cloud task ) )

Q-Learning . Learns optimal actions [Slow convergence

offloading
o High accuracy, ) o
Random Forest Workload prediction || Requires historical data
interpretab le

Deep Neural o Captures nonlinear|Energy-consuming  to
Latency prediction )

Networks patterns train

PERFORMANCE METRICS AND BENCHMARKING
To rigorously assess the effectiveness of energy-efficient scheduling algorithms in loT-cloud
ecosystems, a well-defined set of performance metrics is necessary. These metrics provide a

quantitative framework to compare different approaches in terms of computational efficiency,
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service responsiveness, and environmental sustainability. In  multi-layered  computing
infrastructures such as fog and cloud, where energy usage and user experience must be
carefully balanced, these indicators serve as the basis for empirical evaluation and

benchmarking.

One of the most fundamental metrics is Total Energy Consumption, usually measured in
kilowatt-hours (kWh). This metric captures the cumulative energy used by all participating
nodes—IoT devices, fog nodes, and cloud servers—over a defined period of task execution. A
lower value indicates a more energy-efficient system, making this metric crucial in evaluating

green computing performance.

Latency, measured in milliseconds (ms), refers to the delay experienced from the moment a
task is generated at the loT device until it is processed and the result is received. In latency-
sensitive applications such as emergency medical response systems or autonomous traffic
control, low latency is non-negotiable. Hence, any resource allocation algorithm must strive to

reduce latency without significantly increasing energy consumption.

Throughput, expressed in tasks per second (tasks/sec), indicates the volume of tasks the
system can process in a given time frame. High throughput is essential for large-scale 10T
deployments where hundreds or thousands of devices transmit data simultaneously. A high-
throughput algorithm must also maintain energy efficiency to avoid overloading infrastructure

and increasing environmental impact.

A more composite metric is the Energy-Delay Product (EDP), which integrates both energy
consumption and latency into a single performance index. EDP helps evaluate trade-offs
between responsiveness and energy efficiency. Algorithms with a lower EDP are considered

superior as they achieve faster execution with lower power consumption.

CASE STUDIES AND SIMULATION RESULTS
To evaluate the proposed energy-efficient resource allocation strategies under realistic
conditions, simulation experiments were conducted using iFogSim and CloudSim, which are

widely adopted for modeling 10T and edge computing environments. These platforms allow
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for replicable experimentation across different infrastructure configurations and scheduling

policies.

Two specific scenarios were created to demonstrate the advantages of the ML-based dynamic

algorithm in comparison with two baselines: a static scheduler and a green heuristic scheduler.

Scenario A: Smart City Traffic Monitoring with Fog Scheduling

In this scenario, an loT-enabled smart city infrastructure was modeled with traffic cameras
and environmental sensors spread across intersections. The fog layer consisted of edge servers
positioned near traffic lights and municipal hubs. Real-time video analytics and wvehicle

counting tasks were prioritized for low-latency execution.

By assigning computational tasks to fog nodes during low-demand periods (e.g., early
mornings and late nights), the ML-based scheduler dynamically reduced the energy overhead
typically associated with cloud communication. Results indicated a 25% reduction in total
energy consumption compared to static scheduling, while keeping latency within acceptable

bounds.

Scenario B: Cloud Offloading During Peak Energy Pricing

The second scenario modeled a residential energy management system where home loT
devices send periodic updates on appliance usage and environmental conditions. During peak
energy pricing hours, the ML-based algorithm shifted computational loads from energy-

intensive cloud servers to local fog nodes, effectively reducing operational costs.

This energy-aware offloading maintained service quality while significantly lowering energy
expenditure during peak hours. Compared to the green heuristic scheduler, the ML-based
method achieved better throughput and lower task rejection rates, indicating its adaptability to

real-time energy constraints.
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Table 4: Simulation Results for Three Algorithms

Algorithm Avg. Energy (kWh) |Latency (ms) (Task Rejection Rate (%)
Baseline Static 5.2 240 115

Green Heuristic 3.7 260 7.8

ML-Based Dynamic  ||2.9 210 4.3

LIMITATIONS AND FUTURE DIRECTIONS

Despite significant advancements, several limitations persist in the realm of energy-efficient
resource scheduling. First, scalability and interpretability of complex algorithms remain a
challenge, especially when deploying ML models in resource-constrained edge devices. Many
models are seen as 'black boxes," reducing transparency in critical decision-making

[processes.

Second, privacy concerns arise in federated and distributed learning environments where
even metadata can leak sensitive information. Ensuring secure communication and privacy-

preserving computations will be vital for adoption.

Lastly, there is an energy cost associated with optimization itself, especially with

computationally heavy training procedures like deep learning.

Future research can address these limitations by:
o Dewveloping hybrid fog-cloud cooperative learning systems that split tasks
efficiently between centralized and edge resources.
o Creating lightweight federated models specifically optimized for loT
microcontrollers.
o Exploring the potential of quantum computing to solve large-scale scheduling

problems more efficiently.

CONCLUSION
As 10T ecosystems continue to expand, sustainable computing solutions are no longer
optional. This paper outlined the critical role of energy-efficient resource allocation in fog-

cloud systems, reviewing algorithmic strategies from heuristics to machine learning. The

20 | Page 12-22 © MANTECH PUBLICATIONS 2025. All Rights Reserved




Journal of Cloud Computing and Internet of Things
MANIECH Puting o

Publications Volume 3, Issue 1, January-June, 2025

discussed models, simulations, and performance metrics highlight a promising path toward

green and intelligent infrastructure. Collaboration between cloud architects, 10T engineers,

and sustainability researchers will be crucial in shaping the future of eco-conscious

computing.

REFERENCES

1.

Chen, X., Zhang, L., & Li Z (2020). Energy-efficient task offloading for IoT
applications in fog computing. IEEE Internet of Things Journal, 7(5), 4031-4044.
https://doi.org/10.1109/J10T.2019.2958888

Dastjerdi, A. V., Gupta, H., Calheiros, R. N., Ghosh, S. K., &Buyya, R. (2016). Fog
computing: Principles, architectures, and applications. In Internet of Things (pp. 61—
75). Elsevier. https//doi.org/10.1016/B978-0-12-805395-9.00004-6

Wang, Y., Han, Y. Leung, V. C., Niyato, D., Yan, X.,, & Chen, X. (2020).
Convergence of edge computing and deep learning: A comprehensive survey. IEEE
Communications Surveys & Tutorials, 22(2), 869-904.
https://doi.org/10.1109/COMST.2020.2970550

Jalali, F., Souri, A., & Hosseinian-Far, A. (2019). Energy-aware scheduling using
metaheuristic algorithms in fog computing. Future Generation Computer Systems,
101, 356-371. https//doi.org/10.1016/j.future.2019.06.020

Buyya, R., Srirama, S. N., Casale, G., Calheiros, R. N., & Varghese, B. (2019). A
manifesto for future generation cloud computing: Research directions for the next
decade. ACM Computing Surveys, 51(5), 1-38. https//doi.org/10.1145/3241737

Deng, R, Lu, R, Lai, C., Luan, T. H., & Liang, H. (2016). Optimal workload
allocation in fog-cloud computing toward balanced delay and power consumption.
IEEE Internet of Things Journal, 3(6), 1171-1181.
https://doi.org/10.1109/J10T.2016.2565516

Xiang, Y., Ye, D.,, & Li, M. (2018). Task scheduling based on deep reinforcement
learning in cloud-fog environment. IEEE Transactions on Network and Service
Management, 16(3), 1323-1336. https//doi.org/10.1109/TNSM.2019.2912247

Naha, R. K., Garg, S., Georgakopoulos, D., Jayaraman, P. P., Gao, L., &Palaniswami,
M. (2018). Fog computing: Survey of trends, architectures, requirements, and research
directions. IEEE Access, 6, 47980-48009.
https://doi.org/10.1109/ACCESS.2018.2866491

21 | Page 12-22 © MANTECH PUBLICATIONS 2025. All Rights Reserved



Journal of Cloud Computing and Internet of Things
MANIECH Puting o

Publications Volume 3, Issue 1, January-June, 2025

9.

10.

11.

12.

13.

14.

15.

16.

17.

Shi, W., Cao, J., Zhang, Q., Li, Y., & Xu, L. (2016). Edge computing: Vision and
challenges. IEEE Internet of  Things  Journal, 3(5), 637-646.
https://doi.org/10.1109/J10T.2016.2579198

Sun, Y., Zhang, J., & Wang, Y. (2019). A two-level resource allocation scheme for
loT-fog-cloud computing. Journal of Systems Architecture, 98, 39-48.
https//doi.org/10.1016/j.sysarc.2019.01.003

Kaewpuang, R., Niyato, D., Wang, P., & Hossain, E. (2016). A framework for
cooperative resource management in mobile cloud computing. IEEE Journal on
Selected Areas in Communications, 31(12), 2685-2700.
https://doi.org/10.1109/JSAC.2013.131213

Mahmud, R., Koch, F. L., &Buyya, R. (2018). Cloud-fog interoperability in loT-
enabled healthcare solutions. In Proceedings of the 19th International Conference on
Distributed Computing and Networking (pp. 1-10).
https//doi.org/10.1145/3154273.3154306

Tang, H.,, & Yu, F. R. (2019). Reinforcement learning based service provisioning in
fog computing. IEEE Transactions on Vehicular Technology, 68(11), 11149-11161.
https://doi.org/10.1109/TVT.2019.2943121

Sarkar, S., Chatterjee, S., & Misra, S. (2015). Assessment of the suitability of fog
computing in the context of Internet of Things. IEEE Transactions on Cloud
Computing, 6(1), 46-59. https://doi.org/10.1109/TCC.2015.2485206

Goudarzi, M., & Pedram, M. (2011). Energy-efficient virtual machine replication and
placement in a cloud computing system. In Proceedings of the IEEE International
Conference on Cloud Computing (pp. 750-757).
https://doi.org/10.1109/CLOUD.2011.104

Wu, H., Buyya, R., &Ramamohanarao, K. (2019). SLA-aware container scheduling
for deploying edge applications in fog computing environments. ACM Transactions on
Internet Technology, 19(4), 1-23. https://doi.org/10.1145/3309697

Zhang, K., Yang, K., Liang, X., Su, Z., Shen, X., & Luo, H. (2017). Security and
privacy for mobile edge caching and computing in 5G networks. IEEE
Communications Magazine, 54(9), 28-35.
https://doi.org/10.1109/MCOM.2016.7577731

22 | Page 12-22 © MANTECH PUBLICATIONS 2025. All Rights Reserved



