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Abstract

In this paper, we have proposed a novel scheme of destination-based jamming in a
cooperative relay network where a source communicates with the destination via multiple
untrusted half-duplex amplify and forward relays in the absence of a direct link. For this
purpose, two novel models have been proposed. We have observed the secrecy performances
of the network under possible attack scenarios where eavesdropper may be present as a
legitimate node in disguise. We have also developed a simulation testbed to evaluate the
secrecy outage probability. Moreover, the secrecy outage probabilities of our proposed
schemes have been analyzed with respect to several network parameters such as target
secrecy rate; transmit power of the source, jamming power by destination and mean power of
the fading channel. This paper gives us a guideline to choose an optimized model from a

network with multiple trusted and untrusted relays.

Keywords: - Amplify and forward relay, Fading, Jamming, Relay networks, Secrecy outage,

Wireless channel.

INTRODUCTION

Secrecy [1] has a great impact related to any
wireless network. In [2], the authors have
presented a system where the information is
transmitted using a discrete, memoryless channel
subjected to a wiretap at the receiver side. Another
model has been developed in [3] where two
legitimate users are communicating with each
other in the presence of the eavesdropper. Here the
important role of fading is characterized in terms
of average secure communication rates and outage
probability. Various cryptographic algorithms [4]
provide secrecy of data under the presence of an
eavesdropper. The results for the discrete
memoryless wire-tap channel has been extended to
the Gaussian wire-tap channel [5]. In [6], the
authors have characterised a network where
confidential data are being communicated and an
eavesdropper present in the network. Here, secrecy
capacity has been taken as a parameter to analyze
the performance which is defined in terms of
outage probability and has given complete
information for the maximum transmitted rate at
which the eavesdropping of information is zero. In
[7], the authors have characterized the secrecy

capacity of a network consisting of an
eavesdropper under different assumptions on the
available channel state information (CSI). Further,
this shows the positive impact of fading of a
channel that is helping in the better performance of
secrecy capacity. The authors [8] have found out
the value of capacity of an AWGN channel with
Rayleigh fading and proposed an approximation
capacity and compared it with numerically
computed one. Further their approximation results
have a better performance in approximating
Rayleigh fading channel than the bounds which
have been set before.

To get a secrecy rate greater than zero Amplify
and Forward (AF) relay or Decode and Forward
(DF) relay or cooperative jamming can be used
[9]. In [10], authors have established the utility of
user cooperation in secure wireless
communication. They have studied that Novel
noise forwarding relay helps in secure wireless
communication while it has nothing to do with the
source message. It sends noise signal to the
eavesdropper to confuse it about the original
message. Work presented in [11] shows two
different ways to increase the secrecy using the
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concept of cooperative jamming. In the first
approach, the transmitter generates noise with the
multiple antennas in it. The second approach
incorporates helper nodes which generates noise to
help the transmitter. In [12], destination assisted
based jamming has been used when the system has
an untrusted AF relay. It is also shown that as the
number of relays in the system increases, the
overall performance of the model decreases. In
[13], the authors have determined the upper and
lower bounds of secrecy outage probability of a
dual hope amplify and forward relay system where
the eavesdropper is connected to the second hop. It
is proposed to use AF or DF relays in the system
model to secure cooperative communication [14].
In [15], it has been shown that Secrecy capacity
(CS) can be defined in terms of maximum
transmission rate but then we will have to make
sure that the eavesdropper does not overhear the
channel. In case of spoofing of information,
secrecy capacity is defined as the difference
between main channel capacity and the
eavesdropper channel capacity. The major
contributions of this work are:

1. Two novel models of destination assisted
jamming cooperative relay network are
proposed here.

2. The secrecy performances of the proposed
models have been studied.

3. The comparative analysis of the proposed
models with the existing model has been
presented.

The organization of the paper is as follows: The
proposed system models have been discussed in
section Il. In Section 11, the performance analysis
of the proposed work has been developed through
mathematical modeling. Simulation results have
been presented in Section 1V. Finally, the paper
has been concluded in Section V.

SYSTEM MODEL

1. In this section, two proposed models have
been described. The existing model [15] has
also been included here for better
understanding. The list of assumptions based
on which the models are developed is listed
below:

2. The channels of all links are Rayleigh fading
in nature. There is no direct connection
between source and destination.

3. Each of the Models consists of one source,
one destination with variable relays.

4. All the trusted relays are identical to each
other.

5. All the untrusted relays are identical to each
other.

6. The channel coefficient is same for source to
any relay and also from any relay to
destination.

7. Existing Model [15] consists of a wireless
relay network, with one trusted and one
untrusted relay.

8. Proposed Model 1 contains a wireless relay
network, with two trusted and one untrusted
relays

9. Proposed Model 2, includes a wireless relay
network, with two trusted and two untrusted

relays.
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Fig.1: Existing Model

In the Existing Model, each node operates in a
half-duplex mode. Out of two relay nodes, Relay2
is un-trusted in nature which eaves drop the
information signal.
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Fig.2: Proposed Model 1

In Proposed Model 1, out of the three relay nodes,
Relay3 is untrusted which eaves drops the
information signal.

© MANTECH PUBLICATIONS 2021. All Rights Reserved



A Collection of Contemporary Research Articles in Electronics, Communication and Computation | 15

Fig. 3: Proposed Model 2

In Proposed Model 2, out of the four relay nodes,
Relay3 and Relay4 are untrusted which eavesdrop
the information signal.

The communication gets completed in two phases
of equal time slots. In the first phase, the
information signal is transferred from source to the
relay nodes and the jamming signal is also
transmitted from the destination to the relays.
Thereafter in the second time slot, the scaled
version of the information signal is transmitted
from the relays to destination. As the receiver
knows the jamming signal, hence it subtracts the
jamming signal from the received signal to nullify
the effects of jamming and retrieves the original
signal. Maximum ratio combining scheme is
mainly used at the receiver to combine the signals
that are being received from the multiple channels.
The coefficient for the channel with nodes n and
m is given by h,,. The channel power is given
by |h.f°, which has an exponential distribution
with mean Q.. The probability density function f
(x) of the channel power |hy* is given as,

f(X)=, o €XP(Go) X > O[15] €y

Here, all the relays are equidistant from the source
and destination, hence, QSRj = QSRJ' ; QDRj
= QDRj; QR p=QR ; fori#j. Similarly,
the channel mean power from the relay to

destination and from destination to relay are
same, i.e QR p = QDR [15].

m

PERFORMANCE ANALYSIS
A. Information processing for Proposed Model 1

In proposed model 1, three relay nodes are
present. Relay 1 and Relay 2 are assumed to
be trusted; whereas, Relay 3 is assumed to the
untrusted one. Following the evaluation given
in [15] for the existing model, the total SNR
at the destination (yp) for the Proposed Model
1 can be obtained as listed below:

yD =vD1+yD2 +vD3

= Wi°Ps Ihsral’ Ihraol” / [ (e Irapf” + DNp 1+ 12°Ps
|hSR2|22|hR2D|22/ [ (2" |hreol* + DNo ] + HaPS [hssf” [hraol”
T (M2 hrapl™ + 1)No ] (2
As Relay3 is untrusted one, the SNR yE at the input of
the eavesdropper is given as

Ps |hsg,|?

YE=% v e
hence Pplhpgrg[*+ Ny ©)

The secrecy capacity of the channel is further
given as Cs= Cp — Cg [15] where Cp and Cg is the
destination channel and eavesdropper’s channel
capacity respectively

These expressed as [15], Cp = lj—lgng + ) @
Ce Jlog(l+vp) 6))
Hence, Cs=[ 12 log{ f(i—__'i-g-‘}bvhere X~ max(x, 0) (6)
The SOP at the destination is, Py z=P (Cs <Rg) (7)

B. Information processing for Proposed Model
2

In the Proposed Model 2, two trusted along with
two untrusted relays are assumed to be present
between the source and destination. Relayl and
relay 2 are only trusted relay. As relay 3 and relay
4 are untrusted relays, following the evaluation in
[15], the SNR yE at the input of the
eavesdropper is given as

Ps |nsRs L Bs hsRy)?
PphpRrs/?~No  Pplhprg+No ®)

VE=

Further, total SNR at the destination is given as,
yD=yD1+yD2+yD3+yD4 (9)

where yDi is the SNR due to ith relay at the
destination. The respective value of yDi can be
determined following the analysis shown in[15]. In
a similar manner, the SOP at the destination, Py, =

P (Cs<Rg) [15] (10)
SIMULATION RESULTS AND
DISCUSSIONS

The performance of the proposed models has been
evaluated through simulation results. Simulation
has been carried out using MATLAB version
R2018a. The parameters have been set according
to Table - 1.

Table I: Parameter Settings

Case: 1. [SOP vs. Ps with Qgg = Constant = 1 dB for
three selective values of Qgp = - 10, 0, 10
(in dB), RS = 01, PD = Ps.

Case: 2. [SOP vs. Ps with Qgp = Constant = 1 dB for

three selective values of Qgg = - 10, -5, 0
(in dB), Rs=0.1, Pp =Ps.
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Case: 3. [SOP vs. Qgg With Pp = Ps = Constant = 1
dB for three selective values of Qgp =0,
10, 20(in dB), Rs = 0.1.

Case: 4. [SOP vs. Qgp With Pp = Ps = Constant = 1

dB for three selective values of Qgg = 0, 10,
20(in dB), Rs = 0.1.
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Fig.4: Plot of SOP versus Transmitted Source Power
(PS)

In Fig. 4, three models are shown together.
Initially, with the increase of the transmitted
source power, irrespective of the models, the
secrecy outage probability (SOP) decreases as the
SNRs of all the relays increase. But after a certain
point, with the increase of source power PS, the
jamming at the eavesdropper also increases,
reducing the SNR contributed by the relays; hence
the SOP starts to increase. Thereafter, with the
increase in PS, the signal strength at the
eavesdropper increases significantly, which further
compensates for the jamming at the eavesdropper.
As a result, the SOP almost remains constant for a
specific range. Then again, for further high values
of PS, the overall SNR at the destination increase
slightly to reduce the SOP. With the increase of
the selected values of the relay to destination mean
power, the overall SOP decreases for each and
every model separately. Observing all the models,
the SOP for the Proposed Model 1 is the lowest for
a selected value of QRD The Proposed Model 1
has more number of trusted relays than the existing
Model (though the same number of the untrusted
relay) and less number of untrusted relay than the
Proposed Model 2 (though the same number of
trusted relays). Hence this results in the minimum
SOP. So, the best performance for secrecy can be
seen from the Proposed Model 1.

Among the other two models, the Existing Model
and Proposed Model 2 have the same ratio of
trusted and untrusted relays, but the number of
relays is different. Initially, the SOP of the

Proposed Model 2 is less than the existing model
for respective selected values of QRD as the
numbers of trusted relays are higher in Proposed
Model 2 than Existing Model.

With the increase of PS, the SOP of the Proposed
Model 2 starts to increase due to the presence of
more untrusted relays, as it eavesdrops on the
information more, as a result of which the overall
SNR at the destination decreases. Hence, for
higher PS, the SOP for Proposed Model 2 is higher
than the Existing Model. So it observed that for a
lower range of PS, the Existing Model would be
more suitable than Proposed Model 2, and for a
higher range of PS, Proposed Model 2 will be
preferred.

It can be concluded that for models with the same
ratio of trusted and untrusted relays, the number of
relays would decide the best-suited model for a
certain range of PS, and it can be decided as
illustrated above.

A model with the ratio of trusted and untrusted
relays is greater than the others will always be
preferred over every range of PS. The lower range
of PS for which the SOP is lower in Proposed
Model 2 than that of the Existing Model will
increase with the increment of selected Qgp.
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Fig.5: Plot of SOP versus Qgp

In Fig. 5, for a constant Qgg Similar nature of the
SOP curve can be observed as that for the case of
a constant Qgrp. However, as the value of Qgg is
changed to a higher value for a constant Pg, signal
strength at eavesdropper improves, resulting in an
increase in eavesdropper’s capacity, reducing the
overall SNR contributed towards the destination.
This causes an increase in the SOP.

In all the models similar kind of nature can be
observed. Now, for a selected value of Qgg, the
SOP for the Proposed Model 1 is always lesser
than other models as the ratio of trusted and
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untrusted relays is higher. Similar to the previous
case, for the initial and lower range of Ps, the SOP
for the existing model is higher than that of
Proposed Model 2. Further increase in Ps results in
high eavesdropping of the information from the
untrusted relays, and hence the SOP starts to
increase in proposed model 2, converging with the
existing model and at a higher range of PS, it
becomes higher than the existing model.

So, depending on the ratio of trusted and untrusted
relays along with the total number of relays, a
suitable model can be given higher priority than
others, making the information transmission more
secure.
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Fig.6: Plot of SOP versus Qg

In Fig. 6, for a selected value of QRD, initially,
with the increase of QSR, the overall SNR at the
destination increases and the increased signal
information at eavesdropper is compensated by the
jamming signal.

Hence the initial decrement in SOP can be
observed in all the models for a selected value of
QRD. But from a certain point beyond, due to the
higher increase in information, the jamming signal
is not able to compensate, and the information at
eavesdropper increase, increasing the SOP. Now
for the same model, with the increase in QRD, the
chances of eavesdropping on information reduce,
hence the SOP decreases.

The Proposed Model 1 with the highest number of
trusted relays and the lowest number of untrusted
relays perform better where the SOP is the lowest
than the Existing Model and the Proposed Model 2
under all the ranges of QSR for a specific selected
value of QRD.

Likewise, all the aforementioned observation can
be further justified through Fig. 6.
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Fig. 7: Plot of SOP versus Qgp

In Fig.7, with the increase of Qgp for a selected
value of Qggr, the overall SNR at the destination
increases and the chances of eavesdropping of
information also reduces as more information is
transferred from relays to destination. Each model
with the increase of Qgg, the information at the
eavesdropper increases which further increases
SOP. It can be justified that the performance of
the Proposed Model 1 is better than others for a
selected value of Qgr (Fig. 7).

The critical analysis of these results (Fig. 4 & Fig.
5) is summarized in Table 2-6.

Table: 2: Variation of SOP with Ps keeping Qs

constant
Models Value of SOP
Existing | PsW@B) | Upp= 10 dB | Upp;=UdB | Ugpy= 10 dB
Model P =0 0.2750 0.1900 0.1330
P5=10 0.2850 0.1950 0.1650
P5;=10 0.2800 0.1950 0.1630
Proposed | Ps1=0 0.2130 0.1100 0.0750
Model: 1 | P5:=10 0.2300 0.1400 0.0950
P;=10 0.2300 0.1450 0.1000
Proposed P:=0 0.3000 0.1830 0.1330
Model:2 | P5;=10 03350 02250 0.1650
P;=10 0.3400 0.2350 0.1750

Table: 3: Variation of SOP with Ps keeping Qgp

constant
Mode Value of SOP
Ex“;l‘mg Ps(dB) !lsm:— 10dB !!532: -3dB \usm: 0dB
Model P1=0 0.1850 02150 0.2950
=10 0.1630 0.2130 0.3030
Pe:=10 0.1550 0.2150 03150
Proposed | Ps1=0 0.0830 0.1330 0.1930
Model: 1 | P5:=10 0.1030 0.1400 0.2250
Pe=10 0.1150 0.1450 0.2350
Proposed | Ps1=0 0.1250 0.1950 0.2950
Model: 2 | P5;=10 0.1450 02150 03150
F=10 0.1430 0.2230 0.3200
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Table: 4: % Improvement of secrecy (or %
Degradation in SOP) of Proposed Model 1 over
Existing Model

% improvement

Ps p(dB) Usx(dB)
(dB) lem: Qm)z = Qpps= Qsm = Qsm = Qsm =
-10 0 10 -10 5 0

Ps =0 | 2181 42.10 5161 34.05 37.20 33.89
Ps,=10 | 19.29 28.20 4242 36.36 3488 26.22
Ps=I0 | 1785 2564 39.39 25.80 3235 2539

Table: 5: % Improvement of secrecy (or %
Degradation in SOP) of Proposed Model 2 over
Existing Model

% improvement
Ps Up(dB) Usr(dB)
(dB) D= | Ogp= | Oppm | o= | Ds= | Qo=
-10 0 10 -10 -3 0
Ps;=0 -9.09 263 12.90 3243 930 0
Psr=10 -17.54 -1538 0 12.12 0 327
Pe=20 | 2142 2051 -6.06 645 4.6 -1.58

Table: 6: % Improvement of secrecy (or %
Degradation in SOP) of Proposed Model 1 over
Proposed Model 2

% improvement

Ps To(dB) Us(dB)
(dB) Den= | Oem= | Qeme= | Gsm= | Lsm= oy =
-10 0 10 -10 -5

Ps,=0 12833 4054 44 320 30.76 3389
Psr=10 [ 3134 3777 242 2758 3488 2857
Psp=I0 | 3235 38.29 42.85 2068 33.53 26.36

CONCLUSION

In this paper, a novel scheme of destination-based
jamming in a cooperative relay network is
targeted. In this context, two novel models have
been proposed, and their secrecy performances are
observed, analyzed and further compared with the
existing model under the influence of different
parameters. The designed models are shown in
Fig. 1 — Fig. 3, and the simulation results of all the
models have been discussed through Fig. 4— Fig.
7. Through Table 2 — Table 6, the critical analyses
are performed to come to a conclusion that the
Proposed Model 1 always performs better than
other considered system models and the
dependency of the secrecy outage probability is
observed under various parameters like the number
of relays, the nature of relays (trusted or
untrusted), the mean power of communication
channel and transmitted source power. In general,
when the ratio between trusted and untrusted relay
increases, the secrecy outage probability decreases
and when the ratio remains the same for two
networks but the number of relays increases, the
secrecy outage probability decreases. The
comparative study of the models that are presented
in this work may be extended to monitor the
overall performance of a system consisting of
multiple relay nodes. Further, the effect of
different relay selection (trusted or untrusted) on

the system can then be properly investigated.
Thus, the outcome of this work will make the
secrecy analysis in such a network environment
more robust and compatible.
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